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EE #32
While viewing the details of the Firewall Protection Module, as displayed in the exhibit, you note that a few rules have already been
assigned. You try to dlsable these rules but they can not be unassigned. Why can the displayed rules not be unassigned?
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A. The rules displayed in the exhibit have been assigned to the policy at the parent level. Rules assigned to a parent policy can
not be unassigned at the child level.

B. The rules displayed in the exhibit have been hard-coded with the details of the policy. These rules will automatically be
assigned to all Firewall policies that are created and can not be unassigned.

C. The rules displayed in the exhibit were assigned to the policy automatically when a Recommendation Scan was run. Rules
assigned through a Recommendation Scan can not be disabled once assigned.

D. The rules displayed in the exhibit can not be unassigned as the administrator currently logged into the Deep Security
Manager Web console does not have the permissions necessary to unassign rules.

HE. A

A2 #33
Which of the following are valid methods for forwarding Event information from Deep Secu-rity? Select all that apply.

A. Smple Network Management Protocol (SNMP)

B. Security Information and Event Management (SIEM)

C. Deep Security Application Programming Interface (API)
D. Amazon Simple Notification Service (SNS)

HE: ABD

Y.

Deep Security supports forwarding event information through SNMP traps, integration with SIEM systens, and retrieval via the
Deep Security APL. While Amazon SN is not a native forwarding method for Deep Security events, the others are fully supported
and configurable from the Deep Security Manager.

SNMP allows sending traps for specific alert types.

API provides programmatic access to events.

SIEM forwarding is supported via syslog or direct integration.

Reference:

Trend Micro Deep Security Administrator's Guide, Event Forwarding Section
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EE#34

A Recommendation Scan is run to determine which Intrusion Prevention rules are appropriate for a Server.

The scan is configured to apply the suggested rules automatically and ongoing scans are enabled. Some time later, an operating
system patch is applied. How can you determine which Intrusion Prevention rules are no longer needed on this Server?

¢ A. The README file provided with the software patch will indicate which issues were addressed with this release. Compare
this list to the rules that are applied to determine which rules are no longer needed and can be disabled.

¢ B. Since the rules are being applied automatically, when the next Intrusion Prevention Recommendation Scan is run
automatically, any rules that are no longer needed will be displayed on the Recommended for Unassignment tab in the IPS
Rules. These are rules that are no longer needed and can be disabled as the vulnerability was corrected with the patch.

¢ C. Since there is no performance effect when multiple Intrusion Prevention rules are applied, there is no need to determine
which rules are no longer needed. The original recommended rules can remain in place without affecting the system.

¢ D. Since the rules are being applied automatically, when the next Intrusion Prevention Recommendation Scan is run
automatically, any rules that are no longer needed will be automatically unassigned. These are rules that are no longer needed
as the vulnerability was corrected with the patch.

. C

3.

‘When ongoing Recommendation Scans are enabled, Deep Security regularly reassesses the server's vulnerabilities based on its
current patch level. If an OS patch addresses a previously detected vulnerability, the next Recommendation Scan will recognize this
and recommend that the now-unnecessary IPS rules be unassigned. These rules appear in the "Recommended for Unassignment"
tab, making it easy for administrators to review and unassign rules that are no longer needed.

From the official documentation:

"After an operating system or application is patched, running another Recommendation Scan will update the list of vulnerabilities and
may move some IPS rules to the 'Recommended for Unassignment' tab. These rules can then be reviewed and unassigned to
maintain optimal protection.”" Option B is incorrect because rules are not unassigned automatically; admin review is required.
Option A is manual and outside Deep Security's automated workflow.

The first option C is not correct; excessive rules may impact performance and management.

References:

Trend Micro Deep Security Help: Recommendation Scans and Rule Unassignment Deep Security Admin Guide - Ongoing
Recommendation Scans

HE #35
Based on the script displayed in the exhibit, which of the following statements are correct? Select all that apply.
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e A Deep Security Agents deployed using this script will be activated against Tenant 0 in a multi-tenant environment.
¢ B. Deep Security Agents deployed using this script are activated against a specific tenant.

e C. Deep Security Agents deployed using this script will be assigned a specific policy when activated.

e D. This script will deploy the Deep Security Agent on a server, but will not automatically activate it.

4. B,C
=L R

The deployment script in the exhibit includes parameters for --tenantID and --policyid, which are used to specify a particular tenant
and assign a policy to the agent at activation. This ensures that the agent is both associated with the correct tenant in a multi-tenant



environment and is automatically placed under a specified security policy upon activation. The script perforns both installation and
activation. There is no indication of using Tenant O specifically, nor is activation omitted.

Reference:

Trend Micro Deep Security Administrator's Guide, Agent Deployment and Activation Scripts Section

EE #36
Which of the following statements is false regarding Firewall rules using the Bypass action?

¢ A Firewall rules using the Bypass action do not generate log events.

¢ B. Firewall rules using the Bypass action allow incoming traffic to skip both Firewall and Intrusion Prevention analysis.

¢ C. Firewall rules using the Bypass action can be optimized, allowing traffic to flow as effi-ciently as ifa Deep Security Agent
was not there.

¢ D. Applying a Firewall rule using the Bypass action to traffic in one direction automatically applies the same action to traffic in
the other direction.

HE: D

MY

Firewall rules using Bypass have the following noteworthy characteristics:

* Bypass skips both Firewall and Intrusion Prevention analysis.

* Since stateful inspection is for bypassed traffic, bypassing traffic in one direction does not automatically bypass the response in the
other direction. As a result firewall rules using Bypass are always created in pairs, one for incoming traffic and another for outgoing.
* Firewall rules using Bypass will not be logged. This is not a configurable behavior.

* Some firewall rules using Bypass are optimized, in that traffic will flow as efficiently as if the Deep Security Agent/Deep Security
Virtual Appliance was not there.

Explication: Study Guide - page (236)
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