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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q141-Q146):

NEW QUESTION # 141
In the lead-up to a major product launch, a technology company reviews its endpoint security strategy to safeguard intellectual
property. What is the most essential element to incorporate into their incident response strategy for endpoints?

A. Conprehensive encryption strategies for data at rest and in transit

B. A robust endpoint detection and response (EDR) system with automated response
C. An enployee training program focused on phishing defense

D. A dedicated crisis management team

Answer: B

Explanation:

The ECIH Endpoint Security module identifies EDR systens as the cornerstone of modern endpoint incident response. Advanced
attacks targeting intellectual property often bypass traditional antivirus controls.

Option C is correct because EDR provides continuous monitoring, behavioral detection, rapid containment, and automated response
across endpoints. This capability is critical during high-risk periods such as product launches.

Options A, B, and D are important but insufficient alone for real-time detection and response.

Therefore, deploying a robust EDR system is essential.

NEW QUESTION # 142
Which of the following techniques prevent or mislead incident-handling process and may also affect the collection, preservation, and
identification phases of the forensic mnvestigation process?

A. Enureration

B. Footprinting
C. Anti-forensics

D. Scanning

Answer: C

Explanation:

Anti-forensics techniques are designed to prevent, mislead, or interfere with the incident handling process, affecting the collection,
preservation, and identification phases of the forensic investigation process. These techniques include methods to erase, encrypt, or
alter mformation, make data recovery difficult, hide data (e.

g, steganography), or otherwise obstruct forensic analysis and mvestigation efforts. Anti-forensics can significantly challenge the
efforts of ncident responders and forensic investigators in establishing the facts of a security incident or crime.

References:The Incident Handler (ECIH v3) courses and study guides discuss various challenges in digital forensics, including anti-
forensics methods and their impact on the effectiveness of forensic nvestigations.

Top of Form

NEW QUESTION # 143
Which of the following incidents are reported under CAT -5 federal agency category?

A. Scans/ probes/ Attempted Access
B. Exercise/ Network Defense Testing
C. Malicious code

D. Denial of Service DoS
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Answer: A

NEW QUESTION # 144
As an IT security officer, what is the first step you will take after discovering a successful email compromise?

A. Report the incident to the organization's computer incident response team

B. Investigate similar hosts to determine whether the attacker has compromised other systens.
C. Test the infected systemto ensure security

D. Isolate the compromised system or take steps to contain the attack.

Answer: D

NEW QUESTION # 145

Rachel, a first responder, finds a smartphone in an executive's office that is powered ON and actively displaying a messaging app
with potentially incriminating information. She avoids locking the screen or turning off the device, photographs the current display,
and collects its charging cable. She then safely packages the device and ensures it is kept charged during transport. What principle is
Rachel applying in her evidence handling approach?

A. Extracting deleted messages from the cache.
B. Allowing device shutdown to save battery.
C. Preserving screen-based digital evidence.

D. Forcing a factory reset to preserve evidence.

Answer: C

Explanation:

Rachel is applying the forensic principle of preserving volatile and screen-based digital evidence, which is a core concept in the
ECIH First Response and Digital Forensics modules. When a mobile device is powered on and unlocked, the data visible on the
screen-such as messages, timestanps, sender details, and session states-constitutes volatile evidence that may be lost permanently if
the device locks, reboots, or powers off.

ECIH guidance instructs first responders to document the live state of'a device before any interaction that could alter its condition.
Photographing the screen captures evidence that may not be recoverable later due to encryption or session expiration. Maintaining
power ensures the device does not enter a locked or encrypted state during transport.

Option A refers to forensic analysis, not first response. Option C would destroy evidence and violates forensic principles. Option D
risks loss of volatile data.

Preserving screen-based evidence ensures integrity, admissibility, and continuity of evidence, making Option B correct.

NEW QUESTION # 146
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