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Fortinet FCP - FortiSandbox 5.0 Administrator Sample Questions (Q16-
Q21):
NEW QUESTION # 16 
Which two statements are true about creating an API interface? (Choose two answers)

A. Ports configured for HA communication can also be configured as API ports.
B. The interface must also be designated as an administrative interface.
C. API ports will not accept HTTP traffic.
D. The configuration must be performed using the CLI

Answer: C,D

Explanation:
From the Lab Guide (Exercise 4 - Using Inline Scanning), the following is stated:
"FortiGate and FortiSandbox communicate through port 4443. Management or API ports grant access through port 4443." And the
CLI command used:
"Enter the following command to enable API access on port2: set api-port port2" This confirms:
Option B is correct: Port 4443 uses HTTPS only - API ports will not accept HTTP traffic.
Option C is correct: The API port configuration must be performed using the CLI (set api-port port2), as there is no GUI option for
this.
Option A is incorrect: The Study Guide states port3 cannot be a management port, and HA communication ports have dedicated
roles that are not interchangeable with API ports.
Option D is incorrect: The CLI command sets the API port directly without requiring a separate administrative interface designation.

NEW QUESTION # 17 
Refer to the exhibit.
Which two statements about the scanned file are true? (Choose two answers)

A. The advanced AI feature identified the threat.
B. The analysis resulted are defined.
C. The analysis resulted in a malicious verdict.
D. The URL was identified as a known malicious URL.

Answer: A,C

Explanation:
The exhibit summary says the file was "flagged by the PAIX engine" and describes it as "high-risk behavior." The lab guide also
states for a similar file analysis scenario: "The PAIX engine detected potentially malicious activity... The overall assessment is that
there is a high likelihood of malicious activity." In addition, the FortiGate integration lab explains that "FortiSandbox identified the
fsa_dropper.exe file as high risk... because the advanced AI engine was able to detect malicious behaviour... at the static scan
phase." These extracts confirm that the advanced AI / PAIX engine identified the threat, so A is true.
Option D is not supported. The study guide distinguishes high risk from malicious and explains that high risk is a suspicious threat-
level rating, not the same as a malicious verdict. It states that FortiSandbox groups results into ratings such as high risk, medium risk,
low risk, clean, and malicious, and defines high-risk separately as a serious suspicious rating. Since the exhibit explicitly refers to
high-risk behavior, not a malicious verdict, D is false as written. The duplicated B/C options are also not proven by the exhibit text
provided.
If your original source intended D to say "The analysis resulted in a high-risk verdict" instead of malicious verdict, then the correct
pair would be A and D.

NEW QUESTION # 18 
You are attempting to troubleshoot a FortiGate device that is not sending samples to FortiSandbox. Which CLI command will
provide you with useful diagnostic information? (Choose one answer)

A. diagnose test application ipsmonitor 99
B. diagnose debug application quarantine -1
C. diagnose antivirus quarantine purge
D. diagnose test application quarantined 8



Answer: B

Explanation:
From the FortiGate Integration lesson, the Study Guide explicitly states:
"The quarantine daemon is involved in submitting files to FortiSandbox." From the Lab Guide (Exercise 3 - Using FortiGate
Diagnostics), the following is explicitly documented:
"Enter the following commands to enable debugging for the quarantine daemon: diagnose debug application quarantine -1 diagnose
debug enable"
"Use the following CLI debug command to diagnose the connection and file transfer issue between HQ-FGT-1 and HQ-FSA-1:
diagnose debug application quarantine -1" This command enables real-time debug output for the quarantine daemon on FortiGate,
which is specifically responsible for submitting files to FortiSandbox and receiving verdicts. Option B clears the analytics cache
rather than providing diagnostic information, and the other options relate to different functions entirely.

NEW QUESTION # 19 
Which FortiGate daemon can you monitor in real time to verify that verdicts are being received by FortiGate? (Choose one answer)

A. scanunitd
B. wad
C. quarantined
D. fsd

Answer: C

Explanation:
From the FortiGate Integration lesson, the Study Guide explicitly states:
"The quarantine daemon is involved in submitting files to FortiSandbox."
"The quarantine daemon also receives the verdicts returned by FortiSandbox."
"The quarantine daemon is responsible for sending requests for the dynamic lists generated by FortiSandbox. This includes the
malware package, URL package, and the extension lists." From the Lab Guide (Exercise 3 - Using FortiGate Diagnostics):
"Enter the following commands to enable debugging for the quarantine daemon: diagnose debug application quarantine -1" The
quarantined daemon (Option B) handles both file submissions to FortiSandbox AND receives verdicts back from FortiSandbox in
real time, making it the correct daemon to monitor for verdict reception verification.

NEW QUESTION # 20 
Which three actions does FortiSandbox perform when it is integrated with FortiMail for advanced threat protection (ATP)? (Choose
three answers)

A. It assigns and returns a rating for analyzed objects.
B. It submits objects for sandbox scanning.
C. It updates FortiGuard databases.
D. It queues email during analysis.
E. It analyzes file and URL objects.

Answer: A,D,E

NEW QUESTION # 21
......
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