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HP Aruba Certified Network Security Professional Exam Sample Questions
(Q44-Q49):
NEW QUESTION # 44 
A company wants you to create a custom device fingerprint on CPPM with rules for profiling a group of specialized devices. What is
one requirement?

A. Connecting a known device of this type and getting it discovered in CPPM's Endpoints Repository.
B. Pre-defining the desired attributes and rules in an XML format file.
C. Enabling HPE Aruba Networking ClearPass Device Insight integration with the correct Data Collector token.
D. Disabling the "Automatically download Endpoint Profiler Fingerprints" feature in cluster-wide parameters.

Answer: A

Explanation:
* Custom Device Fingerprinting on CPPM:
* To create a custom fingerprint, you first need to connect a known device of that type to the network.
* CPPM will discover the device in its Endpoints Repository, allowing you to analyze its attributes (e.g., MAC OUI, DHCP
options) and create custom profiling rules.
* Option Analysis:
* Option A: Correct. Discovering a known device in the Endpoints Repository is a prerequisite for creating accurate custom
fingerprint rules.
* Option B: Incorrect. CPDI integration is not required for custom fingerprints on CPPM.
* Option C: Incorrect. XML rules are not pre-defined; they are created dynamically based on observed attributes.
* Option D: Incorrect. The "Automatically download Endpoint Profiler Fingerprints" setting is unrelated to custom profiling.

NEW QUESTION # 45 
HPE Aruba Networking ClearPass Policy Manager (CPPM) uses a service to authenticate clients. You are now adding the
Endpoints Repository as an authorization source for the service, and you want to add rules to the service's policies that apply
different access levels based, in part, on a client's device category. You need to ensure that CPPM can apply the new correct
access level after discovering new clients' categories.
What should you enable on the service?

A. The Use cached Roles and Posture attributes from previous sessions option in the Enforcement tab
B. The Posture Compliance option in the Service tab
C. The Audit End-host option in the Service tab
D. The Profile Endpoints option in the Service tab

Answer: D

Explanation:
To ensure that HPE Aruba Networking ClearPass Policy Manager (CPPM) can apply the correct access levels based on a client's
device category after discovering new clients, you need to enable the "Profile Endpoints" option in the Service tab. This option
allows CPPM to profile and categorize endpoints dynamically, ensuring that the appropriate access levels are applied based on the
device's characteristics. Enabling this feature ensures that new devices are accurately profiled and that access policies can be
enforced based on the updated device information.
Reference: Aruba ClearPass documentation and profiling guides detail the configuration and use of endpoint profiling to enhance
access control and policy enforcement based on device categories.

NEW QUESTION # 46 
The security team needs you to show them information about MAC spoofing attempts detected by HPE Aruba Networking
ClearPass Policy Manager (CPPM).
What should you do?

A. Show the security team the CPPM Endpoint Profiler dashboard.
B. Integrate CPPM with ClearPass Device Insight (CPDI) and run a security report on CPDI.
C. Export the Access Tracker records on CPPM as an XML file.
D. Use ClearPass Insight to run an Active Endpoint Security report.



Answer: D

Explanation:
To show the security team information about MAC spoofing attempts detected by HPE Aruba Networking ClearPass Policy
Manager (CPPM), you should use ClearPass Insight to run an Active Endpoint Security report. ClearPass Insight provides
comprehensive reporting capabilities that include detailed information on security incidents, such as MAC spoofing attempts. By
generating this report, you can provide the security team with a clear overview of the detected spoofing activities, including the
endpoints involved and the context of the events.
Reference: The ClearPass documentation and Insight reporting guide offer detailed instructions on generating and interpreting Active
Endpoint Security reports, which include data on MAC spoofing and other security incidents.

NEW QUESTION # 47 
A company has HPE Aruba Networking APs running AOS-10 and managed by HPE Aruba Networking Central. The company
also has AOS-CX switches. The security team wants you to capture traffic from a particular wireless client. You should capture this
client's traffic over a 15 minute time period and then send the traffic to them in a PCAP file.
What should you do?

A. Go to that client in HPE Aruba Networking Central. Use the "Live Events" page to run a packet capture.
B. Access the CLI for the client's AP's switch. Set up a mirroring session between the AP's port and a management station
running Wireshark.
C. Go to the client's AP in HPE Aruba Networking Central. Use the "Security" page to run a packet capture.
D. Access the CLI for the client's AP. Set up a mirroring session between its radio and a management station running
Wireshark.

Answer: C

Explanation:
To capture traffic from a particular wireless client for a 15-minute period and then send the traffic in a PCAP file, you should go to
the client's AP in HPE Aruba Networking Central and use the "Security" page to run a packet capture. This method allows you to
directly capture the client's traffic from the AP managing the wireless connection, ensuring that you gather the relevant traffic data for
analysis.
1.Centralized Management: HPE Aruba Networking Central provides a centralized interface for managing and monitoring APs,
making it easy to initiate packet captures.
2.Security Page: The "Security" page in Aruba Central includes tools for running packet captures, allowing you to specify the
duration and other parameters.
3.Ease of Use: This approach simplifies the process by using the built-in features of Aruba Central, avoiding the need for complex
CLI commands or additional hardware.
Reference: Aruba Central's documentation and user guides detail the steps for performing packet captures through the Central
interface, including capturing traffic from specific clients and generating PCAP files for analysis.

NEW QUESTION # 48 
A company has wired VolP phones, which transmit tagged traffic and connect to AOS-CX switches. The company wants to tunnel
the phones' traffic to an HPE Aruba Networking gateway for applying security policies.
What is part of the correct configuration on the AOS-CX switches?

A. A UBT reserved VLAN set to a VLAN dedicated for that purpose
B. VLANs assigned to the VolP phones configured on the switch uplinks
C. A VXLAN VNI mapped to the VLAN assigned to the VolP phones
D. UBT mode set to VLAN extend

Answer: A

Explanation:
To tunnel VoIP phone traffic from AOS-CX switches to an HPE Aruba Networking gateway, you need to configure a User-Based
Tunneling (UBT) reserved VLAN on the switches. This VLAN is dedicatedfor tunneling purposes and ensures that the VoIP traffic
is correctly identified and tunneled to the gateway where security policies can be applied.
1.UBT Configuration: Setting a UBT reserved VLAN ensures that the switch knows which VLAN to use for tunneling traffic to the
gateway.
2.Traffic Tunneling: The reserved VLAN helps in segregating the VoIP traffic, ensuring it is handled securely and according to the



configured policies at the gateway.
3.Policy Application: By tunneling the traffic, the gateway can apply advanced security policies to the VoIP traffic.

NEW QUESTION # 49
......
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