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i =8 #86

An administrator is monitoring third-party WLAN transmitters in HPE Aruba Networking Central and some of them are classified as
rogue and suspected rogue.

How are suspected rogues classified when using the default classification method for the rule

"Suspected AP On-Prem" in HPE Aruba Networking Central?
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e A signal level = "-50 dbM" AND WLAN classification = "On Wire"
¢ B. signal level = "-65 dbM" AND WLAN classification = "On-Prem"
e (. signal level = "-65 dbM" AND WLAN classification = "On- Interfering”
¢ D. signal level = "-50 dbM" AND WLAN classification = "On-Interfering”
EXR: B
i RE S «

In HPE Aruba Networking Central, the default classification rule "Suspected AP On-Prem'" is triggered when an AP is detected with
a signal strength of -65 dBm or stronger (indicating it is nearby/on-premises) and the WLAN classification is On-Prem This allows
administrators to flag potentially unauthorized APs within the organization's premises.

i /8 #87

A customer has configured 802.1X authentication with MAC authentication fallback and is complaining that printers are not
accessible with the new configuration below.

You can see a successful entry in HPE Aruba Networking ClearPass Access Tracker assigning the correct user role and you have
confirmed that the printer MAC address is being learned in the correct VLAN. However, the printer network settings show an [P
address starting with 169.254.

‘Which configuration change would you recommend to resolve the issue?
mterface 1/1/1

¢ A aaa authentication port-access auth-precedence mac-auth dot1x
aaa authentication allow- fail-through

¢ B. interface 1/1/1

e C. port-access onboarding-method concurrent enable
mterface 1/1/1

¢ D. aaa authentication port-access auth-priority dot1x mac-auth

ER: A

fR AR A -

Printers don't do 802.1X. With the default order, the switch waits for 802.1X to fail before trying MAC authentication, causing
DHCP to time out and the printer to self-assign a 169.254 address.

Set the authentication order so MAC auth is tried first:

mnterface 1/1/1

aaa authentication port-access auth-precedence mac-auth dotlx

This lets the printer authenticate immediately via MAC and obtain a DHCP address in the correct VLAN.

FIRE #88
You are implementing a network using Zero-Touch Provisioning (ZTP) to deploy the gateways.
What are two requirements for the connection to the switchport? (Choose two.)

A. You must use port GE 0/0/1 on the gateway

B. The gateway needs to be provided an IP address through DHCP

C. The switchport needs to be untagged with Internet access

D. Jumbo frames must be enabled

E. The switchport needs to be configured with IP address 172.16.0.254

BER: BC

f RSB -

For Zero-Touch Provisioning (ZTP), the gateway must connect to a switchport with untagged Internet access so it can reach Aruba
Central or the provisioning server. Additionally, the gateway requires an IP address via DHCP, which provides the necessary
network configuration (IP, DNS, default gateway, and optionally ZTP server URL). No specific physical port, static IP, or jumbo
frame configuration is required.

P& #89



A customer wants to deploy IoT security devices that are PoE-powered. Due to its criticality, it is required that those devices remain
active, even during a switch software upgrade.
What is a valid solution to meet customer requirements?

A. a VSX pair of switches for redundancy
B. power-over-ethernet priority

C. power-over-ethernet quick-poe

D. power-over-ethernet always-on

ZX: D

R -

The PoE always-on feature in AOS-CX ensures that PoE-powered devices (like IoT security devices) continue to receive
uninterrupted power even during a switch software upgrade or reboot. This is specifically designed for critical devices that must
remain online at all times.

FI& #90
Which log level on HPE switches records events that could lead to serious operational issues if not addressed?

A. Notice
B. Warning
C. Debug
D. Error
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