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The correct answer is Analytical evidence, because the auditors relied heavily on analysis, calculations, and evaluation of
performance data to validate the effectiveness of SendPay's ISMS. Analytical evidence involves examining trends, metrics, ratios,
averages, and performance indicators to draw conclusions about how well processes are functioning,

In the scenario, the auditors calculated the number of training hours employees received on ISMS topics and computed the average
resolution time of information security incidents based on sampled data. These activities are clear examples of analytical techniques,
as they nvolve processing numerical and performance- related nformation to assess alignment with objectives and effectiveness of
controls. Additionally, the auditors assessed the reliability of evidence by comparing different sources and considering timing factors,
which further supports the use of analytical judgment rather than purely technical inspection.

Option B is incorrect because mathematical evidence is not a recognized audit evidence category under ISO standards. While
calculations were performed, the purpose was analytical evaluation, not mathematical proof.

Option C is incorrect because technical evidence would primarily involve direct inspection of systems, configurations, or
infrastructure, such as firewall rule reviews or system settings. While some technical elements existed in the audit, the question
focuses on the type of evidence used to validate ISMS performance broadly, which was predominantly analytical.

Therefore, analytical evidence best describes the evidence utilized by the auditors during SendPay's audit.
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The purpose of a follow-up audit is to verify the completion and effectiveness of corrective actions taken by the auditee in response
to the nonconformities identified in a previous auditl. A follow-up audit is a type of audit that is conducted after an initial audit, and it
focuses on the specific areas where nonconformities were found and corrective actions were agreed upon2. A follow-up audit can
be conducted as a separate audit or as part of a scheduled audit, depending on the nature and severity of the nonconformities and
the audit programme objectives3.

The other options are not the purpose of a follow-up audit, but rather the purpose of other types of audits. For exanple:

*Option A is the purpose of a performance audit, which is a type of audit that evaluates the effectiveness of the management system
in achieving its intended results4.



*Option B is the purpose of a compliance audit, which is a type of audit that verifies the conformity of the management system with
the specified requirements, such as the ISMS objectives5.

*Option C is the purpose of a process audit, which is a type of audit that examines the inputs, activities, outputs, and interactions of
a specific process within the management system, such as the risk treatment process.

References:

1:ISO 19011:2018, 6.7,

2:1S0O 19011:2018, 3.7;

3:1SO 19011:2018, 5.5.2;

4:1S0O 19011:2018,3.6;

5:1SO 19011:2018, 3.5;

6:1SO 19011:2018, 3.4;

7:1SO 1901122018;
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The Act phase of the PDCA cycle is where the organisation takes actions to improve its processes and performance based on the
results of the Check phase. This may involve resetting objectives to make them more realistic, achievable or challenging, or
implementing changes to address the root causes of problens and achieve the desired outcomes. The Act phase is also where the
organisation monitors the effects of the actions taken and evaluates their effectiveness and efficiency. The Act phase is important
because it enables the organisation to learn from its experience and continually improve its ISMS. Reference: What is "Plan, Do,
Check, Act'? A framework for continuous improvement, PDCA in ISO27001 - Free guide to learn | Dr. Erdal Ozkaya, PECB
Candidate Handbook ISO 27001 Lead Auditor (page 12)
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The correct options are:

There is a nonconformity (NC). The organisation's access control arrangements are not operating effectively as an individual who is
no longer employed by the organisation is being permitted to access the nursing home's ICT systems. This does not conform with
control A.5.15. (B): This option is correct because control A.5.15 requires the organization to implement secure log-on procedures
and manage user access rights. The organization should ensure that only authorized users can access the ICT systens and that the
access rights are revoked or modified when the user status changes. The fact that Scott, who resigned 9 months ago, still has an
active account on the SCM and can check out the source code, indicates a failure of the access control arrangements and a
nonconformity with the control A.5.15.

There is a nonconformity (NC). The IT Security manager did not make sure the user account for Scott was removed from the SCM
and did not conplete the user deregjstration process after the resignation. This does not conform with clause 9.1 and control A.5.15.
: This option is correct because clause 9.1 requires the organization to monitor, measure, analyze, and evaluate the performance and



effectiveness of the ISMS. The organization should have processes and indicators to verify that the ISMS requirements and
objectives are met and that the ISMS is continually improved. The organization should also ensure that the results of the monitoring
and measurement are documented and communicated. The fact that the I'T Security manager did not follow the user de-regjstration
procedure and did not document or communicate the exception for Scott, indicates a failure of the monitoring and measurement
processes and a nonconformity with clause 9.1 and control A.5.15.

There is a nonconformity (NC). The organisation has failed to identify the security risks associated with leaving Scott's account open
when he was only re-engaged for a short period monthly. This does not conform with clause 8.2. (F): This option is correct because
clause 8.2 requires the organization to establish and maintain an information security risk management process. The organization
should identify the information security risks, analyze and evaluate the risks, and treat the risks according to the risk criteria and the
risk treatment options. The organization should also monitor and review the risks and the risk treatment plan periodically and
document the results. The fact that the organization did not identify the security risks associated with Scott's access to the SCM and
the source code, such as unauthorized disclosure, modification, or deletion of the information, indicates a failure of the risk
management process and a nonconformity with clause 8.2.
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