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For starters and professionals Salesforce Certified Identity and Access Management Architect play a significant role to verify skills,
experience, and knowledge in a specific technology. Enrollment in the Salesforce Certified Identity and Access Management
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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q52-Q57):
NEW QUESTION # 52 
Universal containers (UC) has implemented a multi-org strategy and would like to centralize the management of their salesforce user
profiles. What should the architect recommend to allow salesforce profiles to be managed from a central system of record?

A. Implement an Oauthjwt flow to pass the profile credentials between systems.
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B. Implement jit provisioning on the SAML IDP that will pass the profile id in each assertion.
C. Create an apex scheduled job in one org that will synchronize the other orgsprofile.
D. Implement Delegated Authentication that will update the user profiles as necessary.

Answer: B

Explanation:
To allow Salesforce profiles to be managed from a central system of record, the architect should recommend to implement JIT
provisioning on the SAML IDP that will pass the profile ID in each assertion. JIT provisioning is a process that creates or updates
user accounts on Salesforce based on information sent by an external identity provider (IDP) during SAML authentication. By
passing the profile ID in each assertion, the IDP can control which profile is assigned to each user. Option B is not a good choice
because creating an Apex scheduled job in one org that will synchronize the other orgs profile may not be scalable, reliable, or
secure. Option C is not a good choice because implementing Delegated Authentication that will update the user profiles as necessary
may not be feasible, as Delegated Authentication only verifies the user's credentials against an external service, but does not pass any
other information to Salesforce. Option D is not a good choice because implementing an OAuth JWT flow to pass the profile
credentials between systems may not be suitable, as OAuth JWTflow is used for server-to-server integration, not for user
authentication.
References: Authorize Apps with OAuth, [Identity Management Concepts], [User Authentication]

NEW QUESTION # 53 
A global company has built an external application that uses data from its Salesforce org via an OAuth 2.0 authorization flow. Upon
logout, the existing Salesforce OAuth token must be invalidated.
Which action will accomplish this?

A. Use a HTTP POST to request any refresh token for this current user.
B. Use a HTTP POST to make a call as the reverse token endpoint.
C. Use a HTTP POST to file System for Cross-domain Identity Management (SCIPI) endpoint, including the current OAuth
token.
D. Enable Single Logout with a secure logout URL.

Answer: B

Explanation:
Salesforce supports token revocation through the revoke token endpoint. When an external application logs the user out and the
existing OAuth token must be invalidated immediately, the application should make the appropriate HTTP request to that revocation
endpoint and include the current token. That explicitly tells Salesforce the token should no longer be accepted. Requesting a new
refresh token or calling unrelated endpoints would not invalidate the existing authorization. Single Logout can help in federated
browser journeys, but the requirement here is specifically about invalidating the OAuth token itself. The architecture distinction is
important: session logout and token revocation are related but not identical operations, and Salesforce provides a dedicated
endpoint for revocation. This is why option A is the best answer in Salesforce terms.

NEW QUESTION # 54 
Universal Containers want users to be able to log in to the Salesforce mobile app with their Active Directory password. Employees
are unable to use mobile VPN.
Which two options should an identity architect recommend to meet the requirement?
Choose 2 answers

A. Salesforce Identity Connect
B. Active Directory Password Sync Plugin
C. Configure Cloud Provider Load Balancer
D. Salesforce Trigger & Field on Contact Object

Answer: A,B

NEW QUESTION # 55 
A company wantsto provide its employees with a custom mobile app that accesses Salesforce. Users are required to download the
internal native IOS mobile app from corporate intranet on their mobile device. The app allows flexibility to access other non-



Salesforce internalapplications once users authenticate with Salesforce. The apps self-authorize, and users are permitted to use the
apps once they have logged into Salesforce.
How should an identity architect meet the above requirements with the privately distributed mobile app?

A. Create a new hybrid mobile app and use the connected app with OAuth to authenticate users for Salesforce and non-
Salesforce internal apps.
B. Use connected app with OAuth and Security Assertion Markup Language (SAML) to access other non- Salesforce
internal apps.
C. Use Salesforce as an identity provider (IdP) to access the mobile app and use the external IdP for other non-Salesforce
internal apps.
D. Configure Mobile App settings in connected app and Salesforce as identity provider for non-Salesforce internal apps.

Answer: D

Explanation:
Configuring Mobile App settings in connected app and Salesforce as identity provider for non-Salesforce internal apps is the best
way to meet the requirements with the privately distributed mobile app. The Mobile App settings allow users to download the app
from a private URL and use it with Salesforce credentials. The identity provider settings allow users to access other internal apps
with SSO using Salesforce as the IdP. The other options are either not feasible or not optimal for this use case. References: Mobile
App Settings, Single Sign-On for Desktop and Mobile Applications using SAML and OAuth

NEW QUESTION # 56 
A client is planning to rollout multi-factor authentication (MFA) to its internal employees and wants to understand which
authentication and verification methods meet the Salesforce criteria for secure authentication.
Which three functions meet the Salesforce criteria for secure MFA?
Choose 3 answers

A. Username and password = SMS passwords
B. Third-party single sign-on with Mobile Authenticator app
C. Username and password = security key
D. Username & password = Email Verification Code
E. Lightning Login

Answer: B,C,E

Explanation:
Salesforce's secure MFA guidance is based on two independent factors, not simply any second code that can be sent to the user.
Strong MFA methods include possession-based authenticators and standards-compliant mechanisms such as security keys,
approved authenticator apps, and trusted third-party SSO solutions that themselves enforce strong MFA. Lightning Login is also
treated as a passwordless, device-based secure approach in the Salesforce ecosystem. By contrast, SMS and email verification do
not meet Salesforce's general MFA requirement for secure user-interface logins in the same way. The architecture point is that
Salesforce distinguishes between convenience verifications and strong authentication factors. For compliance- driven MFA,
architects should choose the methods Salesforce classifies as high-assurance. This is why options A, B, D work together as the
correct solution.

NEW QUESTION # 57
......
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