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Fortinet FCP_FAZ_ AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting commumication issues.

Topic 1

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Admnistrative Domains (ADOMs). It covers tasks such as setting user
Topic 2 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

Topic 3 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systemns. It includes tasks like performing initial configurations, setting up high-availability

Topic 4
ope systerrs, and configuring RAID for storage.
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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q95-
Q100):

NEW QUESTION # 95
Refer to the exhibit, which shows the HA configuration settings of a FortiAnalyzer device.

FortiAnalyzer HA cluster sﬁs H

Cluster Settings

Operation Mode Standalone Active-Active

Preferred Role Secondary

Cluster Virtual IP

IP Address and Interface IP Address Interface Action
192.168.101.222 port1 - x +

Cluster Settings

Peer IP and Peer SN Peer IP Peer SN Action
1001210 FAZ-VMO000065040 X +

Group Name Training

Group ID 1 1-255

Password ST

Heart Beat Interval 10 Seconds

Heart Beat Interface portl -

Failover Threshold

Priority 120 80-120

Log Data Sync O

The administrator wants to join this FortiAnalyzer to an existing HA cluster. What can you conclude from the configuration
displayed?

A. After jomning the cluster, this FortiAnalyzer will forward received logs to its peers.

B. This FortiAnalyzer will join the existing HA cluster as the secondary.

C. This FortiAnalyzer is configured to route HA traffic through a gateway.

D. This FortiAnalyzer will trigger a failover after losing communication with its peers for 10 seconds.

Answer: B

Explanation:

page 138 of the FortiAnalyzer 7.4 Admin Study Guide. Ifthere is an existing primary device, then this device becomes a secondary
device. The default role is Secondary, so that the device can synchronize with the primary device. A secondary device cannot
becomne a primary device unit it is synchronized with the current primary device.

NEW QUESTION # 96
Which statement is true about sending notifications with incident updates?

A. Notifications can be sent only by email.

B. You can send notifications to nuiltiple external platforms

C. If you use multiple fabric connectors, all connectors must have the same notification settings
D. Notifications can be sent only when an incident is updated or deleted.

Answer: B



Explanation:

You can add more than one fabric connector, each with the same or different notification settings. The receiving side of the
connector must be configured for the notifications to be sent successfully.

FortiAnalyzer 7.0 Study Guide-Online.pdfpage 34: Fabric connectors also enable FortiAnalyzer to send notifications to ITSM
platforns when a new incident is created or for any subsequent updates.

NEW QUESTION # 97
The admin administrator is failing to register a FortiClient EMS on the FortiAnalyzer device.
‘What can be the reason for this failure?

A. A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device.
B. ADOM mode should be set to advanced, in order to register the FortiClient EMS device.

C. FortiAnalyzer is in an HA cluster.

D. ADOMs are not enabled on FortiAnalyzer.

Answer: D

NEW QUESTION # 98
Which two statements are true regarding high availability (HA) on FortiAnalyzer? (Choose two.)

¢ A FortiAnalyzer HA supports synchronization of logs as well as some system and configuration settings.

¢ B. Alldevices in a FortiAnalyzer HA cluster must run in the same operation mode: analyzer or collector.

¢ C. FortiAnalyzer HA can function without VRRP. and VRRP is required only if you have more than two FortiAnalyzer
devices in a cluster.

¢ D. FortiAnalyzer HA implementation is supported by many public cloud infrastructures such as AWS, Microsoft Azure, and
Google Cloud.

Answer: A,B

Explanation:
Reference: https:/help. fortinet.com/fa/faz50hlp/60/6-0-2/Content/FMG-FAZ/4600 HA/0000 HA.htm?
TocPath=High%:20Availability%67C 0

FortiAnalyzer HA implementation works only in networks where Virtual Router Redundancy Protocol (VRRP) is permitted.
Therefore it may not be supported by some public cloud infrastructures.

NEW QUESTION # 99
By default, what happens when a log file reaches its maximum file size?

A. FortiAnalyzer overwrites the log files.

B. FortiAnalyzer forwards logs to syslog,

C. FortiAnalyzer rolls the active log by renaming the file.
D. FortiAnalyzer stops logging.

Answer: C

NEW QUESTION # 100
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