{§ 7] % Palo Alto Networks PCNSE7 R b xi5E# &G
A L —XPCNSEXZ B & H |55 O PCNSE# 58 &k

Palo Alto Networks
Certified Network

Security Engineer
(PCNSE)

Study Guide

2022

AT, Fesil b, e it % Wit O P A5 P, I Ml Oy

P.S. It-Passports s Google Drive T 354 L T > 3 R 2 D H L WWPCNSEX > 7°:  https/drive.google.com/open?
id=1AEBX7rzZKmp8MRQXMg5YT72HYq SBAZXL

K7 OPCNSERJELE CHRAH D £ T2 HY £ L 725, It-Passports® 4 4 P THRL &L & 9. RL GO
BROREFFIEL T ET. BRBEECLshZzVES, RYDEMOPCNSEY > 7L K7 >vo—RFL T
BT 2 ERNTEET. Dul-OERER-TH5. R2DH A P CPCNSERIEE#BAL TL &0,

FIFI00%DEBRIRYOBEELSOREDOZ LY b TT. R & B DPalo Alto Networks® PCNSEZR
BOGEIE & DL DEDH 3 AizPalo Alto Networks OPCNSESRE I S S ¥ 2 ¢ HFBEL £ 7. RADF— 4
HEHEHOEHAHRAL T ETns, TRLLFEL, Ha-0FALTLIY 7 MEBRLFL 2N
LERESDTHET,

>>PCNSE7 A b xH5E#H <<

PCNSERBR DM HVE | 2 =— 2 ZPCNSET R +xtsREBRAE | FH %
Palo Alto Networks Certified Network Security Engineer Exam3Z 5 & #%

24t Palo Alto Networks T (& « PCNSERBARIEIWC DWW T & DIRAVIBRK # B RRCRE T 2 e #HICERL
TWET. &, b EAEEERLELE. 5072794 Mt BEFTRTCOBEOART A M &—
BEI 2Rl E %2 /N —F 3PCNSEXBHM #RHEL £ 3. L 724> T It-Passports®PCNSE b L —=> 7 & o
FO7 27 %A PCLELZLDABHRCROFBZIENTEEF S, V2744 FDTXTDOPCNSEEEE R X
BFMHDOIEHETH Y. FEOTL v ¥ v — % KIBEBRKL . 2 DPalo Alto Networks Certified Network Security


https://drive.google.com/open?id=1AEBX7rzKmp8MRQXMg5YT72HYq_SBAZXL
https://www.xhs1991.com/PCNSE.html
https://www.shikenpass.com/PCNSE-shiken.html
https://www.it-passports.com/PCNSE.html
https://www.mogiexam.com/PCNSE-exam.html

Engineer Exam® PCNSERRSE # BUF § 2 DXL D £ 7.

Palo Alto Networks Certified Network Security Engineer Exam 38 78 PCNSE
A B (Q282-Q287):

P #282
An engineer configures SSL decryption in order to have more visibility to the internal users' traffic when tt is regressing the firewall.
Which three types of interfaces support SSL Forward Proxy? (Choose three.)

A. Virtual Wire

B. High availability (HA)
C. Layer 3

D. Tap

E. Layer 2

Ef#: A. C. E
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PAN-OS can decrypt and inspect SSL inbound and outbound connections going through the firewall. SSL decryption can occur on
mterfaces in virtual wire, Layer 2 or Layer 3 mode httpsz//knowledgebase.paloaltonetworks.conYK CS ArticleDetail?
id=kA10g000000CImyCAC

A #283
Ifa template stack is assigned to a device and the stack includes three templates with overlapping settings, which settings are
published to the device when the template stack is pushed?

A. The administrator will be promoted to choose the settings for that chosen firewall.
B. All the settings configured in all templates.

C. Depending on the firewall location, Panorama decides with settings to send.

D. The settings assigned to the template that is on top of the stack.

iFf@g: D
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Reference:
https//www.paloaltonetworks.con/documentation/80/panorama/panorama_adminguide/manage-firewalls/manage- templates-and-
template-stacks/configure-a-tenmplate-stack

B #284

Drag and Drop Question

Based on PANW Best Practices for Planning DoS and Zone Protection, match each type of DoS attack to an example of that type
of attack.

Answer Area
application-based attack

Slowions attack

prolocol-based attack

SYN flood attack

volumelric attack




e ————,

Answer Area
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prolocokbas Batack

Explanation:

Application-Based Attacks

-- Target weaknesses in a particular application and try to exhaust its resources so legitimate users can't use it. An example is the
Slowloris attack.

Protocol-Based Attacks

-- Also known as state-exhaustion attacks, they target protocol weaknesses. A common example is a SYN flood attack.
Voluetric Attacks

- -High-volume attacks that attenipt to overwhelm the available network resources, especially bandwidth, and bring down the target
to prevent legitimate users from accessing its resources. An example is a UDP flood attack.

H A #285

A network security engineer must implement Quality of Service policies to ensure specific levels of delivery guarantees for various
applications in the environment.

]They want to ensure that they know as much as they can about QoS before deploying.

Which statement about the QoS feature is correct?

A. QoS is only supported on hardware firewalls

B. QoS can be used in conjunction with SSL decryption

C. QoS is only supported on firewalls that have a single virtual system configured
D. QoS can be used on firewalls with multiple virtual systems configured

R
B
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I #286
An engineer is tasked with enabling SSL decryption across the environment. What are three valid parameters of an SSL Decryption

policy? (Choose three.)

A. GlobalProtect HIP

B. URL categories

C. App-ID

D. source users

E. source and destination IP addresses

IEf#: B. D. E

A -
https:/docs.paloaltonetworks.comypan-o0s/10-2/pan-os-admin/decryption/define-traffic-to- decrypt/create-a-decryption-policy-rule
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