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Linux Foundation Certified Kubernetes Administrator (CKA) Program

Exam 53 € CKA sl Bi 8 (Q49-Q54):

HR #49
Describe the difference between 'ReadWriteOnce' and access modes for PersistentVolumeClaims. In what scenarios would you
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choose each?
Ef#:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

ReadWriteOnce:

- Description: This mode allows only one pod to mount the volume at a time.

- Scenarios: Ideal for applications requiring exclusive access to the storage, such as databases where data integrity is crucial.
Exanples include:

- Single-instance databases (e.g., MySQL, PostgreSQL)

- Applications that modify files concurrently and need to ensure consistency.

ReadWriteMany:

- Description: This mode allows muiltiple pods to mount the volume simultaneously.

- Scenarios: Suitable for applications that need shared access to data, such as shared storage for applications, I configuration files, or
log files. Exanples include:

- Shared file systens (e.g., NFS, GlusterFS)

- Applications where multiple pods need to access the same data simultaneously.

HM #50
From the pod label name=cpu-utilizer, find pods running high CPU workloads and write the name of the pod consuming most CPU
to the file /opt/KUTR00102/KUTR00102.txt (which already exists).

Ef#:

B3 Readme  >_ Web Terminal Cl THELINUX FOUNDATION

MEMORY (bytes)
cpu-utili e TMi
cpu-utili M1
cpu-utili TMi

2ot




BB Readme >_ Web Terminal L o1 THELINUX FOUNDATION

cpu-utilizer-98b9se

H #51

You have a Deployment named 'redis-deployment' running a Redis server. You need to configure Redis with a specific configuration
file stored in a ConfigMap named 'redis-config'. The configuration file includes sensitive information like the Redis password. How
do you ensure that the sensitive information remains secure while still being accessible to the Redis container?

Efi#-
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create the ConfigMap:

- Create a ConfigMap named 'redis-config' containing the Redis configuration file (e.g., 'redis.conf). This configuration file might
contain the password as a plain-text value.

- Use 'kubectl create configmap' with the '-from-file' flag:

kubectl create configmap redis-config --from-file=redis.conf

2. Use a Secret for Sensitive Data:

- Create a Secret named 'redis-password' to store the Redis password securely. Use 'kubectl create secret generic' with '--from-
literal' kubectl create secret generic redis-password --fromliteral=redis-password="your_redis_password"

3. Modify the ConfigMap:

- Modify the 'redis-config’ ConfigMap by replacing the plain-text password in the 'redis.conf with a placeholder or environment
variable reference. This is done to prevent the password from being exposed in plain text within the ConfigMap. For exanple:
kubectl patch configmap redis-config -p '{"'data": {"redis.conf’: "requirepass $ {REDIS PASSWORD} "} }'

4. Configure the Deployment:

- Modify the 'redis-deployment' Deployment to mount both the 'redis-config’ ConfigMap and 'redis-password' Secret as volumes in
the Pod template.

- Use 'volumeMountS to specify the mount paths and 'volumes' to define the volume sources:



apiVersion: apps/vl
kind: Deployment
metadata:
name: redis-deployment
spec:
replicas: 1
selector:
matchlLabels:
app: redis
emplate:

B X

app: redis

spec:
containers:
- name: redis
image: redis:latest

volumeMounts:
- name: redis-config-volume
mountPath: /etc/redis
- name: redis-password-volume
mountPath: /var/run/secrets/redis/password
volumes:
- name: redis-config-volume
configMap:
name: redis-config
- name: redis-password-volume
secret:
secretName: redis-password
env:
- name: REDIS_PASSWORD
valueFrom:
secretKeyRef:
name: redis-password
key: redis-password

5. Apply the Changes: - Apply the modified Deployment YAML using 'kubectl apply -fredis-deployment.yaml' 6. Verify the
Configuration: - Verify that the Redis container is using the secure password from the Secret by accessing the Redis instance and
attenpting to authenticate.

HH #52
Check the Image version of nginx-dev pod using jsonpath

IEf#:
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See the solution below.

Explanation

kubectl get po nginx-dev -0
jsonpath='{.spec.containers[].image} {"n"}'



HP#53

Create a ETCD backup of kubernetes cluster

Note : You don't need to memorize command, refer -
httpsz/kubernetes.io/docs/tasks/administer-cluster/configureupgrade-etcd/ during exam

¢ A ETCDCTL API=3 etedctl --endpoints=[ ENDPOINT] --cacert=[ CA CERT]
--cert=[ETCD SERVER CERT] --key=[ETCD SERVER KEY] snapshot save
[BACKUP FILE NAME]
In exam, cluster setup is done with kubeadm , this means ETCD
used by the kubernetes cluster is coming from static pod.
kubectl get pod -n kube-system
kubectl describe pod etcd-master -n kube-system
You can locate the information on
endpoint: - advertise-client-urls=https//172.17.0.152379
ca certificate: - trusted-cafile=/etc/kubernetes/pki/etcd/ca.crt
server certificate : - certfile=/etc/kubernetes/pki/etcd/server.crt
key: - key-file=/etc/kubernetes/pki/etcd/server.key
To Create backup
export ETCDCTL_API=3
(or)
ETCDCTL_API=3 etcdctl ETCDCTL_API=3 etcdctl --
endpoints=https//172.17.0.152379 --
cacert=/etc/kubernetes/pki/etcd/ca.crt --
cert=/etc/kubernetes/pki/etcd/server.crt --
key=/etc/kubernetes/pki/etcd/server.key snapshot save etcdsnapshot.db
//Verify
ETCDCTL API=3 etcdctl --write-out=table snapshot status
snapshot.db

¢ B. ETCDCTL API=3 etcdctl --endpoints=| ENDPOINT] --cacert=[CA CERT]
--cert=[ETCD SERVER CERT] --key=[ETCD SERVER KEY] snapshot save
[BACKUP FILE NAME]
In exam, cluster setup is done with kubeadm , this means ETCD
used by the kubernetes cluster is coming from static pod.
kubectl get pod -n kube-system
kubectl describe pod etcd-master -n kube-system
You can locate the information on
endpoint: - advertise-client-urls=https/172.16.0.18:2379
ca certificate: - trusted-cafile=/etc/kuberetes/pki/etcd/ca.crt
server certificate : - certfile=/etc/kubernetes/pki/etcd/server.crt
key: - key-file=/etc/kubernetes/pki/etcd/server.key
To Create backup
export ETCDCTL API=3
(or)
ETCDCTL API=3 etcdctl ETCDCTL_API=3 etedctl --
endpoints=https//172.17.0.152379 --
key=/etc/kubernetes/pki/etcd/server.key snapshot save etcdsnapshot.db
/Verify
ETCDCTL_API=3 etcdctl --write-out=table snapshot status
snapshot.db

IEf#: A
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