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you will find that our ANS-C01 Study Materials are the best among all the study sources available to you. And we have become a
famous brand in this career. You won't regret for your choice.

Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q237-Q242):
NEW QUESTION # 237 
The networking team at a company has provisioned a new EC2 instance A by choosing the default security group of the default
VPC. The team can ping instance A from other instances in the VPC. These other instances were also created using the default
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security group.
The next day, the team launches another instance B by creating a new security group and attaching it to instance B. All other
configuration options for instance B are chosen as default. However, the team is not able to ping instance B from other instances in
the VPC.
As an AWS Certified Networking Specialist, which of the following would you identify as the root cause of the issue?
Response:

A. Instance A is in the default security group. The default rules for the default security group allow no inbound traffic from all
sources. Instance B is in a new security group. The default rules for a security group that you create allow inbound traffic from
all sources
B. Instance A is in the default security group. The default rules for the default security group allow no inbound traffic from
network interfaces (and their associated instances) that are assigned to the same security group. Instance B is in a new
security group. The default rules for a security group that you create allow inbound traffic from all sources
C. Instance A is in the default security group. The default rules for the default security group allow inbound traffic from all
sources. Instance B is in a new security group. The default rules for a security group that you create allow no inbound traffic
D. Instance A is in the default security group. The default rules for the default security group allow inbound traffic from
network interfaces (and their associated instances) that are assigned to the same security group. Instance B is in a new
security group. The default rules for a security group that you create allow no inbound traffic

Answer: D

NEW QUESTION # 238 
A company uses an AWS Direct Connect private VIF with a link aggregation group (LAG) that consists of two 10 Gbps
connections. The company's security team has implemented a new requirement for external network connections to provide layer 2
encryption. The company's network team plans to use MACsec support for Direct Connect to meet the new requirement.
Which combination of steps should the network team take to implement this functionality? (Choose three.)

A. Configure the MACsec encryption mode on each Direct Connect connection that makes up the existing LAG.
B. Configure the MACsec encryption mode on the existing LAG.
C. Associate the MACsec Connectivity Association Key (CAK) and the Connection Key Name (CKN) with the new LAG.
D. Associate the Internet Key Exchange (IKE) with the existing LAG.
E. Create a new Direct Connect LAG with new circuits and ports that support MACsec.
F. Configure the MACsec encryption mode on the new LAG.

Answer: C,E,F

NEW QUESTION # 239 
Which Amazon Route 53 routing policy would be the most appropriate for gradually migrating an application to AWS?
Response:

A. Failover
B. Latency-based
C. Geolocation
D. Weighted

Answer: D

NEW QUESTION # 240 
Your organization is planning on connecting to AWS. The organization has decided to use a specific Virtual Private Network (VPN)
technology for the first phase of the project. You are tasked with implementing the VPN server in a Virtual Private Cloud (VPC)
and optimizing it for performance.
What are important considerations for Amazon EC2 VPN performance?
A) The VPN instance should support enhanced networking
B) Because all VPN connections use the Virtual Private Gateway (VGW), it's important to scale the VGW horizontally.
C) IP Security (IPsec) VPNs should use a Network Load Balancer to create a more scalable VPN service
D) Analyze the packet per second and bandwidth limitations
Response:



A. B & C
B. A & B
C. B & D
D. A & D

Answer: D

NEW QUESTION # 241 
A company has two on-premises data centers. The first data center is in the us-east-1 Region. The Second data canter is in the us-
east-2 Region. Each data center connects to the closest AWS Direct Connect facility.
The company uses Direct Connect connections, transit VIFs, and a single Direct Connect gateway to establish connectivity to VPCs
in us-east-1 and us-east-2 from the company's data centers. The company also has private connectivity from a telecommunications
provider that connects the first data center to the second data center.
Recently, there have been multiple connection disruptions to the private connectivity between the data centers. The company needs a
solution to improve the reliability of the connection between the two data centers.
Which solution will meet these requirements?

A. Create a new public VIF to both Regions. Enable the Direct Connect SiteLink feature on the new public VIF.
B. Enable the Direct Connect SiteLink feature on the existing transit VIFS that are attached to the existing Direct Connect
gateway.
C. Create a new Direct Connect gateway. Enable the Direct Connect SiteLink feature on the transit VIF.
Share the CIDR blocks from the first data center and the second data center with each other.
D. Enable the Direct Connect SiteLink feature on the existing Direct Connect connections.

Answer: B

NEW QUESTION # 242
......
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