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H #20
A user does not follow their sign-in pattern and signs In from an unusual location As an admin, what should you do in response to
this alert for this user during this investigation?

A. Add Two Factor Authentication to the Domain

B. Enhance your security alerts for tracking sign-in patterns

C. First suspend the account and then investigate

D. Investigate the account for unauthorized activity in the Login and Security Audit Log

Ef#: D

A -

* Access Admin Console: Go to admin.google.com and sign in with your admin account.

* Navigate to Reports: In the Admin console, go to Reports > Audit > Login.

* Review Login Activity: Look for any unusual or suspicious login attempts, such as logins from unknown IP addresses or locations.
* Investigate Further:

* Check the user's activity for any signs of unauthorized access or unusual behavior.

* Use the Security Audit Log to find more details about the login attempts and other security events.

* Take Appropriate Actions:

* Tfunauthorized activity is confirmed, consider resetting the user's password and enabling two- factor authentication (2FA).
* Notify the user and possibly suspend the account if the threat level is high until the issue is resolved.

By investigating the login and security logs, you can identify and mitigate potential security threats effectively.

References

* View and analyze security reports and logs

* Audit and nvestigation page

HA#21

A user joined your organization and is reporting that every time they start their computer they are asked to sign in. This behavior
differs from what other users within the organization experience.

Others are prompted to sign in biweekly. What is the first step you should take to troubleshoot this issue for the individual user?

A. Reset the user's sign-in cookies.

B. Check the session length duration for the organizational unit the user is provisioned .
C. Verify that 2-Step Verification is enforced for this user.

D. Confirm that this user has their employee ID populated as a sign-in challenge.

IEf#: B

HH #22

An employee has left your organization and their Drive data must be retained for three years The retention rule has been set for three
years You must ensure the employee's data is visible in Vault and accessible to the Vault Administrator in the most cost-effective
way What should you do?

e A, Assign an Archive User (AU) license to the user

e B. Export the users Drive data from Vault, then delete the user.

e (. Suspend the user until the end of the three-year period

e D. Change ownership of the Drive data to the user's Manager, then delete the user

L
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Step by Step Comprehensive Detailed Explanation

Navigate to Users: Go to the Google Admin console and navigate to the 'Users' section.

Select the User: Find and select the user who has left the organization.

Assign Archive User License: Assign an Archive User (AU) license to the user, ensuring their data is retained and accessible in
Vaul.

Verify Access in Vault: Go to Google Vault and verify that the data is visible and accessible to the Vault Administrator.
Cost-effective Data Retention: Using an AU license is cost-effective as it retains the data without needing an active Google
Workspace license.

Reference

Assign licenses to users

Google Vault Archive User

H #23

Your organization syncs directory data fiom Active Directory to Google Workspace via Google Cloud Directory Sync. Users and
Groups are updated from Active Directory on an hourly basis. A user's last name and primary email address have to be changed.
You need to update the user's data.

What two actions should you take? (Choose two.)

A. Change the user's primary email in Active Directory.

B. Change the user's primary email address in the Google Workspace Admin panel.

C. Change the user's last name in the Google Workspace Admin panel.

D. Change the user's last name in Active Directory.

E. Add the user's old email address to their account in the Google Workspace Admin panel.

EME: AL D

A -
https7/support.google.conva/answer/ 106368 ?hi=en

HR #24

You work for a global organization that has offices in the United States and the European Union (EU). There is an organizational unit
(OU) for employees in the United States and a separate OU for employees in the EU.

Your company regulations need you to ensure that your users data is located in the same region as their physical office. What should
youdo?

¢ A. Turn on advanced settings and select Disable features that may process data across muiltiple regions.
¢ B. Set a data region policy for each region's OU.

e C. Turn on advanced settings and select Enable features that may process data across multiple regions.
e D. Set the OU data location to No preference.

IEf#: B

TR

Google Workspace allows organizations to control the geographic location of their data for compliance and regulatory reasons, often
referred to as "data regions" or "data locality." To ensure user data is located in the same region as their physical office, especially for
compliance with regulations like those in the EU, you need to set a data region policy for the respective organizational units.

Here's why the other options are incorrect:

* A. Set the OU data location to No preference. "No preference" means Google can store the data wherever it deems appropriate,
which goes against the requirement of ensuring data is located in a specific region (e.g., EU for EU users, US for US users).

* B. Turn on advanced settings and select Enable features that may process data across multiple regions. This option would allow
data to be processed across multiple regions, which directly contradicts the company regulation that requires data to be located in
the same region as their physical office.

* C. Turn on advanced settings and select Disable features that may process data across multiple regions. While this might seem
related to controlling data flow, the primary mechanism for specifying data residency for OUs is through data region policies, not
simply disabling cross-region processing features. Disabling such features might limit finctionality without directly setting the data
storage region.

References from Google Workspace Administrator:

* Choose a data region for your data: Google Workspace provides options for administrators to choose a data region for covered
Google Workspace services, which applies to primary customer data at rest.



This can be set at the organizational unit (OU) level.

Reference: Google Workspace Admin Help: Choose a data region for your data Data regions FAQ: This resource provides more
details on what data is covered, how data regions work, and the implications of setting them. It emphasizes that you can set the data
region at the OU level.

Reference: Google Workspace Admin Help: Data regions FAQ
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