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ISACA Certified Information Systems Auditor 58 CISA 74 5% 5 /& (Q527-
Q532):

H #527
An IS auditor is assessing backup performance and observes that the system administrator manually initiates backups during
unexpected peak usage. Which of the following is the auditor's BEST course of action?

¢ A. Recommend using cloud-based backups.

¢ B. Review separation of duties documentation.

e C. Inspect logs to verify timely execution of backups.
e D. Verify the load balancer configuration.

EfE: C
fE R

The IS auditor's best course of action is to review backup logs to confirm whether backups are executed on schedule and
completed successfully. This provides objective evidence of whether manual initiation during peak usage affects backup
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performance, data integrity, or recovery capability.

HH #528
An organization is implementing a new system to replace a legacy system Which of the following conversion practices creates the

GREATEST risk?

A. Phased

B. Parallel

C. Pilot

D. Direct cutover

Ef#: D

TR

Explanation/Reference:

Explanation:

Direct cutover implies switching to the new system immediately, usually without the ability to revert to the old systemin the event of
problens. All other alternatives are done gradually and thus provide greater recoverability and are therefore less risky.

H M #529
The FIRST step in data classification is to:

A. performa criticality analysis.
B. create a data dictionary.

C. establish ownership.

D. define access rules.

Ef#: C

L2

Explanation/Reference:

Explanation:

Data classification is necessary to define access rules based on a need-to-do and need-to-know basis.

The data owner is responsible for defining the access rules; therefore, establishing ownership is the first step in data classification.
The other choices are incorrect. A criticality analysis is required for protection of data, which takes input from data classification.
Access definition is complete after data classification and input for a data dictionary is prepared from the data classification process.

R #530
The Secure Sockets Layer (SSL) protocol addresses the confidentiality of a message through:

A. digttal signature certificates.
B. hash function.

C. message authentication code.
D. symmetric encryption.

IEf@E: D

AR :

SSL uses a symimetric key for message encryption. A message authentication code is used for ensuring data integrity. Hash finction
is used for generating a message digest; it does not use public key encryption for message encryption. Digital signature certificates
are used by SSL for server authentication.

HR #531
Which of the following would MOST likely impair the independence of the IS auditor when performing a post-implementation
review of an application system?



A. The IS auditor participated as a member of the application system project team, but did not have operational
responsibilities.

B. The IS auditor implemented a specific control during the development of the application system.

C. The IS auditor designed an embedded audit module exclusively for auditing the application system.

D. The IS auditor provided consulting advice concerning application system best practices.

IEf%: B

B #532
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