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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q593-Q598):
NEW QUESTION # 593 
Which OSI layer does a Network Interface Card (NIC) work on?

A. Session layer
B. Presentation layer
C. Physical layer
D. Network layer

Answer: C

NEW QUESTION # 594 
Which of the following is a non-profit organization that oversees the allocation of IP addresses, management of the DNS
infrastructure, protocol parameter assignment, and root server system management?

A. IEEE
B. ANSI
C. ICANN
D. ITU

Answer: C

Explanation:
ICANN stands for Internet Corporation for Assigned Names and Numbers. ICANN is responsible for managing the assignment of
domain names and IP addresses. ICANN's tasks include responsibility for IP address space allocation, protocol identifier
assignment, top-level domain name system management, and root server system management functions. Internet Corporation for
Assigned Names and Numbers (ICANN) is a non-profit organization that oversees the allocation of IP addresses, management of
the DNS infrastructure, protocol parameter assignment, and root server system management.
Answer option B is incorrect. Institute of Electrical and Electronics Engineers (IEEE) is an organization of engineers and electronics
professionals who develop standards for hardware and software.
Answer option C is incorrect. The International Telecommunication Union is an agency of the United Nations which regulates
information and communication technology issues. ITU coordinates the shared global use of the radio spectrum, promotes
international cooperation in assigning satellite orbits, works to improve telecommunication infrastructure in the developing world and
establishes worldwide standards. ITU is active in areas including broadband Internet, latest-generation wireless technologies,
aeronautical and maritime navigation, radio astronomy, satellite-based meteorology, convergence in fixed-mobile phone, Internet
access, data, voice, TV broadcasting, and next-generation networks.
Answer option A is incorrect. ANSI (American National Standards Institute) is the primary organization for fostering the
development of technology standards in the United States. ANSI works with industry groups and is the U.S. member of the
International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). Long-established
computer standards from ANSI include the American Standard Code for Information Interchange (ASCII) and the Small Computer
System Interface (SCSI).

NEW QUESTION # 595 
Larry is responsible for the company's network consisting of 300 workstations and 25 servers. After using a hosted email service for
a year, the company wants to control the email internally. Larry likes this idea because it will give him more control over the email.
Larry wants to purchase a server for email but does not want the server to be on the internal network due to the potential to cause
security risks. He decides to place the server outside of the company's internal firewall. There is another firewall connected directly
to the Internet that will protect traffic from accessing the email server. The server will be placed between the two firewalls. What
logical area is Larry putting the new email server into?

A. Larry is going to put the email server in a hot-server zone.
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B. For security reasons, Larry is going to place the email server in the company's Logical Buffer Zone (LBZ).
C. He is going to place the server in a Demilitarized Zone (DMZ)
D. He will put the email server in an IPsec zone.

Answer: C

NEW QUESTION # 596 
Which of the following defines the extent to which an interruption affects normal business operations and the amount of revenue lost
due to that interruption?

A. RPO
B. RFO
C. RSP
D. RTO

Answer: D

Explanation:
The term that defines the extent to which an interruption affects normal business operations and the amount of revenue lost due to
that interruption is the Recovery Time Objective (RTO). RTO is a critical metric in business continuity and disaster recovery
planning. It refers to the maximum acceptable length of time that a service, product, or activity can be offline after a disaster before
significantly impacting the organization. This metric helps businesses determine the amount of time they can afford to be without their
critical functions before the loss becomes unacceptable.

NEW QUESTION # 597 
George was conducting a recovery drill test as a part of his network operation. Recovery drill tests are conducted on
the______________.

A. Deleted data
B. Data in transit
C. Archived data
D. Backup data

Answer: D

NEW QUESTION # 598
......
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