CMMC-CCAPY# H A B/ B fEE & CMMC-CCAH A
n R LR

CMMC CCP
vs CCA — @

Career and
Compliance Guide
2025

BRT 7 77 PR ML —Y 5 5 HH DGoShken CMMC-CCAPDFX > 7 # X > u— N3
% : httpsy//drive.google.com/open?id=19jA040MS-HvKm [.GddwBdiZzRJbrsZ2

GoShikenld « BERICFEEHD 2D S & & & 2 WPEDOCMMC-CCASE L >~ b #RHEL . Bz EHL . B
WAL, BESN 2R a7 4B T304 E0 21D DEECEI¥E S5y V7+r—4TF. CMMC-
CCARRF 4 #HA Ficids > 54 Y TPDF. Y7 b7 x7. APPO3DDRELZA—Yavaidbh) id. BE
DSHEERESIL . M- - RBREEEBIRT 2 L1 & 218K BT 200, BARKCK Yo —FTX&

2 CMMC-CCARBFEOBE T 2 R 7 T2 R_RML T £ 7,

GoShiken® CMMC-CCARE&E I T EA100% I ET B2 ENTEF . CORBEEIMHELzZRTLOAN
FEFHCRBCARIEET. 8B52A. CREOLEEBEREHNTIVEREVELIBRTEDHY £ ¢
ho DBIDTZVENRD 2D, MEECEZ2IXTOMELERCHARTZ2ETT. TOFELT T,
REEZURLECHBECHRICENTEET. WHNBTTH. GoShkenD FIELEE & & /- # REEO M T 3
Bs KECHYSEZILBTEET. ChiEHE-BCMMC-CCARERBIC AT X 2RETT. DG
BAKL VT H. Tld. E<{GoShken® %4 b% 27V v 7L TRIEEFBALEL . 2hiC. BEAT 3
M. BROY > 7V ERTERTEEFST. 2IOTNE. DELEESESCTHEEORESNROAE I H
EMEIDBIENTEET,

>>CMMC-CCAB# H A58 MR & <<

BE#H 4 32 CMMC-CCA | BME % CMMC-CCARI# H A 38R B B £ R B
| 5% 5% O ¥ J5 ¥ Certified CMMC Assessor (CCA) ExamH A 3B f# s &£

BFTNAATOEY G, EROHRCMNBE I LRl £4. CMMC-CCAREIX > 7' 1d . CMMC-CCAZR B
HMOBRAEHO 7oA X—DIDELTHSNTVET., BHE. SBOSEDLHICVLOADT ELR
HLTED. 20X 70— FIHL THREE2ERLZVWCEEBHRLES. LIB>T. v ro—
FL TCMMC-CCAREE 2 BRL <&, 2D, CMMC-CCA7 X F DB %2EHT 3 C £ BB H»E 5 »
BbhDEd, Fvro—RFCRHERAD 3GEE. DTFHY—LRARXTZ7LAL TS,

Cyber AB Certified CMMC Assessor (CCA) Exam 58 5 CMMC-CCA & B
I8 (Q105-Q110):

H #105

During a CMMC assessirent, the Assessment Team identifies that the OSC has not implemented a practice due to a recent system
upgrade that disrupted their previous controls. The OSC requests to include this practice in a POA&M. However, the practice is
listed as one that could lead to significant network exploitation if not implemented. What should the Lead Assessor do?
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A. Allow the practice to be included in the POA&M, as it was disrupted by a recent upgrade.

B. Report the OSC to the Cyber AB for failing to maintain critical controls.

C. Recommend that the OSC implement the practice immediately and reassess it before concluding the assessment.
D. Mark the practice as "NOT MET" and inform the OSC that it is ineligible for a POA&M due to its critical nature.
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Comprehensive and Detailed in Depth Explanation:

The CAP excludes critical practices from POA&M if they risk exploitation, requiring a 'NOT MET score (Option B). Options A,
C, and D violate CAP rules.

Extract from Official Document (CAP v1.0):

* Section 2.3.2.1 - Ineligible Practices (pg. 28):"Practices that could lead to significant exploitation are ineligible for POA&M and
nust be scored 'NOT MET." References:

CMMC Assessment Process (CAP) v1.0, Section 2.3.2.1.

M #106

An OSC is undergoing a CMMC assessment by a C3PAQO. The assessment team has been on-site for several days, reviewing the
OSC's systens, policies, and procedures against the CMMC requirenents. Each day, the assessment team holds a "daily
checkpoint" meeting with the OSC's security team and representatives. This checkpoint serves an important purpose in the overall
assessmment process. What is the significance of the Daily Checkpoint meeting in the CMMC assessment process?

A. It is solely for updating the OSC on the assessment progress.

B. It is optional and not necessary for the assessment process.

C. It allows the Lead Assessor to finalize the assessment findings independently.

D. It provides an opportunity for the Assessment Team to review and verify additional evidence.

Ef#: D
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Comprehensive and Detailed in Depth Explanation:

The CAP mandates Daily Checkpoint meetings to review additional evidence and ensure assessment progress, not to finalize findings
(Option A), as optional (Option B), or solely for updates (Option C). Option D reflects its core purpose.

Extract from Official Document (CAP v1.0):

* Section 2.3 - Daily Checkpoint Meetings (pg. 27):"The Daily Checkpoint meeting provides an opportunity to review and verify
additional evidence presented by the OSC." References:

CMMC Assessment Process (CAP) v1.0, Section 2.3.

R #107

When assessing an OSC's compliance with IR requirements, you realize they have deployed a system that tracks incidents,
documents details, and updates the status throughout the incident response process. Personnel to whom incidents must be reported
are identified and designated. While examining their documentation, you come across an incident response template that they use to
capture all relevant information and ensure consistency in reporting to the identified authorities and organizational officials.
Interviewing the IR team, you learn there is an escalation process that the contractor's cybersecurity team can use to address more
serious incidents. From the scenario,the contractor has met all the required objectives for CMMC practice IR.

[2-3.6.2 - Incident Reporting, meaning its implementation of the said practice will be scored MET with a total of 5 points. For how
long must the OSC retain the incident records?

A. 90 hours
B. 72 days
C. 90 days
D. 72 hours

Ef: C
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Comprehensive and Detailed In-Depth Explanation:

IR.L2-3.6.2 requires "tracking and documenting incidents." While CMMC doesn't specify retention, DFARS

252.204-7012 mandates retaining incident records for 90 days (B) to support DoD investigations, a common baseline for CMMC-



aligned contractors. Other options (A, C, D) lack regulatory grounding. The CMMC guide references DFARS for practical
guidance.

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), IR.1.2-3.6.2: "Document incidents; retention per applicable regulations."

* DFARS 252.204-7012: "Retain records for 90 days."

Resources:

* httpsv/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 FINAL 202112016 _508.pdf

R #108

A company is seeking Level 2 CMMC certification. During the Limited Practice Deficiency Correction Evaluation, the Lead
Assessor is deciding whether the company can be moved to a POA&M Close-Out. What condition will result ifa POA&M Close-
Out option cannot be utilized?

A. The Lead Assessor will not recommend the OSC for CMMC Level 2 certification.
B. The OSC will be granted a provisional status until it can meet all the practices.

C. The Lead Assessor will ask the OSC to justify not meeting all the practices.

D. The assessment will be paused until the OSC can meet all practices.

EfE: A
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Ifthe OSC cannot remediate deficiencies during the POA&M Close-Out process, the Lead Assessor must issue a recommendation
of NOT MET, and the OSC will not be certified. CMMC requires all Level 2 practices to be MET (with limited exceptions under
defined POA&M close-out rules).

Exact Extracts:

* CMMC Assessment Guide: "[f practices cannot be met within the POA&M Close-Out process, the Lead Assessor must not
recommend certification."”

* DoD policy: "CMMC Level 2 requires that all 110 practices be met. A failed POA&M Close-Out results in a final determination
of NOT MET."

* "There is no provisional certification status n CMMC."

Why the other options are not correct:

* A: Assessments are not paused indefinitely; unresolved deficiencies result n NOT MET.

* B: Justification alone does not satisfy requirements.

* C: Provisional status does not exist in CMMC.

References:

CMMC Assessment Guide - Level 2, Version 2.13: POA&M Close-Out procedures (pp. 14-16).

DoD CMMC Program Documentation: Requirement for all practices to be MET for certification.

H R #109

You are the CCA working with a client to deliver certified consulting services, and the OSC has asked how to ensure their scope is
accurate. You mention the use of a data flow diagram, which intrigues the OSC. What would be the first step in constructing the data
flow diagram for the OSC?

e A. Gather information about the OSC's network infrastructure and create a network diagram

¢ B. Implement a Data Loss Prevention (DLP) tool to monitor data flows within the OSC

e (. Identify how data flows through the OSC's business, including systems, subprocesses, and data stores, identifying major
nputs and outputs to the environment

e D. Conduct interviews with key stakeholders to understand the organization's business processes

Ef: C
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Comprehensive and Detailed in Depth Explanation:

The CMMC Assessment Guide Level 2 identifies the first step in constructing a data flow diagram as mapping data flows, including
inputs/outputs, systens, and subprocesses (Option C), to define CUI scope.

Option A (DLP) is a control, not a step. Option B (interviews) supports but follows identification. Option D (network diagram) is
separate. Option C is the correct answer.

Reference Extract:



* CMMC AG Level 2, Section 1.3:"Begin data flow diagrams by identifying data flows, inputs, outputs, and
systens."Resources:https://dodcio.defense. gov/Portals/0/Documents/ CMMC
/AG Level2 MasterV2.0 FINAL 202112016 508.pdf
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