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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q32-Q37):
NEW QUESTION # 32 
Which three security features can be enforced using Gateway Firewall policies in NSX?
(Choose three)
Response:

A. NAT and VPN rule enforcement
B. L2 switching between VMs
C. North-south traffic segmentation
D. Stateful packet inspection
E. Cluster-level backup operations

Answer: A,C,D
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NEW QUESTION # 33 
Which two techniques are fundamental to securing private cloud infrastructure from lateral threat movement within the data center?
(Choose two)
Response:

A. Applying context-aware DFW rules
B. Utilizing network traffic mirroring tools only at the edge
C. Enabling east-west micro-segmentation policies
D. Implementing storage tiering for sensitive data
E. Consolidating all VMs to a single cluster

Answer: A,C

NEW QUESTION # 34 
Which three logging levels are available for vDefend firewall rules?
(Choose three)
Response:

A. Warning
B. Off
C. Error
D. Informational
E. Alert

Answer: A,B,D

NEW QUESTION # 35 
What is the difference between IDS and IPS modes in NSX?
Response:

A. IDS supports only physical NIC traffic; IPS supports VM traffic
B. IDS encrypts network packets; IPS decrypts them
C. IDS only logs alerts; IPS actively blocks detected threats
D. IDS requires licensing; IPS does not

Answer: C

NEW QUESTION # 36 
What is the primary function of vDefend Security Intelligence in planning application segmentation?
Response:

A. Visualizes traffic flows and recommends segmentation policies
B. Monitors compliance scores across ESXi hosts
C. Creates backup policies for NSX Manager logs
D. Automatically provisions firewall rules to external DNS servers

Answer: A

NEW QUESTION # 37
......
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