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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q160-Q165):

NEW QUESTION # 160
‘What organizational structure combines the functional and project structures to create a hybrid of the two?

e A Matrix
e B. Project
e C. Traditional
e D. Composite

Answer: A

NEW QUESTION # 161
Which of the following is MOST beneficial in determning an appropriate balance between uncontrolled innovation and excessive
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caution in an organization?

A. Collaborate security projects
B. Review project charters
C. Define the risk appetite
D. Determine budget constraints

Answer: C

Explanation:

* Defining risk appetite provides clear guidance on how much risk is acceptable, helping balance innovation with caution.

* It ensures that decisions around innovation and security align with the organization's overall risk tolerance.

Why Other Options Are Less Effective:

* B. Determine budget constraints: Budget constraints are important but do not address the balance between innovation and caution.
* C. Review project charters: Reviewing charters provides project-specific insights but does not address organizational risk strategy.
* D. Collaborate security projects: Collaboration is helpful but not as foundational as defining risk appetite.

EC-Council CISO Reference:Understanding and articulating risk appetite is a core component of governance and strategic alignment
in the CISO program

NEW QUESTION # 162
Which business stakeholder is accountable for the integrity of a new information system?

A. Compliance Officer
B. Project manager

C. Board of directors
D. CISO

Answer: D

Explanation:

Accountability for Information System Integrity:

The Chief Information Security Officer (CISO) is responsible for the overall security of information systenns, including their integrity.
This accountability extends to implementing and overseeing policies, controls, and processes to safeguard systemns.

‘Why Not Other Options:

* Compliance Officer (B): Focuses on regulatory adherence but does not oversee system integrity directly.

* Project Manager (C): Handles project execution but does not have overarching accountability for security.

* Board of Directors (D): Provides strategic oversight but does not manage specific system integrity.

EC-Council CISO Framework:

The CISO's roke is explicitly defined as ensuring the confidentiality, integrity, and availability (CIA triad) of systems, which includes
accountability for their integrity.

NEW QUESTION # 163

Scenario: Your programis developed around minimizing risk to information by focusing on people, technology, and operations.
An effective way to evaluate the effectiveness of an information security awareness program for end users, especially senior
executives, is to conduct periodic:

A. Scanning for viruses

B. Password changes

C. Baselining of computer systems

D. Controlled spear phishing campaigns

Answer: D

NEW QUESTION # 164
Creating a secondary authentication process for network access would be an exanmple of?

¢ A Nonlinearities in physical security performance metrics
e B. Defense in depth cost enumerated costs



e C. Anti-virus for mobile devices
e D. System hardening and patching requirements

Answer: B

Explanation:

Layered Security Approach:

* Secondary authentication adds another layer of security, contributing to the Defense in Depth strategy.
* Enumerating costs ensures the layered approach is cost-effective and aligns with organizational budgets.
Why This is Correct:

* Secondary authentication strengthens access controls, a critical aspect of Defense in Depth.

Why Other Options Are Incorrect:

* A. Nonlinearities in metrics: Irrelevant to authentication processes.

* C. System hardening: Focuses on system configurations, not authentication.

* D. Anti-virus for mobile devices: Unrelated to authentication processes.

References:EC-Council highlights Defense in Depth strategies as essential for layered protection mechanisis like secondary
authentication.
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