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GIAC Reverse Engineering Malware Sample Questions (Q56-Q61):
NEW QUESTION # 56 
Which of the following API calls is commonly used by malware to download additional payloads?

A. WinExec()
B. URLDownloadToFile()
C. GetProcAddress()
D. CreateProcess()
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Answer: B

NEW QUESTION # 57 
You are analyzing a suspicious PDF document that was flagged by antivirus software. Initial inspection shows that the PDF contains
a JavaScript action triggering upon document opening, which is obfuscated.
What are the next steps you should take to determine whether the document is malicious?
(Choose three)

A. Analyze the PDF trailer for any hidden embedded objects.
B. Attempt to open the document in a standard PDF viewer to observe its behavior.
C. Extract and analyze the metadata to assess the document's creation.
D. Use PDF parser tools to extract the JavaScript code for analysis.
E. Disable JavaScript execution and open the document in a sandbox environment.

Answer: A,D,E

NEW QUESTION # 58 
Which of the following file attributes can be considered a static property when analyzing malware?

A. Changes made by the file to system registry settings
B. Network traffic generated by the file
C. File size
D. Behavior of the file in a sandbox environment

Answer: C

NEW QUESTION # 59 
Which static analysis techniques are commonly used to investigate malware? (Choose two)

A. Viewing imported functions and libraries
B. Analyzing file execution in a sandbox environment
C. Disassembling the binary to view low-level instructions
D. Capturing network traffic

Answer: A,C

NEW QUESTION # 60 
You are analyzing an obfuscated malware sample that has been packed using a custom packer.
The malware also uses XOR encoding to obfuscate key strings, making static analysis difficult.
How would you proceed with the analysis? (Choose three)

A. Use a dynamic analysis tool like a sandbox to observe the malware's behavior after unpacking.
B. Disassemble the packed binary to directly analyze its obfuscated code.
C. Manually decode the XOR-encoded strings by identifying the key used in the encoding process.
D. Use network monitoring tools to capture traffic generated by the malware.
E. Use a debugger to step through the unpacking process and observe memory locations where the actual code is revealed.

Answer: A,C,E

NEW QUESTION # 61
......
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the great service.
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