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HAE #107

You are writing an application that will run on Cloud Run and require a database running in the Cloud SQL managed service. You
want to secure this instance so that it only receives connections from applications running in your VPC environment in Google Cloud.
‘What should you do?

¢ A Create your instance with a specified internal (private) [P address.
Choose the VPC with private service connection configured.
Configure the Serverless VPC Access connector in the same VPC network as your Cloud SQL instance.
Connect to the instance using a connection pool to best manage connections to the instance.

¢ B. Create your instance with a specified external (public) IP address.
Choose the VPC and create firewall rules to allow only connections from Cloud Run into your instance.
Use Cloud SQL Auth proxy to connect to the instance.

¢ (. Create your instance with a specified internal (private) [P address.
Choose the VPC with private service connection configured.
Configure the Serverless VPC Access connector in the same VPC network as your Cloud SQL instance.
Use Cloud SQL Auth proxy to connect to the instance.

¢ D. Create your instance with a specified external (public) IP address.
Choose the VPC and create firewall rules to allow only connections from Cloud Run into your instance.
Connect to the instance using a connection pool to best manage connections to the instance.

e C
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You are migrating your data center to Google Cloud. You plan to migrate your applications to Compute Engine and your Oracle
databases to Bare Metal Solution for Oracle. You must ensure that the applications in different projects can communicate securely
and efficiently with the Oracle databases. What should you do?

A. Setup a Shared VPC, configure multiple service projects, and create firewall rules.
B. Set up Traffic Director.

C. Set up Private Service Connect.

D. Set up Serverless VPC Access.
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You host an application in Google Cloud. The application is located in a single region and uses Cloud SQL for transactional dat a.
Most of your users are located in the same time zone and expect the application to be available 7 days a week, from 6 AM to 10
PM. You want to ensure regular maintenance updates to your Cloud SQL instance without creating downtime for your users. What
should you do?

e A Configure a maintenance window during a period when no users will be on the system. Control the order of update by
setting non-production instances to earlier and production instances to later.

¢ B. Configure your Cloud SQL instance with high availability enabled.

¢ (. Enable mantenance notifications for users, and reschedule maintenance activities to a specific time after notifications have
been sent.

e D. Create your database with one primary node and one read replica in the region.

HE:. A



Y.
Configure a maintenance window during a period when no users will be on the system. Control the order of update by setting non-
production instances to earlier and production instances to later.

AE#110

Your online delivery business that primarily serves retail customers uses Cloud SQL for MySQL for its inventory and scheduling
application. The required recovery time objective (RTO) and recovery point objective (RPO) must be in minutes rather than hours
as a part of your high availability and disaster recovery design. You need a high availability configuration that can recover without
data loss during a zonal or a regional failure. What should you do?

e A Setup all read replicas in the same region as the primary instance with synchronous replication.

¢ B. Set up all read replicas in a different region using asynchronous replication.

e C. Set up read replicas in different zones of the same region as the primary instance with asynchronous replication, and set up
read replicas in different regions with synchronous replication.

¢ D. Set up read replicas in different zones of the same region as the primary instance with synchronous replication, and set up
read replicas in different regions with asynchronous replication.

HE: D

Y.

This answer meets the RTO and RPO requirenments by using synchronous replication within the same region, which ensures that all
writes made to the primary instance are replicated to disks in both zones before a transaction is reported as committed1. This
mmimizes data loss and downtime in case of a zonal or an instance failure, and allows for a quick failover to the standby instancel.
This answer also meets the high availability and disaster recovery requirements by using asynchronous replication across different
regions, which ensures that the data changes made to the primary instance are replicated to the read replicas in other regions with
mmimal delay2. This provides additional redundancy and backup in case of a regional failure, and allows for a manual failover to the
read replica in another region2.

A2 #111

You have a Cloud SQL instance (DB-1) with two cross-region read replicas (DB-2 and DB-3). During a business continuity test,
the primary instance (DB- 1) was taken offline and a replica (DB-2) was promoted.

The test has concluded and you want to return to the pre-test configuration. What should you do?

A. Delete DB-1, and re-create DB-1 as a read replica in the same region as DB-1.

B. Create DB-4 as a read replica in the same region as DB-1, and promote DB-4 to primary.
C. Delete DB-2 so that DB-1 automatically reverts to the primary instance.

D. Bring DB-1 back online.

e A

ME:

Ifyouneed to have the primary instance in the zone that had the outage, you can do a failback. A failback perforns the same steps
as the failover, only in the opposite direction, to reroute traffic back to the original instance. To performa failback, use the procedure
n Initiating failover. https/cloud.google.convsql/docs

/mysql/high-availability#failback
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