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FS BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q17-Q22):

NEW QUESTION # 17
When logged into thebash shellof'a BIG-IP system, which of the following commands will display the management-ip address?
(Choose two.)

e A. show mgnt ip

e B. tmsh list /sys management-ip
e (. ifconfig mgmt

e D. list/ sys management-ip
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Answer: B,C

Explanation:

When logged into thebash shellof a BIG-IP system, there are two valid ways to view themanagement-ip address:
A). tmsh list /sys management-ip

* Even from the bash shell, the administrator can enter a tmsh command by typing:
* tmsh list /sys management-ip

* This displays:

* Management IP address

* Netmask

* Any configured management routes

* This is theoficial tmsh methodfor viewing the management-ip configuration.

C). ifconfig mgmt

* In the underlying Linux OS, the management interface maps to themgmtinterface.
* Running;

* ifconfig mgmt

displays:

* Assigned management IP

* Netmask

* Link-level status

* This is a valid Linux-level method used fiequently for troubleshooting.

Why the other options are incorrect:

B). show mgnt ip

* Not a valid bash or tmsh command on BIG-IP.

D). list / sys management-ip

* Missing thetrrshprefix.

* In bash, this will generate a syntax error.

* The correct form requires:

tmsh list /sys management-ip

NEW QUESTION # 18

A BIG-IP Admmistrator needs to install a HotFix on a standalone BIG-IP device, which hasHD1.1as the Active Boot Location.

The admmnistrator has already re-activated the license and created a UCS archive.
In which sequence should the administrator perform the remaining steps?

A. Activate HD1.2, Install base Image in HD1.2, Install HotFix in HD1.2
B. Install HotFix in HDI.1, Reboot the BIG-IP device, Install UCS Archive
C. Install base Image in HD1.2, Install HotFix in HD1.2, Activate HD1.2
D. Install HotFix in HD1.2, Install base Image in HD1.2, Activate HD1.2

Answer: C

Explanation:

When installing a HotFix on a BIG-IP device, F5 best practices require:
* Installing the base TMOS image on a new, unused boot volume (HD1.2)
* This ensures the upgrade happens on a clean volume.

* The existing active boot location remains untouched for rollback.

* Installing the HotFix onto the SAME new boot volume (HD1.2)

* HotFixes must be applied on top of a base version.

* They cannot be installed on an empty volume.

* They must match the base image version.

* Activating the new boot volume (HD1.2)

* The systemreboots into the updated software stack.

* Activation happensafterbase + HotFix installation is complete.

This sequence is exactly shown mOption C:

Install base Image in HD1.2

Install HotFix in HD1.2

Activate HD1.2

Why the other options are incorrect:



A). Install HotFix before base image

* Tmpossible.

* HotFix requires an installed base version first.

B). Installing HotFix on HD1.1 (active boot volume)

* Not recommended.

* Upgrading in-place removes rollback safety.

* HotFix cannot be applied cleanly without applying base image first.
D). Activate HDI1.2 before installing anything

* You cannot activate an empty boot volume.

* Activation only occurs after the base + HotFix software is installed.

NEW QUESTION # 19

An organization is planning to upgrade a BIG-IP system froml6.1.xto17.1.x.

For a successful upgrade, theService Check Datemust be equal to or newer than the License Check Date required for 17.1.x.
‘Which command will show the Service Check Date on the BIG-IP system being upgraded?

A. grep "Service check date" /config/bigip.conf

B. grep "Service check date" /config/BigDB.dat

C. grep "Service check date" /config/bigip.license

D. grep "Service check date" /config/svc _chk date.dat

Answer: C

Explanation:

BIG-IP licensing information, including theService Check Date, is stored in the file:

/config/bigip.license

This file contains all license attributes downloaded from the F5 licensing server, including;

* License key

* Licensed modules

* Useful life date

* Service check date

TheService Check Datedetermines whether the system is eligible for upgrades to specific TMOS versions.
‘When reviewing upgrade readiness, administrators extract this value directly from the license file with:
grep "Service check date" /config/bigip. license

Why the other options are incorrect:

* /config/bigip.confstores BIG-IP configuration objects, not license metadata.

* /config/sve _chk date.datisnota valid file in the licensing system; it does not contain license parameters.

* /config/BigDB.datstores internal database values, not licensing attributes.

Thus, only thebigip.licensefile contains the correct licensing information required for verifying upgrade eligibility.

NEW QUESTION # 20
The monitoring team reports that the SNMP server is unable to poll data froma BIG-IP device.



Configuration >
P i —IH-“
Fariton | Path ! o
P Aodress 10534245
MNetmask | 255 7552550
VLAN ! Turnes D3 "
Por Lockdomn Aoy None w
Tratt Gecm [ 1.nr.rn1 frare g_:n..{: S CLrTelE DarMian [ path
afC-grousdeat-only sron-faaling
Serace Policy | o ~

Update | Cancel | Deleie

‘What information will help the BIG-IP Administrator determine whether the issue originates from the BIG-IP system?

A. The configuration on the exhibit is correct and other options should be explored.

B. The "Port Lockdown" setting is preventing the SNMP server from polling data from the BIG-IP.
C. The "VLAN / Tunnel" setting must allow All Vlans.

D. The "Traffic Group" setting must use a floating Traffic Group.

Answer: B

Explanation:

The exhibit shows aSelf TPwith:

* VLAN:Data

* Port Lockdown:Allow None

Impact of "Allow None" on SNMP

When a Self IP is configured with:

Port Lockdown: Allow None

the BIG-IP blocksallservices and ports except a few hardcoded HA communication ports.
This means:

* UDP/161 (SNMP)is blocked

* UDP/162 (SNMP traps)is blocked

* The SNMP server cannot poll or receive data from the BIG-IP through this Self TP SNMP relies on access through the Self TP if
out-of-band (mgmt interface) is not used.

Thus, the issue is directly caused byPort Lockdown = Allow None, which prevents SNMP communication.
Why the other options are incorrect:

B). Traffic Group must use a floating Traffic Group

* SNMP polling doesnotrequire floating Self TPs.

* Floating groups apply to HA failover IPs, not SNMP functionality.

C). VLAN/Tunnel must allow All VLANs

* Self IPs are always bound to a VLAN; SNMP doesnotrequire All VLANS.

* As long as the Self TP belongs to a reachable VLAN, SNMP can work.

D). Configuration is correct

* It is not correct:Allow Noneblocks SNMP and is the problem.

NEW QUESTION # 21

The BIG-IP Admmistrator uses Secure Copy Protocol (SCP) to upload a TMOS image to the/shared/images/ directory in
preparation for an upgrade.

After the upload is complete, what will the system dobeforethe image appears in the GUI under:

System Software Management Image List?

e A The system verifies the internal checksum



¢ B. The system performs a reboot into the new partition
¢ C. The system copies the image to /var/local/images/

Answer: A

Explanation:

‘When a TMOS ISO file is transferred to/shared/images/, the BIG-IP automatically performs a validation step:
Checksum Verification

* Before the image becomes visible in the GUI, the systemverifies the internal checksumembedded inside the ISO.
* This ensures:

* The file was fully transferred

* The image is not corrupted

* Tt matches the official F5 release signature

* Only after passing this verification does the GUI display the ISO under "Available Images." Why the other options are incorrect:
A). Reboot into a new partition

* No reboot occurs simply from uploading an image.

C). Copying into /var/local/images/

* This directory isnotused for ISO storage.

* All valid images remain i/shared/images/.

Thus, the correct system action ischecksum verification.

NEW QUESTION # 22
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