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Which statement best describes the Digital Experience Monitor (DEM) feature on FortiSASE?

A. Tt gathers all the vulnerability information from all the FortiClient endpoints.

B. It is used for performing device compliance checks on endpoints.

C. It monitors the FortiSASE POP health based on ping probes.

D. It provides end-to-end network visibility from all the FortiSASE security PoPs to a specific SaaS application.

Answer: D

Explanation:
The Digital Experience Monitor (DEM) in FortiSASE measures and monitors network performance from the FortiSASE Points of

Presence (PoPs) to specific SaaS or cloud applications, helping identify and troubleshoot performance issues across the service
path.

NEW QUESTION # 78
An organization wants to block all video and audio application traffic but grant access to videos from CNN Which application
override action must you configure in the Application Control with Inline-CASB?

A. Exenpt
B. Allow
C. Permit
D. Pass

Answer: A

Explanation:

To block all video and audio application traffic while granting access to videos from CNN, you need to configure an application
override action in the Application Control with Inline-CASB. Here is the step-by- step detailed explanation:

* Application Control Configuration:

* Application Control is used to identify and manage application traffic based on predefined or custom application signatures.

* Inline-CASB (Cloud Access Security Broker) extends these capabilities by allowing more granular control over cloud
applications.

* Blocking Video and Audio Applications:

* To block all video and audio application traffic, you can create a policy within Application Control to deny all categories related to
video and audio streaming,

* Granting Access to Specific Videos (CNN):

* To allow access to videos from CNN specifically, you must create an override rule within the same Application Control profile.
* The override action "Exempt" ensures that traffic to specified URLs (such as those from CNN) is not subjected to the blocking
rules set for other video and audio traffic.

* Configuration Steps:

* Navigate to the Application Control profile in the FortiSASE mterface.

* Set the application categories related to video and audio streaming to "Block."

* Add a new override entry for CNN video traffic and set the action to "Exempt." References:

FortiOS 7.6 Admmnistration Guide: Detailed steps on configuring Application Control and Inline-CASB.

Fortinet Training Institute: Provides scenarios and examples of using Application Control with Inline-CASB for specific use cases.

NEW QUESTION # 79
Which policy type is used to control traffic between the FortiClient endpoint to FortiSASE for secure internet access?

A. thin edge policy

B. VPN policy

C. private access policy

D. secure web gateway (SWG) policy

Answer: D

Explanation:
The Secure Web Gateway (SWQ) policy is used to control traffic between the FortiClient endpoint and FortiSASE for secure
internet access. SWG provides comprehensive web security by enforcing policies that manage and monitor user access to the



mternet.

* Secure Web Gateway (SWG) Policy:

* SWG policies are designed to protect users from web-based threats and enforce acceptable use policies.

* These policies control and monitor user traffic to and fiom the internet, ensuring that security protocols are followed.
* Traffic Control:

* The SWG policy intercepts all web traffic, inspects it, and applies security rules before allowing or blocking access.
* This policy type is crucial for providing secure internet access to users connecting through FortiSASE.

References:

FortiOS 7.6 Admmnistration Guide: Details on configuring and managing SWG policies.

FortiSASE 23.2 Docummentation: Explains the role of SWG in securing internet access for endpoints.

NEW QUESTION # 80

An organization must block user attempts to log in to non-company resources while using Microsoft Office 365 to prevent users
from accessing unapproved cloud resources.

Which FortiSASE feature can you implement to meet this requirement?

A. web filter with infine-CASB

B. application control with inline-CASB

C. data loss prevention (DLP) with Microsoft Purview Information Protection (MPIP)
D. DNS filter with domain filter

Answer: B

Explanation:

Application control with infine-CASB allows FortiSASE to inspect and control application behavior at a granular level. This enables
the organization to block login attempts to personal or non- corporate Microsoft Office 365 accounts, ensuring that only approved
cloud resources are accessed.

NEW QUESTION # 81

Refer to the exhibit.

Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two answers)

A. Allfiles executed on a USB drive will be sent to FortiSandbox for analysis.

B. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.
C. FortiClient quarantines only infected files that FortiSandbox detects as medium level.

D. All files will be sent to an on-premises FortiSandbox for inspection.

Answer: A,.B

Explanation:

The exhibit (image 595357.jpg) illustrates the Sandbox configuration tab within a FortiSASE Endpoint Profile. This profile dictates
how the managed FortiClient agent handles suspicious files and interacts with the sandbox service.

* Profile-Based Enforcement: In the FortiSASE architecture, security features are not applied globally by default; they are enabled
through specific profiles assigned to endpoints. Therefore, the sandbox inspection and remediation logic will only be active for
endpoints that have been assigned a profile where the Sandbox feature is enabled.

* Removable Media Protection: Under the File Submission Options in the exhibit, the setting All Files Executed from Removable
Media is toggled on. This ensures that any file executed froma USB drive or other external storage is sent to the FortiSandbox for
analysis before being permitted to run on the endpoint.

* Sandbox Mode: The Sandbox Mode is set to FortiSASE, indicating that files are sent to the integrated cloud-native sandbox
rather than an on-premises appliance. This makes Option A incorrect.

* Quarantine Threshold: The Remediation Actions show that the Action is set to Quarantine for files meeting the Sandbox Detection
Verdict Level of Medium. This acts as a minimum threshold; FortiClient will quarantine files identified as Medium, High, or
Malicious. Option B is incorrect because it implies only mediuntlevel files are quarantined, whereas higher-risk levels would also be
blocked.

NEW QUESTION # 82
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