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AE #25

A playbook contains five tasks in total. An administrator runs the playbook and four out of five tasks finish successfully, but one task
fails.

What will be the status of the playbook after it is run?
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A. Upstream failed
B. Attention required
C. Success

D. Failed

He: B

Y.

In FortiAnalyzer, when a playbook is run, each task's status impacts the overall playbook status. Here's what happens based on task
outcores:

* Status When All Tasks Succeed:

* If all tasks finish successfully, the playbook status is marked as Success.

* Status When Some Tasks Fail:

* If one or more tasks in the playbook fail, but others succeed, the playbook status generally changes to Attention required. This
status indicates that the playbook completed execution but requires review due to one or more tasks failing,

* This is different from a complete Failed status, which is used if the playbook cannot proceed due to a critical error in an early task,
often one that upstream tasks depend on.

* Option Analysis:

* A. Attention required: This is correct as the playbook has completed, but with partial success and a task requiring review.

* B. Upstream_failed: This status is used if a task cannot run because a prerequisite or "upstream’ task failed. Since four out of five
tasks completed, this is not the case here.

* C. Failed: This status would inply that the playbook completely failed, which does not match the scenario where only one task out
of five failed.

* D. Success: This status would apply if all tasks had completed successfully, which is not the case here.

Conclusion:

* Correct Answer: A. Attention required

* The playbook status reflects that it completed, but an error occurred in one of the tasks, prompting the admmistrator to review the
failed task.

References:

FortiAnalyzer 7.4.1 documentation on playbook execution statuses and task error handling,

2 #26

Youare trying to configure a task in the playbook editor to run a report.
However, when you try to select the desired playbook, you do to see 1t listed.
What is the reason?

A. The report does not have auto-cache and extended log filtering enabled.
B. You must create a trigger to run the report first.

C. The playbook is currently running and will be available after it is finished.
D. The report has no result and must be reconfigured.
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AE #27
Which database language does FortiAnalyzer support for the purposes of logging and reporting?

A.SQL
B. SSH
C. LDAP
D. XML
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: D

EE #28
‘What happens when the indicator of compromise (IOC) engine on FortiAnalyzer finds web logs that match blacklisted IP
addresses?



A. A new infected entry is added for the corresponding endpoint under Compromised Hosts.
B. FortiAnalyzer flags the associated host for further analysis.

C. The endpoint is marked as Compromised and, optionally, can be put in quarantine.

D. The detection engine classifies those logs as Suspicious.
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EE #29
Which SQL query is in the correct order to query to database in the FortiAnalyzer?

A. SELECT devid FROM $log WHERE ‘user'=' GROUP BY devid

B. SELCT devid WHERE 'user'-* USER1' FROM $log GROUP By devid
C. SELECT FROM $log WHERE devid ‘vser',, USER1' GROUP BY devid
D. SELECT devid FROM $log GROUP BY devid WHERE “user',,' users1'

HE: A

MY

In FortiAnalyzer's SQL query syntax, the typical order for querying the database follows the standard SQL format, which is:
SELECT <column(s)> FROM <table> WHERE <condition(s)> GROUP BY <column(s)> Option D correctly follows this
structure:

SELECT devid FROM $log: This specifies that the query is selecting the devid colunn from the

$log table.

WHERE 'user' =": This part of the query is intended to filter results based on a condition mvolving the user column. Although there
appears to be a minor typographical issue (possibly missing the user value after =), it structurally adheres to the correct SQL order.
GROUP BY devid: This groups the results by devid, which is correctly positioned at the end of the query.
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