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Fortinet FCP_FAZ_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in
place.

Topic 2
System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systems. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.

Topic 3

Administration: This section evaluates the ability of network and security analysts to configure
administrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

Topic 4
Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting communication issues.
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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q149-
Q154):
NEW QUESTION # 149 
What can you do on FortiAnalyzer to restrict administrative access from specific locations?

A. Configure two-factor authentication with a remote RADIUS server.
B. Enable geo-location services on accessible interface.
C. Configure trusted hosts for that administrator.
D. Configure an ADOM for respective location.

Answer: C

NEW QUESTION # 150 
Refer to the exhibit, which shows the HA configuration settings of a FortiAnalyzer device.

The administrator wants to join this FortiAnalyzer to an existing HA cluster. What can you conclude from the configuration
displayed?

A. After joining the cluster, this FortiAnalyzer will forward received logs to its peers.
B. This FortiAnalyzer will join the existing HA cluster as the secondary.
C. This FortiAnalyzer will trigger a failover after losing communication with its peers for 10 seconds.
D. This FortiAnalyzer is configured to route HA traffic through a gateway.

Answer: B

Explanation:
page 138 of the FortiAnalyzer 7.4 Admin Study Guide. If there is an existing primary device, then this device becomes a secondary



device. The default role is Secondary, so that the device can synchronize with the primary device. A secondary device cannot
become a primary device unit it is synchronized with the current primary device.

NEW QUESTION # 151 
The provided image is a multiple-choice question. The question and options are:
Which two statements are true about FortiAnalyzer log forwarding modes? (Choose two.)

A. Used storage
B. Reserved space
C. Total system storage
D. Retention policy

Answer: B,C

NEW QUESTION # 152 
The admin administrator is failing to register a FortiClient EMS on the FortiAnalyzer device.
What can be the reason for this failure?

A. A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device.
B. FortiAnalyzer is in an HA cluster.
C. ADOMs are not enabled on FortiAnalyzer.
D. ADOM mode should be set to advanced, in order to register the FortiClient EMS device.

Answer: C

NEW QUESTION # 153 
What are two of the key features of FortiAnalyzer? (Choose two.)

A. Centralized log repository
B. Reports
C. Cloud-based management
D. Virtual domains (VDOMs)

Answer: A,B

NEW QUESTION # 154
......
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