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HA #115

A security analyst on the threat-hunting team has developed a list of unneeded, benign services that are currently running as part of
the standard OS deployment for workstations. The analyst will provide this list to the operations teamto create a policy that will
automatically disable the services for all workstations in the organization.

‘Which of the following BEST describes the security analyst's goal?

A. To improve malware detection
B. To reduce the attack surface

C. To optimize system performance
D. To create a system baseline

IEf#: B

TR

Reducing the attack surface area means limiting the features and fimctions that are available to an attacker. For example, if T lock all
doors to the facility with the exception of one, I have reduced the attack surface. Another term for reducing the attack surface area is
system hardening because it involves ensuring that all systems have been hardened to the extent that is possible and still provide
functionality

H #116

A security analyst is attempting to resolve an incident in which highly confidential company pricing information was sent to clients. It
appears this information was unintentionally sent by an employee who attached it to public marketing material. Which of the following
configuration changes would work BEST to Iimit the risk of this incident being repeated?

A. Sanitize the marketing material

B. Update the msider threat procedures.
C. Update the DLP rules and metadata.
D. Add client addresses to the blocklist.

M
R

: C

HA #117

The Chief Information Security Officer (CISO) of a large financial institution is seeking a solution that will block a predetermined set
of data points from being transferred or downloaded by employees. The CISO also wants to track the data assets by name, type,
content, or data profile.

Which of'the following BEST describes what the CIS wants to purchase?

A. File mntegrity monitor
B. DLP

C. SIEM
D. Asset tagging

IEf#: B

HR #118

A conpany has established an ongoing vulnerability management program and procured the latest technology to support it.
However, the programiis failing because several vulnerabilities have not been detected. Which of the following will reduce the
number of false negatives?

A. Update the security incident response plan.

B. Perform credentialed scans.

C. Increase scan frequency.

D. Reconfigure scanner to brute force mechanisms.

IEf#: B



ZR#119
A computer at a company was used to commit a crime. The system was seized and removed for further analysis. Which of the
following is the purpose of labeling cables and connections when seizing the computer system?

Ef#:

A. To capture the system configuration as it was at the time it was removed
B. To block any communication with the computer system from attack

C. To document the model, manufacturer, and type of cables connected

D. To maintain the chain of custody

A
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