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Amazon AWS-Solutions- Architect- Associate (AWS Certified Solutions Architect - Associate (SAA-C02)) Examis a certification
exam that validates the skills and knowledge of individuals who design and deploy scalable systems on Amazon Web Services
(AWS) platform. AWS-Solutions- Associate Exam measures the candidate's ability to define and deploy secure and robust
applications on AWS, as well as the candidate's understanding of AWS architectural principles and services.

Amazon AWS Certified Solutions Architect - Associate (SAA-C03) Sample
Questions (Q251-Q256):

NEW QUESTION # 251
A company needs to monitor the read and write [OPs metrics for their AWS MySQL RDS instance and send real-time alerts to
their operations team. Which AWS services can accomplish this? Choose 2 answers

A. Amazon Simple Email Service

B. Amazon Simple Queue Service

C. Amazon Simple Notification Service
D. Amazon Route 53

E. Amazon CloudWatch

Answer: CE

NEW QUESTION # 252

An organization hosts an app on EC2 instances which multiple developers need access to in order to performupdates.
The organization plans to implement some security best practices related to instance access.

Which one of the following recommendations will not help improve its security in this way?

e A. Apply the latest patch of OS and always keep it updated.

¢ B. Create a procedure to revoke the access rights of the individual user when they are not required to connect to EC2
instance anymore for the purpose of application configuration.

¢ C. Disable the password based login for all the users. All the users should use their own keys to connect with the instance
securely.

e D. Create an IAM policy allowing only [AM users to connect to the EC2 instances with their own SSH key.

Answer: D

Explanation:

Explanation/Reference:

Explanation:

Since AWS is a public cloud any application hosted on EC2 is prone to hacker attacks. It becomes extremely important for a user
to setup a proper security mechanism on the EC2 instances. A few of the security measures are listed below:

Always keep the OS updated with the latest patch

Always create separate users with in OS if they need to connect with the EC2 instances, create their
keys and disable their password

Create a procedure using which the admin can revoke the access of the user when the business work
on the EC2 mstance is completed. . Lock down unnecessary ports

Audit any proprietary applications that the user may be running on the EC2 instance. Provide

temporary escalated privileges, such as sudo for users who need to perform occasional privileged tasks IAM is useful when users
are required to work with AWS resources and actions, such as launching an instance. It is not useful in this case because it does not
manage who can connect via RDP or SSH with an instance.

httpz//aws.amazon.convarticles/1233/
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NEW QUESTION # 253

A company needs to store contract documents. A contract lasts for 5 years. During the 5-year period, the company must ensure that
the documents cannot be overwritten or deleted. The company needs to encrypt the documents at rest and rotate the encryption
keys automatically every year.

‘Which combination of steps should a solutions architect take to meet these requirements with the LEAST operational overhead?
(Select TWO.)

¢ A Use server-side encryption with Amazon S3 managed encryption keys (SSE-S3). Configure key rotation.

¢ B. Store the documents in Amazon S3. Use S3 Object Lock in compliance mode.

e C. Use server-side encryption with AWS Key Management Service (AWS KMS) customer provided (imported) keys.
Configure key rotation.

¢ D. Use server-side encryption with AWS Key Management Service (AWS KMS) customer managed keys.
Configure key rotation.

¢ E. Store the documents in Amazon S3. Use S3 Object Lock in governance mode.

Answer: B,.D

Explanation:

Consider using the default aws/s3 KMS key if: You're uploading or accessing S3 objects using AWS Identity and Access
Management (IAM) principals that are in the same AWS account as the AWS KMS key. You don't want to manage policies for the
KMS key. Consider using a customer managed key if: You want to create, rotate, disable, or define access controls for the key.
You want to grant cross-account access to your S3 objects. You can configure the policy of a customer managed key to allow
access from another account.

https/repost.aws/knowledge-center/s3-object-encryption-keys

NEW QUESTION # 254

A new application is being deployed on AmazonEC2. The Application needs to read write upto 3 TB of data to an external data
store and requires read-after-write consistency across all AWS regions for writing new objects into this data store.

Which is the most cost-effective data storage service that meets these requirements?

A. Amazon EBS
B. Amazon EFS

C. Amazon Glacier
D. AmazonS3

Answer: D

NEW QUESTION # 255

AWS CloudFormation is a service that helps you model and set up your Amazon Web Services resources so that you can spend
less time managing those resources and more time focusing on your applications that run in AWS. You create a template that
describes all the AWS resources that you want (like Amazon

EC2 instances or Amazon RDS DB instances), and AWS CloudFormation takes care of provisioning and configuring those
resources for you. What formatting is required for this template?

A. JSON-formatted document
B. CSS-formatted document
C. XML-formatted document
D. HTML-formatted document

Answer: A

Explanation:

You can write an AWS CloudFormation template (a JSON-formatted document) in a text editor or pick an existing template. The
template describes the resources you want and their settings. For example, suppose you want to create an Amazon EC2. Your
template can declare an instance Amazon EC2 and describe its properties, as shown in the following example:

{

"AWSTenmplateFormatVersion' :

"2010-09-09",

"Description” : "A simple Amazon EC2 instance",



"Resources" : {
"MyEC2Instance" : {

"Type" : "AWS:EC2:Instance",
"Properties” : {

"Tmageld" : "ami-2{726546",
"InstanceType" : "t1.micro"

h
h
h
}

Reference:
httpz//docs.aws.amazon.comy AWSCloudFormation/latest/UserGuide/cfh-whatis- howdoesitwork. html
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