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APMG-International ISO-IEC-27001-Foundation 考試大綱：

主題 簡介

主題 1
Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
strategies to reduce or control the impact of potential uncertainties on organizational goals.

主題 2
Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
integrity.

主題 3
Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
involves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

主題 4
Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.
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最新的 ISO/IEC 27001 ISO-IEC-27001-Foundation 免費考試真題 (Q51-
Q56):
問題  #51 
Which benefit is NOT relevant by implementing an ISMS for an organization?

A. Information security staff will be qualified to ISO/IEC 27001 Foundation level
B. Information security risks are assessed and the probability and/or impact reduced
C. Information security controls are tailored to suit the organization's specific circumstances
D. Information security compliance will increase stakeholder trust in the organization

答案：A

解題說明：
The benefits of implementing an ISMS under ISO/IEC 27001 are well established. Clause 0.1 (General) explains that an ISMS
provides asystematic approach to managing sensitive informationand "preserves confidentiality, integrity, and availability of
information by applying a risk management process and gives confidence to interested parties that risks are adequately managed."
Option A is correct as a benefit, since trust and confidence from stakeholders is an outcome of compliance.
Option C is also a benefit, since controls are chosen and tailored based on organizational context and risk assessment (Clause
6.1.3). Option D reflects another real benefit-reducing the probability and/or impact of incidents through effective risk management.
However,staff qualifications (option B)are not guaranteed benefits of implementing an ISMS. While training and competence (Clause
7.2) are required, the standard does not require or provide ISO/IEC 27001 Foundation-level certification for staff. That is an
external training/certification scheme, not an ISMS outcome.
Therefore, the benefitNOT relevantto implementing ISO/IEC 27001 isB.

問題  #52 
Which activity is a required element of information security risk identification?

A. Prioritize the risk for treatment
B. Determine the risk owners
C. Determine the level of risk
D. Consider the likelihood of the occurrence

答案：B

解題說明：
Clause 6.1.2 defines the mandatory elements of risk assessment. Under risk identification, the standard requires: "identifies the
information security risks:1) apply the information security risk assessment process to identify risks...; and2) identify the risk owners."
By contrast, considering likelihood and determining levels of risk (options B and D) are part ofrisk analysis(6.1.2 d) "assess the
realistic likelihood...";
"determine the levels of risk"), and prioritization for treatment (option C) is part ofrisk evaluation(6.1.2 e)
"prioritize the analysed risks for risk treatment"). Therefore, the specific activity that belongs torisk identificationis toidentify the risk
owners. This sequencing is prescribed to ensure each risk has a designated owner responsible for decisions on treatment and
acceptance downstream.

問題  #53 
What is a requirement for a corrective action made in response to a nonconformity?
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A. They are appropriate to the effects of the nonconformity
B. They do NOT change the organization's information security policies
C. They are proportionate to the likelihood of the nonconformity recurring
D. They always eliminate the cause of the nonconformity

答案：A

解題說明：
Clause 10.1 (Nonconformity and corrective action) specifies:
"The organization shall react to the nonconformity and, as applicable: take action to control and correct it; deal with the
consequences; evaluate the need for action to eliminate the cause(s)...
Corrective actions shall be appropriate to the effects of the nonconformities encountered." This confirms optionB. Option A is
inaccurate-ISO requires actions appropriate toeffects, not probability alone. Option C is false-policies may need updating to correct
nonconformities. Option D is incorrect, as not every cause can always be eliminated; residual issues may exist.
Thus, the verified requirement isB.

問題  #54 
Which action is an organization required to take to ensure that personnel are competent to perform their assigned tasks within the
ISMS?

A. Ensure all personnel are trained to ISO/IEC 27001 Foundation level
B. Ensure that the controls for compliance with legal and contractual requirements are implemented
C. Hold up-to-date records on training, skills, experience and qualifications
D. Identify products which could be used in the organization to improve ISMS performance and effectiveness

答案：C

解題說明：
Clause 7.2 (Competence) requires the organization to:
* "determine the necessary competence of person(s) doing work under its control that affects its information security performance;"
* "ensure that these persons are competent on the basis of appropriate education, training, or experience;"
* "retain appropriate documented information as evidence of competence." This makesholding up-to-date records on training, skills,
experience, and qualifications(D) the correct answer. Option A is irrelevant to competence. Option B is incorrect since ISO does
not require Foundation- level training - competence is context-based. Option C is related to compliance but does not ensure
individual competence.
Thus, the verified correct answer isD.

問題  #55 
Which action is a required response to an identified residual risk?

A. By default, it shall be controlled by information security awareness and training
B. The organization shall change practices to avoid the risk occurring
C. It shall be reviewed by the risk owner to consider acceptance
D. Top management shall delegate its treatment to risk owners

答案：C

解題說明：
Clause 6.1.3 (e) specifies:
"The organization shall obtain risk owners' approval of the information security risk treatment plan and acceptance of the residual
information security risks." This confirms that residual risks - those remaining after risk treatment - must be reviewed and formally
accepted by the designated risk owner. Option A is incorrect; awareness training is not a default control for all residual risks. Option
B misrepresents leadership responsibility; top management ensures processes exist, but risk ownersformally approve residual risk.
Option D (avoiding risk) is a treatment option, not the mandated requirement for residual risks.
Thus, the required response isC: Review and acceptance by the risk owner.

問題  #56
......
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