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Confluent Certified Administrator for Apache Kafka Sample Questions (Q31-
Q36):

NEW QUESTION # 31
What is the correct permission check sequence for Katka ACLs?
What is the correct permission check sequence for Katka ACLs?

A. Allow ACL -> Deny ACL -> Super Users -> Deny
B. Super Users -> Allow ACL -> Deny ACL-> Deny

C. Deny ACL -> Deny -> Allow ACL -> Super Users
D. Super Users -> Deny ACL -> Allow ACL -> Deny

Answer: B
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Explanation:

Kafka checks permissions in the following sequence:

1. Super Users: Ifthe user is a super user (defined via super.users), access is granted immediately.
2. Allow ACL.: Ifthere is a matching Allow ACL, Kafka proceeds to the next step.

3. Deny ACL.: Ifthere is a matching Deny ACL, access is denied (even if an Allow exists).

4. Deny: If no matching ACLs are found, access is denied by default.

This order ensures that super users bypass ACLs, denials override allows, and default is deny.

NEW QUESTION # 32
What does Kafka replication factor provide? (Choose two.)

A. Performance
B. Availability

C. Security
D. Durability

Answer: B,D

Explanation:
Replication ensures that multiple copies of data exist across different brokers, so data is not lost if one broker fails.
With muttiple replicas, Kafka can continue to serve data even if the leader or one replica fails, maintaining service availability.

NEW QUESTION # 33
‘Which option is a valid Kafka Topic cleanup policy? (Choose two.)

A. delete
B. default
C. cleanup
D. compact

Answer: AD

Explanation:
The delete policy deletes old log segments when they exceed the retention period or size.
The compact policy retains only the latest record for each key, enabling efficient key-based storage.

NEW QUESTION # 34

Kafka Connect is running on a two node cluster in distributed mode. The connector is a source connector that pulls data from
Postgres tables (users/payment/orders), writes to topics with two partitions, and with replication factor two. The development team
notices that the data is lagging behind.

‘What should be done to reduce the data lag*?

The Comnector definition is listed below:

{

"name": ""confluent-postgresql-source”,

"connector class": "PostgresSource",

"topic.prefix": "postgresql ",

& nbsp;& nbsp;& nbsp;,...

"db.name": "postgres",

"table. whitelist™: "users.payment.orders",

"timestamp.column.name™: "created_at",

"output.data format™: "JSON",

"db.timezone": "UTC",

"tasks.max": "1"

}
o A Increase the number of Connect Nodes.



¢ B. Increase the number of partitions.
e (. Increase the number of Connect Tasks (tasks max value).
¢ D. Increase the replication factor and increase the number of Connect Tasks.

Answer: C

Explanation:

The connector is currently configured with "tasks.max": "1", which means only one task is handling all tables (users, payment,
orders). This can create a bottleneck and lead to lag, Increasing tasks.max allows Kafka Connect to parallelize work across multiple
tasks, which can pull data from different tables concurrently and reduce lag.

NEW QUESTION # 35
By default, what do Kafka broker network connections have?

A. Encryption and authentication, but no authorization

B. No encryption, no authentication and no authorization
C. Encryption, but no authentication or authorization

D. No encryption, no authorization, but have authentication

Answer: B

Explanation:

By default, Kafka brokers use the PLAINTEXT protocol for network commumication. This means:
* No encryption - data is sent in plain text.

* No authentication - any client can connect without verifying identity.

* No authorization - there are no access control checks by default.

Security features like TLS, SASL, and ACLs must be explicitly configured.

NEW QUESTION # 36
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