EX380Z| 1 EHZ X2, EX30=2SUEQT7IAIEHK =

s,fheom E RE MY ey

DI, §2i= 10009 ol dol HEEC ME BUIE A NHE T BAU 2 2SR £

AT et £ 1

RedHal EX380 @2 B Ex

Roa Het Cartind Soeaiahar it OponGal Ausosnanan B btegranon quam 451 2 a5 £

DunmpTOPQ| RedHat®!E EX380AI R HZ = AlM AR 7|E2H 2 Y EME ROIE SFARZA AIHEX
HEo| &gl EaLCLITHA M A& SAsiSE ITAUAES REHS| RE AASE 581 AL KHE21E
HE3Hok g LTt DunpTOPL| RedHat! & EX380AI&'HZ 2 01242 RedHat®!E EX380AIEE &lH A EM L.
ITAHASE 50| =M ECt i =UECH MUK A HF S Bfol e B2 A =RILICH

RedHat EX380AI BT A & 04242 0| ot ' L|Ct. DumpTOPL| RedHat EX380 R Z 2 A& E &7 mA§ £o0| silo}
2 o2 B8 B &LICH RedHat EX380EH Z | G2 & CH2ol HAIH FOHZAE Ol MW A FRULIC ot & W
2l HZE HotM Al mASH T X AS MEM L.

>>EX380%| I HI KB <<

EX380E2 S Q7| Al8EAIR - EX380%]| Al A BEXE

QIME Bn F™ET |G o] ALE[ol M ITHA A ES 217|7} ot F B &LICHSH KBt e ZHET FAYE =+
AUELICHE2 ITAURERE of2d2 ASAIHE WA S04 Xt7|BFel X 2[& X|74okRF EH—IEP 2 2| DumpTOPAHIME
O MEXHSZ O[HE ITUMENH HEISHH AlEHE WA JALE R ARES MS6HT UA&LICH

RedHat 1 ZEX38021 52 ol F £ 8t QIFAIFS 0| stLteLict. DuinOPQ.lRedHatol"EX380E Alge stutol
HEstMR.

%| &l Red Hat OpenShift EX380 2 M Z2 A (Q10-Q15):

A2 #10
Resolve group synchronization conflicts (prune stale data)
Task Information : Run group sync with pruning to remove stale OpenShift group memberships that no longer exist in LDAP.

He:

MY

See the solution below in Explanation:

Explanation:

* Run group sync with prune controls

* oc adm groups sync --sync-config=groupsync.yaml --confirm --prune-whitelist=/tmp/whitelist. txt
* Prune removes stale memberships/groups, but whitelist protects selected groups from pruning,

* Verify group membership reflects LDAP

* oc describe group < groupname >

* Confirms removed users are no longer listed.

AE#11
Identity Management - Create CA ConfigMap
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See the solution below in Explanation:

Explanation:

Step 1: Ensure the certificate file thds_ca.crt is available in your current working directory or use the correct path.

The Task requires creating a configmap from this CA certificate file.

Step 2: Run the command:

oc create configmap rhds-ca-config-map --from-file ca.crt=rhds_ca.crt -n openshift-config Step 3: Confirm the configmap is
created.

The lab output shows:

configmap/rhds-ca-config-map created

Detailed explanation:

This creates a configmap named rhds-ca-config-map in the openshift-config namespace and maps the local file rhds_ca.crt to the
key nae ca.crt inside the configmap. This is important in external identity integration because OpenShift may need to trust a custom
certificate authority when communicating with LDAP or another secured external service. By placing the certificate in a configmap,
the authentication operator or related cluster configuration can reference it cleanly. The key name matters because many OpenShift
resources expect a CA bundle key with a specific filename-like convention. If the file path is wrong, the command fails immediately.
Ifthe configmap name or key mapping is wrong, the authentication provider referencing it may not trust the external endpoint.

HE #12
Deploy Event Router and capture Kubernetes events in logging
Task Information : Deploy an event router so Kubernetes events are recorded as logs, then trigger events and confirm they appear in

logging queries.
HH:

MH.

See the solution below in Explanation:

* Deploy event router resources

* Apply a deployment/serviceaccount/rolebinding manifest for eventrouter:

* oc apply -feventrouter.yaml -n openshift-logging

* Eventrouter watches event API and writes them to stdout (collected by logging).
* Verify eventrouter pod is running

* oc -n openshift-logging get pods | grep -1 event

* Trigger some events

* oc -n default run evtest --image=busybox --restart=Never -- sleep 1

* oc -n default delete pod evtest

* Creation/deletion generates events.

* Query logs for events

* In the logging Ul/backend, search for the namespace/pod name evtest or eventrouter messages.
* Explanation: Validates that events are being converted to searchable logs.

EE#13
Configure log forwarding to an external endpoint
Task Information : Configure Cluster Logging to forward application logs to an external output using ClusterLogForwarder.

e

MY

See the solution below in Explanation:

Explanation:

* Verify logging namespace and resources

* oc get ns openshift-logging

* oc -n openshift-logging get clusterlogforwarder

* ClusterLogForwarder configures pipelines and outputs.

* Create/Edit ClusterLogForwarder (example structure)

* Define an output (external system) and pipeline selecting application logs.
* Apply via YAML:



* oc -n openshift-logging apply - f clusterlogforwarder.yaml

* Validate collector pods are healthy

* oc -n openshift-logging get pods

* Forwarding relies on collectors (vector/fluentd depending config).

* Generate a test log line

* oc -n openshift-logging run logger --image=busybox --restart=Never -- /bi/sh -¢ 'echo hello- forwarding; sleep 5'
* This creates a known message to search in the external endpoint.

* Confirm logs arrive at destination

* Use your external systems query/search to confirm hello-forwarding,

A2 #14
Configure resiliency using a PodDisruptionBudget
Task Information : Ensure at least 2 replicas of payments/api remain available during voluntary disruptions.

He:

dY:

See the solution below in Explanation:
Explanation:

* Create PDB

* cat << EOF | oc -n payments apply -f-
* apiVersion: policy/vl

* kind: PodDisruptionBudget

* metadata:

* pame: api-pdb

* spec:

* minAvailable: 2

* selector:

* matchLabels:

* app: api

* EOF

* minAvailable: 2 blocks evictions that would reduce availability below 2.
* Verify PDB

* oc -n payments get pdb

* oc -n payments describe pdb apipdb
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