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Docker Certified Associate (DCA) Exam 52 58 DCA BB &E (Q23-Q28):

HR#23

In Docker Trusted Registry, is this how a user can prevent an image, such as 'nginx’latest', from being overwritten by another user
with push access to the repository?
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Solution: Remove push access from all other users.

o A Yes
e B.No

IEf#: B

A -

While removing push access fromall other users can prevent an image from being overwritten, it's not the only way and might not be
the most efficient or practical solution, especially in a collaborative environment. Docker Trusted Registry (DTR) provides a feature
called 'Tmmutable Tags' which can be used to prevent an image, such as 'nginxlatest', from being overwritten. Once a tag is marked
as immutable, DTR will prevent any user from pushing the same tag to the repository, thus preserving the image. This allows for
better version control and prevents accidental overwrites. Therefore, the solution to prevent an image from being overwritten is not
Just to remove push access fromall other users, but to use the features provided by DTR like 'Tmmutable Tags'.

HA #24
In Docker Trusted Registry, how would a user prevent an image, for example 'nginx’latest' from being
overwritten by another user with push access to the repository?

A. Use the DTR web UI to make the tag immutable.

B. Keep a backup copy of the image on another repository.
C. Remove push access fromall other users.

D. Tag the image with 'nginx:immutable’

Ef: A

B #25
Which of the following is true about using the '-P' option when creating a new container?

A. Docker binds each exposed container port to a random port on all the host's interface

B. Docker gives extended privileges to the container.

C. Docker binds each exposed container port with the same port on the host

D. Docker binds each exposed container port to a random port on a specified host nterface

EfE: A

E Y #26

Your organization has a centralized logging solution, such as Splunk.

Will this configure a Docker container to export container logs to the logging solution?
Solution: docker system events --filter sphunk

o A. Yes
e B.No

EfE: B

AR

Explanation

= The solution will not configure a Docker container to export container logs to the logging solution, such as Splunk. The command
docker system events --filter splunk is not a valid command to send logs to a remote destination. The --filter option for docker
system events only accepts the following keys: container, daemon, event, image, label, network, plugin, type, and volumel. splunk is
not a valid key for filtering events. To configure a Docker container to export container logs to a logging solution, such as Splunk,
youneed to use the --log-driver and --log-opt options when creating or running the container2. For example, to use the Splunk
logging driver, you can use the following command:

docker run --log-driver=splunk --log-opt splunk-toker=176FCEBF-4CF5-4EDF-91BC-703796522D20

--log-opt splunk-urk=https7/splunkhost:808S ...

This command will send the container logs to the Splunk HTTP Event Collector (HEC) endpoint specified by the splunk-url option,
using the authentication token provided by the splunk-token option3. You can also use other logging drivers, such as syslog, fluentd,



gelf] etc., depending on your logging solution4. References:
* 1: docker system events | Docker Docs

* 2: Configure logging drivers | Docker Docs

* 3: Splunk logging driver | Docker Docs

* 4: Supported logging drivers | Docker Docs

HE #27
Froma DevOps process standpoirt, it is best practice to keep changes to an application in version control. Which of the following
will allow changes to a docker Image to be stored in a version control system?

A. docker commit

B. A docker-compose.ym file
C. docker save

D. A dockerfile

EfE: A

B #28
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