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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q200-Q205):
NEW QUESTION # 200 
A recent security audit is reporting several unsuccessful login attempts being repeated at specific times during the day on an Internet
facing authentication server. No alerts have been generated by the security information and event management (SIEM) system. What
PRIMARY action should be taken to improve SIEM performance?

A. Enhance logging detail
B. Implement role-based system monitoring
C. Confirm alarm thresholds
D. Audit firewall logs to identify the source of login attempts

Answer: D

NEW QUESTION # 201 
Refer to the information below to answer the question.
An organization experiencing a negative financial impact is forced to reduce budgets and the number of Information Technology (IT)
operations staff performing basic logical access security administration functions.
Security processes have been tightly integrated into normal IT operations and are not separate and distinct roles.
Which of the following will MOST likely allow the organization to keep risk at an acceptable level?

A. Assigning privileged functions to appropriate staff
B. Removing privileged accounts from operational staff
C. Increasing the amount of audits performed by third parties
D. Separating the security function into distinct roles

Answer: A

NEW QUESTION # 202 
Which statement below BEST describes the primary purpose of risk
analysis?

A. To create a clear cost-to-value ratio for implementing security controls
B. To influence site selection decisions
C. To quantify the impact of potential threats
D. To influence the system design process

Answer: C

Explanation:
The correct answer is "To quantify the impact of potential threats". The main purpose of
performing a risk analysis is to put a hard cost or value onto the loss of a business function.
The other answers are benefits of risk management but not its
main purpose.

NEW QUESTION # 203 
Which of the following regulations dictates how data breaches are handled?

A. Payment Card Industry Data Security Standard (PCI-DSS)
B. National Institute of Standards and Technology (NIST)
C. General Data Protection Regulation (GDPR)
D. Sarbanes-Oxley (SOX)

Answer: C

Explanation:



The General Data Protection Regulation (GDPR) is a regulation that dictates how data breaches are handled, among other data
protection and privacy requirements. The GDPR applies to any organization that processes the personal data of individuals in the
European Union (EU), regardless of the location of the organization. The GDPR defines a personal data breach as "a breach of
security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed". The GDPR requires the organization to notify the supervisory authority of the data
breach within 72 hours of becoming aware of it, unless the breach is unlikely to result in a risk to the rights and freedoms of the
individuals. The GDPR also requires the organization to notify the affected individuals of the data breach without undue delay, if the
breach is likely to result in a high risk to their rights and freedoms.

NEW QUESTION # 204 
Refer to the information below to answer the question.
In a Multilevel Security (MLS) system, the following sensitivity labels are used in increasing levels of sensitivity: restricted,
confidential, secret, top secret. Table A lists the clearance levels for four users, while Table B lists the security classes of four
different files.
In a Bell-LaPadula system, which user has the MOST restrictions when writing data to any of the four files?

A. User C
B. User B
C. User A
D. User D

Answer: D

NEW QUESTION # 205
......
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