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L’E An organization wants (o gather and interpret logs from its cloud environment,
Which system should the organzmtion use for s lsk?
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NEW QUESTION # 20
‘Which characteristic of cloud computing refers to sharing physical assets among muiltiple customers?

A. Rapid scalability

B. Resource pooling

C. Measured service

D. On-demand self-service

Answer: B

Explanation:

Resource pooling is one of the core characteristics of cloud computing defined by NIST. It refers to the provider's ability to serve
multiple custormers by dynamically allocating and reallocating computing resources such as storage, processing, memory, and
network bandwidth. These resources are abstracted using virtualization, ensuring that customers remain isolated fiom one another
even though they share the same physical assets.

Rapid scalability describes elasticity, on-demand self-service allows users to provision resources without provider intervention, and
measured service refers to metering usage. None of these concepts directly describe the multi-tenant model of shared resources.
Resource pooling improves efficiency, reduces costs, and provides flexibility, but it also introduces new security considerations such
as data isolation and hypervisor security. Customers must ensure that providers implement strong controls to prevent data leakage or
cross-tenant compromnise.

NEW QUESTION # 21
An organization is considering a cloud provider that has multivendor pathway connectivity. What does this feature provide?

A. Contracts with heating, ventilation, and air conditioning (HVAC) providers
B. Contracts with fuel providers

C. Connections to several electric providers that are not on the same grid

D. Connections to several internet service providers

Answer: D

Explanation:

Multivendor pathway connectivityrefers to a cloud provider's ability to maintain connections with multiple internet service providers
(ISPs). This ensures redundancy and reduces the risk of outages due to a single ISP failure.

Electric providers, fuel vendors, and HVAC contracts support facility resilience, but they are not directly tied to connectivity. The
purpose of multivendor pathways is specifically to guarantee uninterrupted network access and resilience for customer workloads.
By maintaining ISP redundancy, cloud providers improve availability and meet SLA commitments. This capability is especially
critical for enterprises requiring high uptime or operating in regions where connectivity disruptions are common. It also provides
flexibility in bandwidth management and routing optimization.

NEW QUESTION # 22

An organization's security architects determined that all authentication and authorization requests need to be validated before any
employee can access corporate resources. Because of this, the organization needs to implement a system that stores and manages
the employees' credential information and then validates any requests sent. Which system would allow the organization to meet the
architects' requirements?

e A Identity provider (IdP)
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® B. Zero trust
e (. Bastion host
¢ D. Hardware security module (HSM)

Answer: A

Explanation:

Anldentity Provider (IdP)is a system that stores and manages identity information and validates authentication and authorization
requests. IdPs are critical in cloud and hybrid environments, supporting protocols such as SAML, OAuth, and OpenID Connect for
federated access.

An HSM manages encryption keys, not identities. Zero Trust is a security philosophy requiring continuous verification, but the
system that enforces authentication is the IdP. A bastion host provides secure administrative access but does not manage identity.
By using an IdP, organizations centralize credential management, enforce multifactor authentication, and integrate with Single Sign-
On (SSO). This reduces password fatigue, increases security, and ensures consistent access control policies across applications and
services.

NEW QUESTION # 23

As part of training to help the data center engineers understand different attack vectors that affect the infrastructure, they work on a
set of information about access and availability attacks that was presented. Part of the labs requires the engineers to identify different
threat vectors and their names. Which threat prohibits the use of data by preventing access to it?

A. Denial of service
B. Rainbow tables
C. Encryption

D. Brute force

Answer: A

Explanation:

The described threat is aDenial of Service (DoS)attack. In security contexts, a DoS attack aims to make a system, application, or
data unavailable to legitimate users by overwhelming resources. Unlike brute force or rainbow table attacks, which target
authentication mechanisis, or encryption, which is a defensive control, DoS focuses on disrupting availability-the "A" in the
Confidentiality, Integrity, Availability (CIA) triad.

DoS can be executed in many ways: flooding a network with traffic, exhausting server memory, or overwhelming application
processes. When scaled by multiple coordinated systerns, it becomes a Distributed Denial of Service (DDoS) attack. In either case,
the effect is the same-authorized users cannot access critical data or services.

For cloud environments, where service uptime is crucial, DoS protections such as rate limiting, auto-scaling, and upstream filtering
are essential. Training data center engineers to recognize DoS helps them understand the importance of resilience strategies and
ensures continuity planning includes availability safeguards.

NEW QUESTION # 24
Which platform component includes containers and storage?

A. Networking
B. Security

C. Compute
D. Monitoring

Answer: C

Explanation:

Thecomputecomponent of a cloud platform encompasses resources used to run workloads, including containers, virtual machines,
and storage tied directly to those workloads. Compute services are the foundation of cloud infrastructure, enabling execution of
applications and management of data.

Security, monitoring, and networking are supporting components but do not include execution environments.

Compute resources scale elastically, allowing organizations to match demand and optimize cost.

By combining containers and storage within compute, cloud platforms allow rapid deployment, portability, and isolation of
applications. This component underpins modern architectures like Kubernetes and serverless computing, providing agility and
efficiency.
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