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HP Aruba Certified Network Security Associate Exam 58 X HPE6-A78 & Bk
& (Q71-Q76):

"B #7
What is a guideline for creating certificate signing requests (CSRs) and deploying server Certificates on ArubaOS Mobility
Controllers (MCs)?

A. Create the CSR and public/private keypair offline If you want to install the same certificate on multiple MCs.

B. Create the CSR online using the MC Web Ul if your company requires you to archive the private key.

C. Generate the private key online, but the public key and CSR offline, to install the same certificate on multiple MCs.
D. if you create the CSR and public/private Keypair offline, create a matching private key online on the MC.

IEf#: B

B #72
What are some functions of an AruDaOS user role?

A. The role determines which wireless networks (SSiDs) a user is permitted to access

B. The role determines which authentication methods the user must pass to gain network access
C. The role determines which firewall policies and bandwidth contract apply to the clients traffic
D. The role determines which control plane ACL rules apply to the client's traffic

IEfE: C
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An ArubaOS user role determines the firewall policies and bandwidth contracts that apply to the client's traffic. When a user is
authenticated, they are assigned a role, and this role has associated policies that govern network access rights, Quality of Service
(QoS), Layer 2 forwarding, Layer 3 routing behaviors, and bandwidth contracts for users or devices.

Aruba Networks official documentation on user roles in ArubaOS.
Technical guides that detail user role definitions and their impact on network policies.

R #73

Two wireless clients, client 1 and client 2, are connected to an ArubaOS Mobility Controller. Subnet

10.1.10.10/24 1s a network of servers on the other side of the ArubaOS firewall. The exhibit shows all three firewall rules that apply
to these clients.

Refer to the exhibit.
Global Rules

P VERSION SOURCE DESTINATION SERMICE/APPLICATION

4

Rules of thig Role only
WP VERSION SOURCE DESTINATION SERVICE/APPLICATION

Ipvd

+

Which traffic is permitted?

e A an HTTPS request fromclient 1 to client 2 and an HTTPS request from client 2 to client 1



¢ B. an HTTPS request fromclient 1 to 10.1.10.10 and an HTTPS request from 10.1.10.11 to client 1
e C. an HTTPS request from 10.1.10.10 to client 1 and an HTTPS re-sponse fromclient 1 to 10.1.10.10
e D. an HTTPS request fromclient 1 to 10.1.10.10 and an HTTPS response from 10.1.10.10 to client 1

IEf#: D
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Based on the exhibit showing the firewall rules, the following traffic is permitted:

Client 1 is allowed to send HTTPS traffic to any destination within the subnet 10.1.10.0/24 because there is a permit rule for the
user to access sve-https to that subnet.

Responses to initiated connections are typically allowed by stateful firewalls; hence, an HTTPS response from 10.1.10.10 to client 1
is expected to be permitted even though it is not explicitly mentioned in the firewall rules (assuming the stateful nature of the firewall).

HA #74
What is a vulnerability of an unauthenticated Dime-Heliman exchange?

¢ A Diffie-Hellman with elliptic curve values is no longer considered secure in modem networks, based on NIST
recommendations.

¢ B. A brute force attack can relatively quickly derive Diffie-Hellman private values if they are able to obtain public values

e C. Participants must agree on a passphrase in advance, which can limit the usefulness of Diffie- Hell man in practical contexts.

¢ D. A hacker can replace the public values exchanged by the legitimate peers and launch an MITM attack.

Ef: D

HE#75
The first exhibit shows roles on the MC, listed in alphabetic order. The second and third exhibits show the configuration for a
WLAN to which a client connects. Which description of the role assigned to a user under various circumstances is correct?

Refer to the exhibits.

— Mobility Controller > Aruba_MC

Dashboard

Roles PoliCies Applications Aliases

WLANSs Roles ¢

NAME B RULES
Access Points - -
AP Groups i & i
Authentication : :
Services i 32 Rule
Interfaces tateful-dot1x —
System a
Tasks Y .

MyEmployees General VLANs Security Access



B LAl s A

A. A user fails 802.1X authentication. The client remains connected, but is assigned the "guest" role.

B. A user authenticates successfully with 802.1 X. and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employeel." The client's role is "guest."

e (. A user authenticates successfully with 802.1X, and the RADIUS Access-Accept includes an Aruba-User-RoleVSA set to
"employeel." The client's role is "employeel."

D. A user authenticates successfully with 802.1X. and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employee." The client's role is "guest."

Ef#: C
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Ina WLAN setup that uses 802.1X for authentication, the role assigned to a user is determined by the result of the authentication
process. When a user successfully authenticates via 802.1X, the RADIUS server may include a Vendor-Specific Attribute (VSA),
such as the Aruba-User-Role, in the Access-Accept message.

This attribute specifies the role that should be assigned to the user. If the RADIUS Access-Accept message includes an Aruba-
User-Role VSA set to "employeel", the client should be assigned the "employeel" role, as per the VSA, and not the default "guest"
role. The "guest" role would typically be a fallback if no other role is specified or if the authentication fails.
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