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FEY Z Hh R 1
¢ Troubleshooting

FEY 21
¢ This section of the exam measures the skills of System Administrators and focuses on resolving problemns at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,
hEY 72 stallations, and both device-level and ADOM-level issues, as well as identify and resolve system

problens effectively.

o Admunistration: This section of the exam measures the skills of System Administrators and covers the
FEy 23 essential features of FortiManager. It includes the mitial configuration process and the setup of
admunistrative domains (ADOMs), ensuring smooth system management.

¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
NEY 2 4 on registering devices within ADOMs and handling device configurations. Candidates also learn how to
install changes through scripts and diagnose issues using the revision history.

Fortinet FCP - FortiManager 7.6 Administrator 38 € FCP_FMG_AD-7.6 &
B FRE (Q21-Q26):

HA#21
An administrator must create a policy and install it on a FortiGate device within an ADOM in backup mode.
How can the administrator perform this task?

A. Use a FortiManager script to apply the configuration changes.

B. Use the Install Wizard located on the device manager.

C. Enable workflow mode to allow policy creation and approval.

D. Make sure the ADOM and FortiGate firmware versions match and use the ADOM policy package.

IEfE: A
R -

In backup mode, FortiManager does not directly manage policy installation via the usual ADOM policy packages; instead,
administrators use FortiManager scripts to push configuration changes, including policies, to FortiGate devices.

B #22
Refer to the exhibit.
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FortiManager address object

Edit Address - LAN
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IP/Netmask
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Static Route Configuration

Comments
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Advanced f

Per-Device Mapping

l + Create New | [

[0 Mapped Device ¢

0O BR1-FGT-1 [root] IP/Netmask: 10.10.10.5/255.255.255.255
0O HQ-NGFW-1 [root] IP/Netmask: 172.16.5.20/255.255.255.255
O @ Remote-Firewall [root] IP/Netmask: 21.21.2.5/255.255.255.255
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Details ¢ n

An admmnistrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an
ADOM.
After the installation operation is performed, which IP/netmask will be installed on Remote-Firewall
[VDOM1] for the LAN firewall address object?

M
R

A 172.16.5.0/255.255.255.0
B. 21.21.2.5/255.255.255.255
C. 10.10.10.5/255.255.255.255
D. 172.16.5.20/255.255.255.25

: B

5



fiE L
The per-device mapping overrides the global [P/netmask setting for the firewall address object. For the device
"Remote-Firewall," the mapped [P/netmask is 21.21.2.5/255.255.255.255, so this value will be installed on Remote-Firewall

[VDOMI].

R #23
Refer to the exhibits.
FortiManager device database
IF | Search Q Connectivity Device Conff
B Managed FortiGate (4) @ Connection . @ & Svnchroniz
4 BR1-FGT-1 @ Model Device @ @ Modifed
#+ HQ-NGFW-1
@ Local-Firewall
@ Remote-Firewall
Logging FortiGate (4)
© Managed FortiAnalyzer (1) 4 3 &, Install v \ ) Table View~ | | § Morew | [ 22 Full Screen
4 FortiAnalyzer
[0  Device Name 2 Config Status ¢ Provisioning Templates ¢ Policy Package Status <
) » #BRIFGT-1 v Synchronized v @) default OBR1FGT1
00 # HQ-NGFW-1 AModified A3 default v HQ-NGFW-1
O @ Local-Firewall A Modified A [ default A Central
O @ Remote-Firewall A Modified A (3 default A Central
F:ZRTINET
Installation Targets Central policy package
IF | Searc Q  [@ed
O£ BR1-FGT-1 [0  Installation Target & Conhg Status - Policy Package Status 2
98 Central O #BRIFGT v Synchronized © BR1-FGT-1
A Pty O @ Local-Firewall © Unknown A Central
O @ Remote-Firewall © Unknown A Central
O HQ-NGFW-1
O default

FERITINET.

An admmnistrator has been asked to install the same policies froma central policy package onto the BR1-FGT-
1 firewall.

The administrator added BR1-FGT-1 as a target in the central policy package installation.

What should the administrator do when reinstalling the central policy package on the BR1-FGT-1 firewall?

e A. Import the policy package to change the unknown status and synchronize the policy package.

e B. Assign only one policy package to the firewall because FortiManager does not allow more than one policy package
assigned per device at the same time.

e C. First resolve the modified status in the configuration and provisioning templates to allow a smooth installation.

e D. Use the install wizard to install the central policy package on the BR1-FGT-1 firewall.

IEf#: D

f#EEL:
Using the Install Wizard is the recommended method to reinstall the central policy package on the BR1-FGT-
1 firewall, ensuring all settings, installation targets, and dependencies are correctly processed during installation.

R #24

The administrator uses FortiManager to push a CLI script using the Remote FortiGate Directly (via CLI) option to configure an
IPsec VPN. However, when running the script, the administrator receives the following error:

config vpn ipsec phase2-interface [parameter(s) invalid. detail: object mismatch] What must the administrator do to resolve the script
error and successfully apply the IPsec configuration?



A. Add the end command after finishing the IPsec phase 1-interface configuration block.
B. Use IPsec templates to deploy provisioning templates.

C. Add a second config vpn ipsec phase2-interface block without linking it to phasel.
D. Run the script using the policy package or ADOM database method.

Ef#: D

R -
‘When you execute a script directly on a device, the changes are automatically applied on the device. You do not need to take any
further action to apply the changes; however, you cannot preview the changes before they are applied.

HM #25
Refer to the exhibit. Which two statements about the output are true? (Choose two.)

'F;:ar:.til‘:f;mager -#-diagnose dvm device list 5 T Q— T
=== There are currently 1 devices/vdoms managed ---

~ There are currently 1 devices/vdoms count for license ---

NET

TYPE oID SN HA 1P NAME ADOM IPS FIRMWARE

fmgfaz-managed 325 FGVMO10000077646 - 10.@.1. 200 ISFW ADOM2 6.00741 (regular) 7.0 MR4 (2463)
|- STATUS: dev-db: modified; genfs ifi"sync; cond: pending; dm: retrieved; conn: up
|- vdom:[3]root flags:1sadomsADOM2 pkg: [imported]ISFW

¢ A Configuration changes have been installed on FortiGate, which means the FortiGate configuration has been changed.
¢ B. The latest revision history for the managed FortiGate does not match the device-level database.

¢ (. The latest revision history for the managed FortiGate does match the FortiGate running configuration.

¢ D. Configuration changes directly made on FortiGate have been automatically updated to the device-level database.

Ef: B. C

fEE R

- conf in sync - This is the sync status which shows that the latest revision history is in sync with Fortigate's configuration.

- There is a new modification on FortiManager device level DB (dev-db: modified) which wasn't installed to FortiGate (cond:
pending)

B #26
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