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Palo Alto Networks SD-WAN Engineer Sample Questions (Q51-Q56):

NEW QUESTION # 51
An engineer at a managed services provider is updating an application that allows its customers to request firewall changes to also
manage SD-WAN. The application will be able to make any approved changes directly to devices via APIL.
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What is a requirement for the application to create SD-WAN interfaces?

A. XML APT's "InterfaceProfiles/sdwan" parameter on a firewall device

B. REST APTI's "sdwanlnterfaceprofiles” parameter on a Panorama device
C. REST API's "sdwanInterfaces" parameter on a firewall device

D. XML APT's "sdwanprofiles/interfaces" parameter on a Panorama device

Answer: C

Explanation:

In Palo Alto Networks PAN-OS SD-WAN environments, automation and orchestration are key components for service providers
managing large-scale deployments. The PAN-OS REST API provides a modem, structured way to programmatically manage
configuration objects, including those required for SD-WAN functionality.

‘When an application is designed to push changes directly to devices (individual firewalls) rather than through a centralized template in
Panorama, it must interact with the firewall's local REST API. To successfully create a virtual SD-WAN interface, the application
nust target the correct resource URL. In the PAN-OS API schemn, the logical SD-WAN interface-which groups physical links to
enable application-based path selection-is managed via the sdwanlnterfaces parameter within the REST APL

It is important to distinguish between the interface itself and the profiles that support it. Option A refers to sdwanlnterfaceprofiles,
which are the objects used to define the characteristics of a link (such as bandwidth, link type, and monitoring frequency), but not the
interface itself. Furthermore, since the scenario specifies making changes "directly to devices," the target must be the firewall rather
than Panorama. While Panorama can manage these objects via templates, a direct-to-device automation workflow necessitates using
the firewall's REST API endpoint. Utilizing the REST API over the legacy XML API is the recommended standard for modern
mtegrations due to its ease of use with JSON payloads and alignment with contemporary DevSecOps practices. By using the
sdwanlnterfaces parameter on the firewall, the MSP application can programmatically bind physical Layer 3 mnterfaces to the SD-
WAN fabric.

NEW QUESTION # 52
Which component of Prisma SD-WAN is responsible for distributing User-1P and user-group mappings to branch devices that
match the corresponding source IPs?

A. DCION

B. NGFW

C. Cloud Identity Engine
D. Controller

Answer: D

Explanation:

In the Prisma SD-WAN architecture, the Controller serves as the centralized management and control plane for the entire fabric.
While the Cloud Identity Engine (CIE) is the component responsible for collecting and consolidating user-to-IP mappings from
various identity providers (such as Active Directory, Okta, or Azure AD), it does not directly manage the distribution of this
operational data to the individual ION devices at the branch level

Instead, the Prisma SD-WAN Controller integrates with the Cloud Identity Engine to ingest these identity mappings. Once the
Controller has synchronized the User-1P and user-group information, it acts as the primary orchestrator. It is responsible for
distributing these mappings down to the ION devices across all sites. This distribution ensures that when an ION device sees traffic
froma specific source IP, it can accurately associate that traffic with a specific user or group based on the metadata provided by the
Controller.

By centralizing this distribution through the Controller, Prisma SD-WAN ensures consistency across the network. Branch ION
devices can then apply Application-Based Path Selection and security policies based on user identity rather than just IP addresses.
This architectural design offloads the processing requirements of maintaining direct connections to identity providers from the branch
hardware, allowing the Controller to handle the heavy lifting of orchestration and global synchronization of identity data.

NEW QUESTION # 53

An administrator has configured a Zone-Based Firewall (ZBFW) policy on a branch ION. They created a rule to "Allow" traffic
from the "Guest" zone to the "Internet" zone. However, users in the "Guest" zone are reporting they cannot reach a specific public
webstite, and the Flow Browser shows the flow state as

"REJECT".

What is the most likely reason for this specific rejection, assuming the "Allow" rule is correctly placed at the top of the list?



A. The "Allow" rule does not have the specific "Application” defined (it is set to Any), causing a mismatch.
B. The inplicit default action at the bottom of the security policy is "Deny All".

C. There is a "Deny" rule in the "Global" policy stack that is taking precedence over the "Local" site rule.
D. The ION device does not support firewalling for HT TP traffic.

Answer: C

Explanation:

Comprehensive and Detailed Explanation

In Prisma SD-WAN, security policies can be applied via Policy Stacks, which often have a hierarchy.

* Stack Precedence: A common configuration involves a Global Security Stack (applied to all sites) and a Local/Site Security Stack
(specific to one site). If the administrator configured a "Global'" rule that says "Deny Access to Gambling Sites" (or a specific IP list),
and that rule is higher in the binding order or part of a higher-priority stack, it will enforce the block before the local "Allow Guest to
Internet" rule is processed.

* Specifics of "REJECT": The state REJECT specifically implies a policy enforcement action (sending a TCP RST or ICMP
Unreachable) rather than a silent drop or a routing failure.

* Why not A? Ifthe "Allow" rule is at the top and matches the traffic parameters (Zone/IP), the Default Deny at the bottom would
never be reached. The issue implies a higher priority Deny exists.

NEW QUESTION # 54

When defining a Path Quality Profile (SLA) for a "Transactional” application group (e.g., Citrix, Oracle), the administrator sets the
"Packet Loss" threshold to 1%.

‘What happens to the traffic for this application if all active paths currently exceed this 1% loss threshold?

A. The traffic is queued indefinitely until a path recovers.

B. The system automatically enables a Backup path, even if the Active paths are technically "Up" but degraded.
C. The traffic is dropped to prevent data corruption.

D. The system selects the best available path (lowest loss) among the active paths, even if it violates the profile.

Answer: D

Explanation:

Comprehensive and Detailed Explanation

This behavior describes the "Best Available Path" logic inherent in Prisma SD-WAN's availability design.

SLA Thresholds: Path Quality Profiles act as filters to identify conpliant paths.

Total Violation: Ifall configured "Active" paths violate the SLA (e.g,, Path A has 2% loss, Path B has 5% loss, and the threshold is
1%), the system does not drop the traffic (Option A) because maintaining connectivity is prioritized over perfect quality.

Selection Logic: The system enters a fallback state where it compares the available active paths and selects the "Least Bad" one-the
path that is closest to meeting the SLA (in this case, Path A with 2% loss).

Backup Paths: Traffic would only move to a Backup path (Option D) if the policy explicitly configures the backup path to engage
upon SLA violation of the active set. However, strictly speaking, if only active paths are considered and all fail, it picks the best of
the active group rather than blackholing the traffic.

NEW QUESTION # 55
When integrating Prisma SD-WAN with Prisma Access, what is the specific role of the Service Connection (SC)?

e A ltis the SSL VPN portal used by mobile users to connect to the network.

e B. It is the peering link between different Prisma Access regions to optimize global traffic.

e (. It connects the Prisma Access cloud infrastructure back to the customer's Headquarters or Data Center for access to
internal private resources (e.g., AD, DNS, Intranet).

e D. Itis the IPSec tunnel that connects a Branch site to the Prisma Access gateway for internet access.

Answer: C

Explanation:

Comprehensive and Detailed Explanation

In the Prisma Access architecture (integrated with SD-WAN), distinct connection types serve different purposes.

Remote Networks: These are the connections from your Branch sites (using [ON devices) into the cloud. They allow branches to
get to the internet or other branches.



Service Connections (SC): This is a specialized high-bandwidth connection used to bridge the Prisma Access Cloud to your Private
Data Center or Headquarters.

The primary use case for a Service Connection (Option A) is to allow mobile users and branch users (who are connected to the
Prisma cloud) to reach private, centralized resources that still reside on-premise, such as Active Directory controllers, legacy
databases, or mainframes. Without a Service Connection, users in the cloud would be able to reach the mternet and each other, but
not the servers physically located in your HQ data center. The CloudBlade autormates the creation of these tunnels, but
architecturally, the "Service Connection" is the "cloud-to-HQ" bridge.

NEW QUESTION # 56
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