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HRE #24
A security analyst finds that the Al systemis under a denial-of-wallet attack. Which of the following should the analyst enforce to
protect the company? (Choose two.)

A. Modality controls

B. Application programming interface (API) rate controls
C. Model fine-tuning

D. Content delivery network (CDN)

E. Output token controls

F. Endpoint access controls

Ef#: B. E

R«
API rate controls limit the number of requests within a set timeframe, preventing attackers from overloading the system and driving
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up costs.
Output token controls restrict the length of responses, reducing unnecessary token usage that attackers might exploit in a denial-of-
wallet attack.

B #25

A company develops an Al model to diagnose patients. Hospitals access the model through an integrated application programming
interface (API). The security team performs a denial-of- service (DoS) attack via brute force on the model. Which of the following
controls would have prevented this issue?

A. Model guardrails
B. Pronpt firewall

C. Rate limiting

D. Tokenization
Ef@: C

R -
Rate limiting restricts the number of API requests within a specific timeframe, preventing brute- force attempts that can overwhelm
the Al model and cause denial-of-service conditions.

HM #26

A financial organization implements a new Al-based fraud detection system to flag suspicious transactions. A security analyst
discovers that it occasionally blocks legitimate transactions.

Which of'the following is the best recommendation?

A. Encrypting all the data processed by Al and applying further access controls
B. Implementing Al token usage and rate limits

C. Retaining the model with more data and recent transaction patterns

D. Rolling back the model and using a traditional fraud detection system

Ef#: C

fi .-

False positives occur when the Al model lacks sufficient or representative training data.

Retraining the model with more diverse and recent transaction patterns improves accuracy, reducing the chance of legitimate
transactions being incorrectly flagged.

R #27

A security administrator needs to improve an Al model. During an initial investigation, the administrator notices that two successive
login features are recorded every day, and then a successful login occurs after a specific time interval. All the successful login
attempts have been during office hours.

Which of the following techniques should the administrator use to improve the Al model's security?

A. Access management
B. Vulnerability analysis
C. Pattern recognition
D. Signature matching

IEf: C

AR :

The administrator is analyzing repeated login behaviors and time-based patterns that precede successful access. Pattern recognition
allows the Al model to detect these behavioral trends, improving its ability to identify anomalies or potential attacks while aligning
with normal office-hour login behavior.

B #28



A security consultant must summarize the impact of posture management on a machine learning (ML) use case. Which of the
following is the most appropriate reference for this purpose?

A. European Union Al Act

B. Organization for Economic Co-operation and Development (OECD) standards

C. Generative adversarial network (GAN)

D. National Institute of Standards and Technology (NIST) Al Risk Management Framework (RMF)

EfE: D
RN -

The NIST AI RMF provides structured guidance for assessing and managing risks across the Al lifecycle, including posture
management. It helps organizations align Al security practices with governance, resilience, and trustworthiness requirements.
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