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Q:- An organization implemented an informataon nghts manageénsenl (TRM) solution 1o prevend
critical data from being copeed without penmission and a clowsd backup soluthon 1o ensure that ©
fe eritscal ibata i protected from storage filures.

Which IRM challenge will the organization meed 10 sddness”

Jurisdictional conflicis
Agent conllicts
Replication restrictions

Execution restrictions

Replication nestrictions

Q: A data center engineer is tsked with the destruction of data on solid-
slate drives (S5Ds). The engmeer must ensune that the data is not able [ be retrigved
Which data destruction action should the engineer lake [o neeet this goal?

Owerwming
Cryplo-shreddsng
Wipung
Deganssing

Crypto-shredding

!;E An organization wants (o gather and interpret logs from its cloud environment,
Which system should the organzmtion use for s lsk?
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An organization's security architects determined that all authentication and authorization requests need to be validated before any
employee can access corporate resources. Because of this, the organization needs to implement a system that stores and manages
the employees' credential information and then validates any requests sent. Which system would allow the organization to meet the
architects' requirements?

e A Bastion host

¢ B. Identity provider (IdP)

e C. Zero trust

¢ D. Hardware security module (HSM)

Ef#: B

fERHL:

Anldentity Provider (IdP)is a system that stores and manages identity information and validates authentication and authorization
requests. IdPs are critical in cloud and hybrid environments, supporting protocols such as SAML, OAuth, and OpenID Connect for
federated access.

An HSM manages encryption keys, not identities. Zero Trust is a security philosophy requiring continuous verification, but the
system that enforces authentication is the IdP. A bastion host provides secure admnistrative access but does not manage identity.
By using an IdP, organizations centralize credential management, enforce multifactor authentication, and integrate with Single Sign-
On (SSO). This reduces password fatigue, increases security, and ensures consistent access control policies across applications and
services.

R #42

An organization is going through the process of selecting a new enterprise resource management (ERM) vendor. The organization
has already selected the vendor and is now preparing to go through the onboarding process. Which specific issues should be
discussed between the organization and the vendor during this phase?

A. Deciding how to respond to the request for proposal (RFP)

B. Identifying the business need the vendor will address

C. Ensuring the vendor has securely destroyed all confidential information
D. Verifying the details of the contract and arrangements for data transfer

IEf#: D

AR

Once a vendor has been selected, the onboarding phase requirescontractual verification and technical arrangements for data transfer.
This step ensures that service levels, compliance requirements, encryption standards, and responsibilities are clearly defined before
operations begin.

Options such as identifying the business need or responding to the RFP are pre-selection activities. Ensuring secure destruction of
data is relevant to offboarding, not onboarding, Therefore, the most critical onboarding task is verifying the contract details and
ensuring secure data transfer agreements.

Discussing these issues protects the organization from legal disputes, ensures smooth technical integration, and supports compliance
with frameworks such as GDPR and PCI DSS. It also defines the scope of vendor accountability in case of security incidents.

HRE #43


https://jp.fast2test.com/Managing-Cloud-Security-premium-file.html

Which activity is within the scope of the cloud provider's role in the chain of custody?

¢ A Collecting and preserving digital evidence
¢ B. Setting data backup and recovery policies
¢ (. Initiating and executing incident response
¢ D. Classifying and analyzing data

Ef#: A

fiR e«

In cloud environments, the provider's role in thechain of custodyprimarily involvescollecting and preserving digital evidencewhen
incidents or investigations occur. Because providers manage the infrastructure, they have direct access to logs, storage systens, and
virtual machines necessary for evidence collection.

Backup policies and incident response may involve collaboration, but they remain custommer responsibilities in many service models.
Data classification and analysis are business-driven tasks, which customers must handle.

Providers must ensure that evidence collection is forensically sound and documented properly to maintain legal admissibility. This
responsibility is critical in maintaining trust and ensuring compliance with laws and contractual obligations. It reinforces the shared
responsibility model by clearly defining which aspects of digital forensics belong to the provider.

H #44

Developers need to be aware of a common application programming interface (API) threat that occurs when attackers send
malicious code through a form input to a web application so that it may then be executed.

Which type of attack represents this API threat?

A. Denial-of-service
B. Credential

C. Injection

D. On-path

Ef#: C
fEEL:

The described scenario is aninjection attack. Injection occurs when unvalidated input-such as SQL commands, script code, or OS
instructions-is sent to an application through API forms or parameters. If the application fails to sanitize input, the attacker's code
may be executed with full system privileges.

On-path attacks mtercept communication, credential attacks target authentication, and denial-of-service floods services. None
mnvolve code execution via unvalidated input.

Injection is a top risk n OWASP API Security Top 10. Developers must implement input validation, parameterized queries, and
least privilege principles to mitigate this risk. API gateways and WAFs provide additional layers of protection but cannot replace
secure coding practices.

I #45
Which termrefers to taking an accurate account of a system's desired standard state so changes can be quickly detected for
approval or remediation?

A. Capacity management
B. Baselining

C. Deployment

D. Patch management

Ef@E: B

AR :

Baselining is the process of establishing a reference point for the standard configuration of systems, networks, or applications. This
baseline represents the approved, secure state. By continuously comparing the current environment to the baseline, organizations can
detect deviations, unauthorized changes, or misconfigurations.

Patch management involves updating systerrs, deployment refers to installing new systens, and capacity management focuses on
resource planning. While important, these do not establish a standard state for comparison.

Baselining is essential for change management and security auditing. It supports configuration management databases (CMDBs),



intrusion detection, and compliance requirements. When deviations are detected, they can be escalated for remediation or formally
approved through change control processes.
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