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8 #15
Your company is conducting an internal security assessment of Slack prior to implementation. Which of the following is true about
security in Slack?

A. Slack members can only access Slack when on the corporate network.

B. Slack data is stored on your company's servers.

C. Workspace Admins can see all direct message content at any time through the Admin console.
D. Slack data is encrypted at rest and in transit.

ZX: D

fE R A«

Slack ensures that all customer data:

"Is encrypted at rest and in transit, using industry-standard encryption protocols." Workspace Admins cannot access direct
messages unless data exports or eDiscovery tools are properly configured and approved. Slack data is stored on Slack-managed
servers (AWS infrastructure) and not on customers' own servers by default. Access is not restricted solely to the corporate network
unless additional security tools (like Slack Enterprise Mobility Management or VPNSs) are enforced.
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(Reference: Slack Administration Study Guide - Security and Compliance Overview)
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A user with a claimed email domain tries to create a new workspace. The user is redirected to the Enterprise Grid org's workspace
directory and is asked to join an existing workspace or contact the Grid Org Owners for more details.

True or False: Claiming relevant domains for your Enterprise ensures that all workspaces are subject to the organization's Grid
policies, such as message retention, SSO/security settings, and eDiscovery/archiving.

e A False
e B. True
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‘When you claimrelevant domains for your Enterprise Grid organization:

"Any user with an email address matching a claimed domain who attempts to create a new workspace will be directed to join the
Enterprise Grid organization, ensuring that all workspaces fall under centralized policies for security, compliance, and retention." This
process prevents rogue or unmanaged workspaces and ensures consistent governance.

(Reference: Slack Admmistration Study Guide - Claiming Domains and Managing Grid Compliance)
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Teara is a Workspace Owner. She has discovered that projects and key decisions are being discussed via direct messages because
public channel message retention settings are set to delete messages after 20 days.

The decision regarding this setting was made 2 years ago, and now the setting is no longer required.

Team members are experiencing difficulty creating channels. Teara is wondering if there are other settings she should review that
might be contributing to the direct message conversations.

Which settings and permissions should Teara change to promote increased communication outside of direct messages?

¢ A. Sending an announcement in the #general channel notifying everyone to move conversations to channels and to DM Teara
if youneed a channel created

¢ B. Changng the workspace's message retention and deletion policy for all channels and direct messages to
"Keep Everything" and allowing everyone to create channels

¢ (. Changing the workspace's public channel message retention and deletion policy to "Keep Everything”, changing the direct
message retention and deletion policy to delete messages after 1 day, and restricting the creation of channels to Owners only

e D. Changing the workspace's public channel message retention and deletion policy to "Keep Everything”, changing the direct
message retention and deletion policy to delete messages after 1 day, and allowing everyone to create channels
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Slack's best practices for promoting open commumication are:

"Keep everything in public channels for transparency and collaboration. Set public channel message retention to 'Keep Everything
and restrict DM retention to minimize private, siloed communication." Also:

"Allow everyone to create channels to lower barriers to collaboration and prevent bottlenecks." Restricting channel creation (Option
C) would hinder users and reinforce the DM reliance problem

(Reference: Slack Admmnistration Study Guide - Messaging and Retention Policies)
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Takeshi is an Org Admin on Enterprise Grid. A business leader asks him to create an org-wide channel for a cross-functional
company project, but he replies that he needs to create a cross-workspace channel instead.

Which of the following best describes why a multi-workspace channel is more appropriate than an org-wide channel in this scenario?

e A There is a limit of ten org-wide channels, and this project would not necessitate creating one.
¢ B. Org-wide channels are created by default when Slack is first implemented and cannot be reconfigured afterwards.



¢ C. Multi-workspace channels can be archived at the end of the project, but org-wide channels cannot.
¢ D. Org-wide channels are discoverable by all workspaces in the same Grid org and should only be used for information that
applies to all employees.
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In Enterprise Grid, an org-wide channel is intended for communications relevant to all members across all workspaces. Slack
docurmentation states:

"Org-wide channels are automatically shared with every workspace in your organization and should be used for information that
applies to everyone, such as company-wide announcements." Since a cross-functional project would involve specific participants
and not the entire organization, a multi- workspace channel is a more appropriate and flexible solution.

(Reference: Slack Administration Study Guide - Enterprise Grid Channels and Commumnication Best Practices)
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You're a Workspace Admin looking to set up a user group for a new hire class your organization has recently hired.

What is a key benefit of setting up a user group for these individuals?

e A. The user group can then be added to all relevant new-hire and onboarding channels, ensuring that no one gets left behind
or is accidentally excluded from any channels they should be in.

e B. When writing a message from any of their workspaces on the Enterprise Grid, any member can send a notification to the
new hires with one (@mention.

e C. Admins can foster a sense of community by creating a group-only direct message (DM).

e D. These users will only be granted access to the channels that they've been added to, ensuring that other organization
channels remain confidential until they complete their onboarding,
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Slack recommends user groups for onboarding because:

"User groups allow admins to easily manage membership in multiple channels by adding the user group to those channels, ensuring
no member is missed and simplifying onboarding processes." Options A and D misrepresent how access is managed (user groups do
not automatically restrict channel access), and C is incorrect because mentions depend on group settings and channel memberships.
(Reference: Slack Administration Study Guide - Managing User Groups for Onboarding)
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