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20. Frage
What is a key use case for FortiSASE Secure Internet Access (SIA) in an agentless deployment? (Choose one answer)

e A Itrequires FortiClient endpoints and supports ZTNA tags to secure all network traffic for unmanaged endpomts.

B. It distributes a PAC file to secure non-web traffic protocols and applies antivirus protection only for managed endpoints.
C. It provides secure web browsing by isolating browser sessions and enforcing data loss prevention for temporary
employees.

D. It acts as a secure web gateway (SWG) distributing a PAC file for explicit web proxy use, securing HTTP and HTTPS
traffic with a full security stack, and is ideal for unmanaged endpoints like contractors.
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Antwort: D

Begrindung;

According to theFortiSASE 7.6 Administration Guideand theFCP - FortiSASE 24/25 Administrator curriculum, the Agentless
deployment mode-commonly referred to asSecure Web Gateway (SWG)mode- is a vital component of the Secure Internet Access
(SIA) framework.

* Deployment Mechanism: In an agentless deployment, FortiSASE functions as an explicit web proxy.

This is achieved by distributing aPAC (Proxy Auto-Configuration) fileto the user's browser, which instructs the device to send its
web traffic to the nearest FortiSASE Point of Presence (PoP).

* Target Use Case: This mode is specifically designed forunmanaged endpoints, such as those used by contractors, partners, or
temporary workers, where the organization does not have the authority or capability to install the FortiClient agent.

* Security Capabilities: Even without an agent, FortiSASE applies afull security stackto the redirected traffic. This includesWeb
Filtering, Anti-Malware,SSL Inspection, andInline-CASBto secure HTTP and HTTPS sessions.

* Protocol Limitations: Because it relies on proxy settings, this mode is limited to web protocols (HTTP

/HTTPS) and does not inherently secure non-web traffic like ICMP, DNS, or custom TCP/UDP applications unless they are
specifically proxied.

Why other options are incorrect:

* Option A: While it provides secure browsing, session isolation (RBI) is a specific feature that can be used in either mode; the
defining characteristic of the agentless use case is the proxy-based redirection for unmanaged devices.

* Option C: A PAC file can only secure web traffic (protocols that support proxying), not non-web traffic protocols.

* Option D: Agentless mode is the opposite of requiring FortiClient; ZTNA tags generally require the FortiClient agent to provide
the necessary telemetry for tag evaluation.

21. Frage
How is the Geofencing feature used in FortiSASE? (Choose one answer)

A. To allow or block remote user connections to FortiSASE POPs from specific countries.

B. To monitor user behavior on websites and block non-work-related content from specific countries
C. To restrict access to applications based on the time of day in specific countries.

D. To encrypt data at rest on mobile devices in specific countries.

Antwort: A

Begrindung;

According to theFortiSASE 7.6 Administration Guideand theFCP - FortiSASE 24/25 Admmistratorstudy materials,
theGeofencingfeature is a security measure implemented at the edge of the FortiSASE cloud to control ingress connectivity based on
the physical location of the user.

* Access Control by Location (Option A): Geofencing allows administrators toallow or block remote user connectionsto the
FortiSASE Points of Presence (PoPs) based on the source country, region, or specific network infrastructure (e.g,, AWS, Azure,
GCP).

* Scope of Application: This feature is universal across all SASE connectivity methods. It applies to Agent-based
users(FortiClient), Agentless users(SWG/PAC file), andEdge devices(FortiExtender

/FortiAP). If a user attempts to connect froma blacklisted country, the connection is dropped at the PoP level before the user can
even attempt to authenticate.

* Use Case Example: An organization operating exclusively in North America might configure geofencing toblock all connections
originating from outside the US and Canada. This significantly reduces the attack surface by preventing brute-force or unauthorized
access attempts from high-risk regions or countries where the organization has no legitimate employees.

* Configuration Path: In the FortiSASE portal, this is managed underConfiguration > Geofencing,

From there, administrators can create an "Allow" or "Deny" list and select the relevant countries firom a standardized global
database.

Why other options are incorrect:

* Option B: While FortiSASE supportsTime-based schedulesfor firewall policies, geofencing is specifically an [P-to-Geography
mapping tool for connection admission, not a time-of-day restriction tool.

* Option C: Encryption of data at rest on mobile devices is a function of anMDM (Mobile Device Management)solution or local OS
features (like FileVault or BitLocker), not a SASE network geofencing feature.

* Option D: Monitoring web behavior and blocking non-work content is the role of theWeb Filterand Application Controlprofiles,
which operate on the trafficafterthe connection is allowed by geofencing.



22. Frage
How does the FortiSASE security dashboard facilitate vulnerability management for FortiClient endpoints?

¢ A It automatically patches all vulnerabilities without user intervention and does not categorize vulnerabilities by severity.

¢ B. It displays only critical vulnerabilities, requires manual patching for all endpoints, and does not allow viewing of affected
endpoints.

e C. It shows vulnerabilities only for applications and requires endpoint users to manually check for affected endpoints.

e D. It provides a vulnerability summary, identifies affected endpoints, and supports automatic patching for eligible
vulnerabilities.

Antwort: D

Begriindung;
The FortiSASE security dashboard presents a full vulnerability summary, shows which endpoints are affected, and supports
autormatic patching for vulnerabilities that are eligible for automated remediation.

23. Frage
A FortiGate device is in production. To optimize WAN link use and improve redundancy, you enable and configure SD-WAN.
‘What must you do as part of this configuration update process? (Choose one answer)

A. Disable the interface that you want to use as an SD-WAN member.

B. Replace references to mterfaces used as SD-WAN members in the routing configuration.
C. Replace references to interfaces used as SD-WAN members in the firewall policies.

D. Purchase and mstall the SD-WAN license, and reboot the FortiGate device.

Antwort: C

Begrindung;

According to theSD-WAN 7.6 Core Administratorstudy guide and theFortiOS 7.6 Administration Guide, when you are migrating a
production FortiGate to use SD-WAN, the most critical step involves reconfiguring how traffic is permitted and routed.

* Reference Removal Requirement: Before an interface (such as wanl or wan2) can be added as anSD- WAN member, it must be
"unreferenced" in most parts of the FortiGate configuration. Specifically, if an interface is currently being used in an activeFirewall
Policy, the system will prevent you from adding it to the SD-WAN bundle.

* Firewall Policy Migration (Option A): In a production environment, you mustreplace the references to the physical interfacesin
your firewall policies with the newSD-WAN virtual interface(or an SD- WAN Zone). For example, if your previous policy allowed
traffic from internal to wanl, you must update that policy so theOutgoing Interfaceis now SD-WAN. This allows the SD-WAN
engine to take over the traffic and apply its steering rules.

* Modern Tools: While this used to be a purely manual process, FortiOS 7.x includes anlnterface Migration Wizard(found
underNetwork > Interfaces). This tool automates the "search and replace" function, moving all existing policy and routing references
from the physical port to the SD-WAN object to ensure minimal downtime.

Why other options are incorrect:

* Option B: While you do need to update your routing (e.g,, creating a static route for 0.0.0.0/0 pointing to the SD-WAN interface),
the curriculum specifically emphasizes the replacement of references in firewall policiesas the primary administrative hurdle, as
policies are often more numerous and complex than the single static route required for SD-WAN.

* Option C: You donotneed to disable the interface. It must be up and configured, just removed from other configuration references
so it can be "absorbed" into the SD-WAN bundle.

* Option D: SD-WAN is abase featureof FortiOS and doesnot require a separate licenseor a reboot to enable.

24. Frage
Which secure internet access (SIA) use case minimizes individual endpoint configuration? (Choose one answer)

A. SIA for FortiClient agent remote users
B. Site-based remote user internet access

C. Agentless remote user internet access
D. SIA using ZTNA

Antwort: B

Begriindung;



According to theFortiSASE 7.6 Architecture Guideand Administration Guide, theSite-based remote user internet accessuse case is
the only deployment model that completely eliminates the need for individual endpoint configuration.

* Centralized Enforcement: In a site-based deployment, a "thin edge" device (such as aFortiExtender or aFortiGatein LAN extension
mode) is installed at the remote site. This device establishes a secure tunnel to the FortiSASE Point of Presence (PoP).

* Zero Endpoint Configuration: Because the traffic redirection happens at the network gateway level, individual devices (laptops,
IoT devices, mobile phones) behind the site-based device do not require any specialized software or settings. They simply connect
to the local network as they would normally, and their traffic is automatically secured by the SASE cloud.

* Comparison with Other Modes:

* Agent-based (Option B): Requires the installation and maintenance ofFortiClientsoftware on every device, often managed via
MDM tools.

* Agentless (Option A): While it doesn't need an agent, it typically requires the configuration of Explicit Web Proxysettings or the
distribution of aPAC (Proxy Auto-Configuration) filevia GPO or SCCM to each device's browser.

* ZINA (Option D): Generally requires an endpoint agent (FortiClient) to perform posture checks and identity verification, involving
significant endpoint-level configuration.

Why other options are incorrect:

* Option A: Agentless mode is often confused with being "configuration-free," but it still requires endpoints to be pointed toward the
FortiSASE proxy.

* Option B: This is the most configuration-intensive mode, requiring full software lifecycles for every endpoint.

* Option D: ZTNA is an access methodology that adds configuration complexity (tags, certificates, posture checks) rather than

minmizing it.
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