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¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

FH1 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to

=H 2
A understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous Vvisibility into performance and security.
¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
M3 keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data

remains protected.

>>120-1104-25A| FHCHH| 2| MHE HEZX R <<

120-1104-25%| M| EXE & 120-1104-258S 8 =2 AlEEHT

M 2 Aol M ZHEHSH W O 2 Oracle@1E 120-1104-25AI 82 WA SHE @8 0] QILFT 22 ExamPassdump
9|Oracle@!E 120-1104-25HLE S 26t AH 7H5 & LICH ExamPassdumpl|Oracle®!5 120-1104-25HZ = B2 28


https://drive.google.com/open?id=1LqMFt7-lZEVPjZJfsufk1T-vqbiAjfy-
https://www.exampassdump.com/1z0-1104-25_valid-braindumps.html
https://www.exampassdump.com/1z0-1104-25_valid-braindumps.html
https://www.koreadumps.com/1z0-1104-25-practice-test.html

Ol A& 7He RHEOracke®F 120-1104-25AHSFE A2 YLICH HE ol EXMEH 7|9t AIH A E EXQ7I0]
M wHE Aol Alglg miAstod A1 S #| 50| 7tsE L

Z| &l Oracle Cloud Infrastructure 120-1104-25 S 2 MEZE2 M (Q16-Q21):

A2 #16

"A company, ABC, is planning to launch a new web application on OCI. Based on past experiences, they expect a significant surge
in traffic after the launch. You are responsible for ensuring that the application is highly available.

Which step would you perform to achieve this goal?

¢ A. Configure Cloud Guard to prevent large amounts of traffic from reaching the web application.

¢ B. Use a Virtual Cloud Network (VCN) with subnets, security lists, and routing rules to isolate the web application from the
Internet and other resources.

e C. Use a load balancer to distribute incoming traffic evenly across multiple instances of the web application."

e D. Implement security controls, such as web application firewalls, to protect against common attack vectors.

He. C
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Challenge 2

In deploying a new application, a cloud customer needs to reflect different security postures. Ifa security zone is enabled with the
Maxinmum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirenent, the custommer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirenment:

Preconfigured

To complete this requirement, you are provided with the following:

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task 5: Provision a Compute Instance

Provision a compute instance in the [AD-SP-PBT-PUBSNET-01 public subnet, where:
Name IAD-SP-PBT-1-VM-01

image: Oracle Linux 8

Shape VM: Standard, Al, Flex

Enter the OCID of the created compute instance in the text box below.

HE:

Y.

See the solution below in Explanation.

Explanation:

To provision a compute instance named IAD-SP-PBT-1-VM-01 in the IAD-SP-PBT-PUBSNET-01 public subnet with the
specified configuration (Oracle Linux 8 image, VM Standard Al Flex shape), follow these steps based on the Oracle Cloud
Infrastructure (OCI) Compute documentation.

Step-by-Step Solution for Task 5: Provision a Compute Instance

* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (https:/console.us-ashburn- 1.oraclecloud.

com).

* Ensure you have access to the assigned compartment.

* Navigate to Compute Instances:

* From the OCI Console, click the navigation menu (hamburger icon) on the top left.

* UnderCompute, selectInstances.

* Create a New Compute Instance:

* Click theCreate Instancebutton.

* Configure the Instance Details:

* Name:Enter [AD-SP-PBT-1-VM-01.

* Compartment:Select the assigned compartment.

* Placement:Choose the availability domain (e.g., AD-1) based on your region's availability.



* Select the Image:

* Underlmage and Shape, clickChange Tmage.

* SelectOracle Linux 8from the platform images list.

* ClickSelect Image.

* Choose the Shape:

* ClickChange Shape.

* SelectVM Standardcategory.

* ChooseAl Flexfrom the shape options.

* Configure the OCPUs (e.g., 1 OCPU) and memory (e.g., 6 GB) as needed for Al Flex, then click Select Shape.
* Configure Networking:

* UnderNetworking, ensure theVirtual Cloud Networkis set to IAD-SP-PBT-VCN-01.

* Set theSubnetto IAD-SP-PBT-PUBSNET-01 (public subnet with CIDR 10.0.1.0/24).

* EnableAssign a public [Pv4 addressto allow external connectivity.

* Leave the default security list or assign a custom one if configured previously.

* Set Up SSH Access:

* UnderAdd SSH Keys, either:

* Upload your public SSH key file, or

* Paste your public SSH key manually.

* This ensures you can access the instance via SSH.

* Launch the Instance:

* ClickCreateto provision the compute instance.

* Wait for the mnstance to reach theRunningstate (this may take a few minutes).

* Note the Instance OCID:

* Once the instance is running, go to the nstance details page for IAD-SP-PBT-1-VM-01.

* Copy theOCIDdisplayed (e.g., ocidl.instance.ocl..<unique_string>).

OCID of'the Created Compute Instance

* Enter the OCID of'the created compute instance (IAD-SP-PBT-1-VM-01) into the text box. The exact OCID will be available
after Step 9 (e.g., ocid]1.instance.ocl..<unique_string>).

Notes

* Ensure the security zone IAD_SAP-PBT-CSZ-01 and its associated recipe IAD-SP-PBT-CSP-01 allow conpute instance
creation in the public subnet (10.0.1.0/24).

* Verify network connectivity by testing SSH access using the public IP assigned to the instance.

A2 #18

A company has deployed OCI Zero Trust Packet Routing (ZPR) to secure its network. They have two compute instances, VM1-
01 and VM-02, in a public subnet. VM-01 is tagged with the security attribute app:

vim01, and VM-02 is tagged with app:vm02. The VCN is labeled with network:ven01, The ZPR policy states:

"What is the expected outcome of this policy?

A. Neither VM-01 nor VM-02 can SSH into each other."

B. Both VM-01 and VM-02 can SSH into each other.

C. VM-02 can SSH into VM-01, but VM-01 cannot SSH into VM-02.
D. VM-01 can SSH into VM-02, but VM-02 cannot SSH into VM-01.

X
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AEE#19
Based on the provided diagram, you have a group of critical compute instances in a private subnet that require vulnerability using the
Oracle Cloud Infrastructure(OCI) Vulnerability Scanning Service (VSS).

"What additional configuration is required to enable VSS to scan instances in the private subnet

A. No additional configuration is needed. VSS can access private instances by default.

B. VSS cannot scan private instances. You need to move them to a public subnet for vulnerability scanning,

C. Use an OCI Bastion session to establish connectivity and forward scan results from the private instances."

D. Configure a service gateway in the VCN and a route rule to direct traffic for the VSS service through the gateway.
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EE #20

"You are part of the security operations of an organization with thousands of users accessing Oracle Cloud Infrastructure (OCI). It is
reported that an unknown user action was executed resulting in configuration errors.

You are tasked with identifying the details of all users who were active in the last six hours along with any REST API calls that were
executed.

Which OCI feature should you use?

A. Service Connector Hub"

B. Audit Analysis Dashboard

C. Object Collection Rule

D. Management Agent Log Ingestion
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