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(Q255-Q260):

NEW QUESTION # 255

An advanced persistent threat (APT) group is using a sophisticated technique that involves polymorphic malware and rapid host
hopping (moving between compromised systenms quickly). Cortex XSIAM is ingesting logs from EDR, firewall, DN, and
authentication sources. The SOC teamnotices that while XSIAM is generating alerts for individual suspicious activities, it struggles to
stitch these events into a single, cohesive incident showing the APT's full lateral movement path. Given the nature of polymorphic
malware and host hopping, which TWO of the following capabilities are MOST critical for Cortex XSIAM's Log Stitching to
effectively detect and visualize this APT's activity?

¢ A The ability to correlate events based on inferred relationships and temporal proximity even when explicit common
identifiers are absent or rapidly changing, leveraging advanced machine learning algorithirs.

B. Predictive analytics to forecast future attack vectors based on historical data patterns.

C. High-fidelity signature-based detection for known malware variants across all log sources.

D. Pre-defined alert suppression rules to reduce alert fatigue for high-volume, low-severity events.

E. Robust and dynamic entity tracking that can associate different identities (IPs, hostnames, user accounts) to a single
evolving entity over time, even with rapid changes.

Answer: ALE

Explanation:

Polymorphic malware and rapid host hopping directly challenge traditional, static correlation. 'B' (Robust and dynamic entity
tracking) is crucial because the attacker is changing identities (IPs, hosts) quickly. XSIAM needs to intelligently recognize that
different IPs or hostnames observed over a short period might still belong to the same attacking entity or compromised user. This
goes beyond simple static mapping. 'D' (The ability to correlate events based on inferred relationships and temporal proximity even
when explicit common identifiers are absent or rapidly changing) is paramount. Polymorphic malware means static signatures are less
effective, and host hopping makes explicit identifiers unreliable. XSIAM's advanced ML in Log Stitching needs to infer connections
based on subtle patterns, timing, and behavioral anomalies, even if a direct 'user ID' or "process ID' doesn't persist across all linked
events. This allows it to bridge gaps where explicit links are broken or absent due to the attack’s nature. 'A' is less effective against
polymorphic threats, 'C' is a different analytical finction, and 'E is about alert management, not core stitching,

NEW QUESTION # 256

A SOC teamuses Cortex XSOAR for incident response automation. They want to create a report that summarizes the average time
to contain, average time to resolve, and the number of critical incidents per month, segmented by incident type (e.g., Malware,
Phishing, Data Exfiltration). The report should also highlight any incidents that exceeded a 24-hour containment SLA. Which
XSOAR reporting features and data manipulation techniques would be essential to achieve this complex reporting requirement?

e A. Develop a custom Python script within XSOAR, triggered by a scheduler, that queries incident data using
'demisto.searchincidents()'. The script would perform calculations for average times and critical incident counts, identify SLA
breaches, and then generate a JSON output that can be consumed by a custom dashboard widget or emailed as an HTML
report. This provides maximum flexibility and automation.

¢ B. Configure dashboard widgets in XSOAR using DQL queries on incident data. Use 'stats avg(timeToContain),
avg(timeToResolve), count(id) by incidentType' for the averages and counts. For SLA breaches, create a separate DQL
query 'incidentType:critical AND timeToContain > duration('24h")'. Combine these into a single dashboard. This provides
real-time visibility but is not a 'report’ in the traditional sense.

e C. Utilize built-in 'Incident Summary' reports with additional filters for incident type. Export data to CSV and perform manual
calculations for SLA adherence. This approach is simple but lacks automation for the SLA breach highlighting,

e D. Leverage XSOAR's 'Indicators' module to store incident metrics as indicators. Then, create an 'Indicator Report' with
custom fields for average times and a 'Threshold' rule for SLA breaches. This approach is unconventional for incident metrics
and less suitable for aggregate reporting,

e E. Create a customreport using the 'Reports' module, leveraging JQ transformations on incident fields like 'details.inc_type',
"metrics.timeToContain" , metrics.timeToResolve' . For SLA breaches, a separate playbook could tag incidents, which then
get filtered in the report. This offers some automation but might be cumbersome for dynamic SLA breach highlighting,

Answer: A

Explanation:

Option C is the most robust and flexible solution for this complex reporting requirement. While DQL can be powerful for
dashboards (Option D), a custom Python script (Option C) within XSOAR allows for sophisticated data manipulation, conditional
logic for SLA breach detection, and the ability to generate a fully formatted report (JSON, HTML, etc.) that can be delivered



automatically. This goes beyond simple aggregation and provides programmatic control over the report's content and format, crucial
for identifying specific SLA breaches. Option B's JQ is powerful for transforming existing data, but a Python script offers more
control over the entire data retrieval, processing, and output generation workflow.

NEW QUESTION # 257

A global organization uses multiple instances of Cortex XSOAR across different geopolitical regions to comply with data residency
requirements. They have developed several crucial custom playbooks and integrations (as private Marketplace packs) specific to
their internal security processes. They need a robust method to synchronize and distribute updates to these private packs across all
XSOAR instances efficiently and securely, ensuring version control and avoiding manual errors. Which XSOAR Marketplace
feature or external methodology provides the best solution for this, and why?

¢ A. Manually export each updated private pack from the development instance and import it into every other instance using the
XSOARUI. This is simple but prone to errors and lacks version control.

¢ B. Use XSOAR's built-in 'Content Pack Export/lmport' feature via CLI, integrating it with a CI/CD pipeline (e.g., Git,
Jenkins). This allows for version control of content packs in a Git repository, automated testing, and programmatic
deployment to multiple XSOAR instances, providing a scalable and reliable solution.

e C. Package all custom content into a single, large 'Master Pack' and manually distribute it as a 'Community’ pack to internal
users. This simplifies distribution but loses the 'private' nature and fine-grained control over specific pack updates.

¢ D. Purchase a third-party Content Distribution System and mtegrate it with XSOAR's API to push updates. This adds
complexity and external dependencies beyond XSOAR's native capabilities.

e E. Enable 'Content Sharing' feature between XSOAR instances. This feature automatically synchronizes all content, including
private packs, across linked instances in real-time, but may not offer granular control over specific pack versions.

Answer: B

Explanation:

Option B describes the industry best practice and most robust solution for distributing custom XSOAR content across multiple
nstances. Integrating XSOAR's content management capabilities with a CIICD pipeline (e.g,, using Git for version control and a tool
like Jenkins or GitLab CI/CD for automation) allows organizations to: 1. Store their private pack source code in a Git repository. 2.
Implement autormated testing for their custom content. 3. Use XSOAR's CLI tools (demisto-sdk for development, for deployment
or specific content demi sto-client export/import APIs) to programmatically export/import content to/fiom different XSOAR
instances. This provides full version control, automated deployment, reduces manual errors, and ensures consistency across all
XSOAR deployments, making it highly scalable and reliable for global organizations. Option A is manual and error-prone. Option
C's 'Content Sharing' is typically for a more direct sync but might lack the granular control and versioning capabilities of a full CI/CD
pipeline for complex enterprise needs. Options D and E are less practical or introduce unnecessary complexity.

NEW QUESTION # 258

During a forensic investigation using Cortex XDR, an analyst discovers a persistent backdoor commumnicating with an external [P
address (192.0. 2.100). The analyst needs to quickly determine if this IP address is associated with known malicious activity and
implement a preventative measure. Which of the following actions, leveraging Cortex products, would be the most efficient and
comprehensive approach?

¢ A Initiate a 'Live Response' session in Cortex XDR on affected endpoints to block outbound connections to 192.0.2.100
locally.

e B. Performa "Packet Capture' in Cortex XDR for all traffic to and from 192.0.2.100 to gather more evidence before taking
any action.

e C. Create a new 'Alert Rule' n Cortex XDR specifically for connections to 192.0.2. lee to monitor fiture attempts.

e D. Utilize Cortex XSOAR to orchestrate a lookup of 192 .0.2.100 against multiple integrated threat intelligence feeds (e.g.,
Unit 42, AlienVault OT X), and if identified as malicious, automatically push a dynamic block rule to all relevant NGFWs.

e E. Manually add 192.0.2.100 to a custom Block List on the Next-Generation Firewall (NGFW) and then performa "Threat
Vault' lookup in Cortex XDR.

Answer: D

Explanation:

Option B represents the most efficient and comprehensive approach. Cortex XSOARs orchestration capabilities allow for
autormated enrichment of IP addresses using various threat intelligence sources. More importantly, if confirmed malicious, XSOAR
can automatically push block rules to NGFWs, ensuring network-wide prevention. Option A involves manual steps and doesn't
leverage the full autormation potential. Option C is a per-endpoint solution, not network-wide. Option D is an investigative step, not a



preventative measure. Option E is monitoring, not blocking,

NEW QUESTION # 259

A large enterprise uses Cortex XSOAR to manage its threat intelligence. They receive a critical threat intelligence report with 500
new indicators (IPs, domains, hashes) froma trusted commercial feed, but the report also contains 10 known legitimate internal [P
addresses due to an error in the source dat a. The SOC wants to ingest these indicators, ensure immediate blocking of the malicious
ones, but prevent any false positive blocking of the internal IPs. Which of the following XSOAR commands or playbooks, when
executed, demonstrates the most effective way to handle this scenario, ensuring both rapid response and accuracy, and what
XSOAR features are critical for its success?

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: D

Explanation:

Option D offers the most robust and automated solution. Using a custom pre-processing script (Myhndicatorpreprocessor) allows
for programmatic filtering of known legitimate internal IPs before they are fully ingested and acted upon by XSOAR's autormated
playbooks. This prevents false positives at the source. 'Indicator Whitelisting' is a crucial complementary feature that ensures these
specific internal IPs are never flagged. Option B's 'Indicator Whitelisting' is good, but the import command is generic and doesn't
specify how the 'auto’ type handles exclusiom Option A requires significant manual effort. Option C is entirely manual and inefficient.
Option E is geared towards continuous feed processing and might not be suitable for a one-off report with immediate filtering needs,
and ' Automated Indicator Expungement' is for removing stale indicators, not pre-ingestion filtering,

NEW QUESTION # 260
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