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(Q361-Q366):

P #361

You are developing an application that needs access to an Azure virtual machine (VM). The access lifecycle for the application must
be associated with the VM service instance. You need to enable managed identity for the VM.

How should you complete the PowerShell segment? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.

Ef#:

TR

Explanation:

$vm= Get-AzZVM -ResourceGroupName nyResourceGroup -Name nyVM

Update-AzVM -ResourceGroupName myResourceGroup - VM $vm - Assignldentity:$SystemAssigned
httpsz/docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure- powershell-windows-vm

H #362

You need to secure the Shipping Function app.

How should you configure the app? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

fEEL:

Explanation

Scenario: Shipping Function app: Implement secure function endpoints by using app-level security and include Azure Active
Directory (Azare AD).

Box 1: Function

Box 2: JSON based Token (JWT)

Azure AD uses JSON based tokens (JWTs) that contain claims

Box 3: HTTP

How a web app delegates sign-in to Azure AD and obtains a token

User authentication happens via the browser. The OpenlD protocol uses standard HTTP protocol messages.
References:

httpsz//docs.microsoft.com/en-us/azure/active-directory/develop/authentication-scenarios

H R #363

Fourth Coffee has an ASP.NET Core web app that runs in Docker. The app is mapped to the www.fourthcoffee.com domain.
Fourth Coffee is migrating this application to Azure.

You need to provision an App Service Web App to host this docker image and map the custom domain to the App Service web
app.

A resource group named FourthCoffeePublicWebResourceGroup has been created in the WestUS region that contains an App
Service Plan named AppServiceLinuxDockerPlan.

Which order should the CLI commands be used to develop the solution? To answer, move all of the Azure CLI command from the
list of commands to the answer area and arrange them in the correct order.

Ef#:

Rt :

Step 1: #bivbash

The appName is used when the webapp-name is created in step 2.

Step 2: az webapp config hostname add

The webapp-name is used when the webapp is created in step 3.

Step 3: az webapp create

Create a web app. In the Cloud Shell, create a web app in the myAppServicePlan App Service plan with the az webapp create
command.

Step : az webapp confing container set



In Create a web app, you specified an image on Docker Hub in the az webapp create command. This is good enough for a public
image. To use a private image, you need to configure your Docker account ID and password in your Azure web app.

In the Cloud Shell, follow the az webapp create command with az webapp config container set.

References:

httpsr//docs.microsoft.conven-us/azure/app-service/containers/tutorial-custom-docker-image

H I #364

You need to configure APl Management for authentication.

‘Which policy values should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Ef#:

it

Explanation:

Box 1: Validate JWT

The validate-jwt policy enforces existence and validity of a JWT extracted from either a specified HTTP Header or a specified
query parameter.

Scenario: User authentication (see step 5 below)

The following steps detail the user authentication process:

* The user selects Sign in in the website.

* The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

* The user signs in.

* Azure AD redirects the user's session back to the web application. The URL includes an access token.

* The web application calls an API and includes the access token in the authentication header. The application ID is sent as the
audience (‘aud') claim in the access token.

* The back-end API validates the access token.

Box 2: Outbound

Reference:

httpsz//docs.microsoft.comven-us/azure/api-management/api-management-access-restriction-policies

E R #365

You are developing an application to store and retrieve data in Azure Blob storage. The application will be hosted in an on-premises
virtual machine (VM). The VM is connected to Azure by using a Site-to-Site VPN gateway connection. The application is secured
by using Azure Active Directory (Azure AD) credentials.

The application must be granted access to the Azure Blob storage account with a start time, expiry time, and read permissions. The
Azure Blob storage account access must use the Azure AD credentials of the application to secure data access. Data access must
be able to be revoked if the client application security is breached.

You need to secure the application access to Azure Blob storage.

Which security features should you use? To answer select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

AR :

Explanation:

Box 1: Shared access signature (SAS) token

When your application design requires shared access signatures for access to Blob storage, use Azure AD credentials to create a
user delegation SAS when possible for superior security.

Box 2: Stored access policy

Stored access policies give you the option to revoke permissions for a service SAS without having to regenerate the storage account
keys.

A shared access signature can take one of the following two forms:

Service SAS with stored access policy. A stored access policy is defined on a resource container, which can be a blob container,
table, queue, or file share. The stored access policy can be used to manage constraints for one or more service shared access
signatures. When you associate a service SAS with a stored access policy, the SAS inherits the constraints - the start time, expiry
time, and permissions - defined for the stored access policy.



Ad hoc SAS.
Reference:
httpsz//docs.microsoft.com/en-us/azure/storage/commorn/storage-sas-overview
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