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Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q52-Q57):

NEW QUESTION # 52

An engineer must configure a local spam quarantine in Cisco Secure Email Gateway These configurations were already performed:
*Enable the Anti-Spam feature and configure the quarantine settings *Specify the disk space to allocate to the spam quarantine.
Which two actions must be taken to complete the configuration? (Choose two.)

e A. Configure a mail policy.

¢ B. Enable Outbreak Filters.

e C. Activate Outgoing Content Filters.
e D. Allow browser access


https://drive.google.com/open?id=1s03mfDzb-JtA58VH9zxLBoeFATe0S69L
https://www.vceengine.com/300-720-vce-test-engine.html
https://www.easy4engine.com/300-720-test-engine.html
https://www.realvalidexam.com/300-720-real-exam-dumps.html
https://www.pdfdumps.com/300-720-valid-exam.html

¢ E. Set the quarantine threshold to 3

Answer: AD

NEW QUESTION # 53
Which two features are applied to either incoming or outgoing mail policies? (Choose two.)

A. sender reputation filtering
B. Indication of Compromise
C. antivirus

D. application filtering

E. outbreak filters

Answer: CE

Explanation:

Outbreak filters and antivirus are two features that can be applied to either incoming or outgoing mail policies on Cisco ESA.
Outbreak filters allow Cisco ESA to detect and block messages that contain new or emerging email threats, such as viruses, worms,
phishing, or spam, by using real-time updates from Talos intelligence. Antivirus allows Cisco ESA to scan messages for known
viruses and malware using one or two antivirus engines (Sophos and McAfee).

NEW QUESTION # 54
Refer to the exhibit.

‘Which configuration allows the Cisco Secure Email Gateway to scan for executables inside the archive file and apply the action as
per the content filter?

A. Configure the maximum attachiment size to a higher value.

B. Configure the recursion depth to a higher value.

C. Modify the content filter to look for attachment filetype of compressed.

D. Modify the content filter to look for exe filename nstead of executable filetype.

Answer: B

Explanation:

The recursion depth is the number of levels that the Cisco Secure Email Gateway will scan inside an archive file for executables and
other file types. Ifthe recursion depth is too low, some executables may not be detected and scanned by the content filter. To allow
the appliance to scan for executables inside the archive file and apply the action as per the content filter, you need to configure the
recursion depth to a higher value 1

. References = User Guide for AsyncOS 12.0 for Cisco Email Security Appliances - GD (General Deployment) - Configuring File
Reputation Filtering and File Analysis [Ci sco Secure Email Gateway] - Cisco

NEW QUESTION # 55
What is a benefit of implementing URL filtering on the Cisco ESA?

A. provides URL reputation protection

B. removes threats from malicious URLs

C. blacklists spam

D. enhances reputation against malicious URLs

Answer: A

NEW QUESTION # 56
Refer to the exhibit.

A network engineer must set up a content filter to find any messages that failed SPF and send them into quarantine The content filter

has been set up and enabled, but all messages except those that have failed SPF are being sent into quarantine. Which section of the
filter must be modified to correct this behavior?



A. log-entry

B. skip-filters
C. quarantine
D. spf-status

Answer: D

Explanation:

spf-status is the section of the filter that must be modified to correct this behavior. spf-status is a condition that determines whether a
message matches the content filter rule based on the result of SPF verification, such as pass, fail, neutral, etc.

The content filter in the exhibit has a spf-status condition set to "Pass", which means that it will match messages that passed SPF
verification and apply the action of "Quarantine". This is the opposite of what the network engineer intended to do.

To correct this behavior, the network engineer can modify the spf-status condition to "Fail", which means that it will match messages
that failed SPF verification and apply the action of "Quarantine".

The other options are not valid sections of the filter that must be modified to correct this behavior, because they do not affect the
spf-status condition.

References: [User Guide for AsyncOS 15.0 for Cisco Secure Email Gateway], page 8-3 and page 8-4.

NEW QUESTION # 57
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