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CompTIA CAS-005 Exam Syllabus Topics:

Topic Details

Topic 1

Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systems.

Topic 2
Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
the configuration of firewalls and intrusion detection systems.

Topic 3

Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
requirements, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering.

Topic 4

Security Operations: This domain is designed for CompTIA security architects and covers analyzing data
to support monitoring and response activities, as well as assessing vulnerabilities and recommending
solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
intelligence concepts to enhance operational security.

CompTIA SecurityX Certification Exam Sample Questions (Q69-Q74):
NEW QUESTION # 69 
A security officer received several complaints from users about excessive MPA push notifications at night. The security team
investigates and suspects malicious activities regarding user account authentication. Which of the following is the best way for the
security officer to restrict MFA notifications?

A. Provisioning FID02 devices
B. Configuring prompt-driven MFA
C. Deploying a text message based on MFA
D. Enabling OTP via email

Answer: B

Explanation:
Excessive MFA push notifications can be a sign of an attempted push notification attack, where attackers repeatedly send MFA
prompts hoping the user will eventually approve one by mistake.
Configuring prompt-driven MFA: This option allows users to respond to prompts in a secure manner, often including features like
time-limited approval windows, additional verification steps, or requiring specific actions to approve. This can help prevent users
from accidentally approving malicious attempts.
Configuring prompt-driven MFA is the best solution to restrict unnecessary MFA notifications and improve security.

NEW QUESTION # 70 
An organization recently hired a third party to audit the information security controls present in the environment. After reviewing the
audit findings, the Chief Information Security Officer (CISO) approved the budget for an in-depth defense strategy for network
security. Which of the following is the most likely reason the CISO approved the additional budget?

A. The auditor reported a low score on the PCI DSS self-assessment questionnaire.
B. Potential customers increasingly asked for security compliance reports.
C. Other departments had unused budget, which was transferred to IT security
D. The previous network architecture contained controls that could be easily bypassed.
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Answer: D

Explanation:
The most likely driver for approving additional network security budget is that the audit revealed that the existing architecture
contained security controls that could be easily bypassed. This indicates fundamental weaknesses in defense-in-depth and suggests
that attackers could gain access to sensitive systems or data despite the presence of controls.
Option A (unused budgets) is not a strategic reason for approving security investment. Option B (compliance reports requested by
customers) may influence investment in compliance initiatives, but it does not explain the need for an in-depth defense architecture.
Option D (PCI DSS low score) is a compliance-specific issue but would not, on its own, drive a broad architectural budget
approval unless PCI was the only focus.
Security audits often uncover systemic flaws-such as flat networks, insufficient segmentation, or single points of failure-that create the
conditions for bypassing controls. Addressing these issues requires rearchitecting the environment, introducing layered defenses, and
strengthening monitoring capabilities, all of which demand significant budget. Thus, option C aligns with the decision to invest in
robust defense-in-depth strategies.

NEW QUESTION # 71 
A security engineer must resolve a vulnerability in a deprecated version of Python for a custom-developed flight simulation
application that is monitored and controlled remotely. The source code is proprietary and built with Python functions running on the
Ubuntu operating system. Version control is not enabled for the application in development or production. However, the application
must remain online in the production environment using built-in features. Which of the following solutions best reduces the attack
surface of these issues and meets the outlined requirements?

A. Code-signing within the CI/CD pipeline ensures that only verified and signed code is deployed, mitigating the risk of supply
chain attacks. Updating Python with aptitude and updating modules with pip ensures vulnerabilities are patched. Deploying the
solution to production after testing maintains application availability while securing the development lifecycle.
Branch protection (B) applies only to version-controlled environments, which is not the case here.NFS network share (C)
does not address the deprecated Python vulnerability.Version designation (D) does not eliminate security risks from outdated
dependencies.
B. Enable branch protection in the GitHub repository. Update Python with aptitude, and update modules with pip in a test
environment. Deploy the solution to production.
C. Use an NFS network share. Update Python with aptitude, and update modules with pip in a test environment. Deploy the
solution to production.
D. Configure version designation within the Python interpreter. Update Python with aptitude, and update modules with pip in a
test environment. Deploy the solution to production.
E. Configure code-signing within the CI/CD pipeline, update Python with aptitude, and update modules with pip in a test
environment. Deploy the solution to production.

Answer: A

NEW QUESTION # 72 
A subcontractor develops safety critical avionics software for a major aircraft manufacturer. After an incident, a third-party
investigator recommends the company begin to employ formal methods in the development life cycle. Which of the following findings
from the investigation most directly supports the investigator's recommendation?

A. The system's bill of materials failed to include commercial and open-source libraries.
B. The company lacks dynamic and interactive application security testing standards.
C. The codebase lacks traceability to functional and non-functional requirements.
D. The implemented software inefficiently manages compute and memory resources.

Answer: C

NEW QUESTION # 73 
An IPSec solution is being deployed. The configuration files for both the VPN concentrator and the AAA server are shown in the
diagram.
Complete the configuration files to meet the following requirements:
* The EAP method must use mutual certificate-based authentication (With issued client certificates).
* The IKEv2 Cipher suite must be configured to the MOST secure



authenticated mode of operation,
* The secret must contain at least one uppercase character, one lowercase character, one numeric character, and one special
character, and it must meet a minimum length requirement of eight characters, INSTRUCTIONS Click on the AAA server and
VPN concentrator to complete the configuration.
Fill in the appropriate fields and make selections from the drop-down menus.

VPN Concentrator:

AAA Server:



Answer:

Explanation:
VPN Concentrator:
A screenshot of a computer Description automatically generated
AAA Server:
A screenshot of a computer Description automatically generated

NEW QUESTION # 74
......
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