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An administrator is troubleshooting visibility issues on a modeled switch. The switch is configured to use link traps and to provision
hosts based on network access policies. The administrator is seeing hosts on ports with no hosts connected and not seeing hosts on
ports where hosts are known to be connected.
What is the most likely cause?

A. The switch cannot be contacted by FortiNAC-F.
B. The credentials are incorrect.
C. The logical networks are set to deny.
D. The host has uninstalled the FortiNAC-F agent.

Answer: B

Explanation:
Incorrect switch credentials prevent FortiNAC-F from successfully performing SNMP-based polling (such as layer 2 host learning)
needed to accurately learn and clear hosts per port. As a result, FortiNAC-F displays stale or missing host-to-port associations
even though link traps are enabled.

NEW QUESTION # 56 
In a wireless integration, what method does FortiNAC use to obtain connecting MAC address information?



A. SNMP traps
B. Link traps
C. Endstation traffic monitoring
D. RADIUS

Answer: D

NEW QUESTION # 57 
Refer to the exhibit.

An administrator wants to ensure that guest accounts created from this template are not allowed network access outside of the
designated times.
To achieve this, all necessary configurations must be made to force isolation of hosts in which state?

A. At-risk
B. Non-authenticated
C. Rogue
D. Disabled

Answer: B

Explanation:
When guest accounts attempt access outside their configured login availability, authentication fails and the hosts remain in a non-
authenticated state. To prevent network access during those times, isolation must be enforced for hosts in the non-authenticated state
so they are restricted until valid authentication occurs within the permitted time window.

NEW QUESTION # 58 
Refer to the exhibit. What would FortiNAC-F generate if only one of the security fitters is satisfied?



A. A security alarm
B. A security event
C. A normal event
D. A normal alarm

Answer: C

Explanation:
In FortiNAC-F, Security Triggers are used to identify specific security-related activities based on incoming data such as Syslog
messages or SNMP traps from external security devices (like a FortiGate or an IDS). These triggers act as a filtering mechanism to
determine if an incoming notification should be escalated from a standard system event to a Security Event.
According to the FortiNAC-F Administrator Guide and relevant training materials for versions 7.2 and 7.4, the Filter Match setting
is the critical logic gate for this process. As seen in the exhibit, the "Filter Match" configuration is set to "All". This means that for the
Security Trigger named
"Infected File Detected" to "fire" and generate a Security Event or a subsequent Security Alarm, every single filter listed in the
Security Filters table must be satisfied simultaneously by the incoming data.
In the provided exhibit, there are two filters: one looking for the Vendor "Fortinet" and another looking for the Sub Type "virus". If
only one of these filters is satisfied (for example, a message from Fortinet that does not contain the "virus" subtype), the logic for the
Security Trigger is not met. Consequently, FortiNAC-F does not escalate the notification. Instead, it processes the incoming data as
a Normal Event, which is recorded in the Event Log but does not trigger the automated security response workflows associated with
security alarms.
"The Filter Match option defines the logic used when multiple filters are defined. If 'All' is selected, then all filter criteria must be met
in order for the trigger to fire and a Security Event to be generated. If the criteria are not met, the incoming data is processed as a
normal event. If 'Any' is selected, the trigger fires if at least one of the filters matches."

NEW QUESTION # 59 
An administrator wants to build device profiling rules based on network traffic, but the network session view is not populated with
any records.
Which two settings can be enabled to gather network session information? (Choose two.)

A. Layer 3 polling on the infrastructure devices
B. Firewall session polling on modeled FortiGate devices
C. Network traffic polling on any modeled infrastructure device
D. Netflow setting on the FortiNAC-F interfaces

Answer: B,D

Explanation:
In FortiNAC-F, the Network Sessions view provides a real-time and historical log of traffic flows, including source/destination IP
addresses, ports, and protocols. This data is essential for building Device Profiling Rules that rely on "Traffic Patterns" or "Network
Footprints" to identify devices (e.g., an IP camera communicating with its specific NVR). If the network session view is empty, the
system is not receiving the necessary flow or session data from the network infrastructure.
According to the FortiNAC-F Administration Guide, there are two primary methods to populate this view:
NetFlow/sFlow/IPFIX (C): FortiNAC-F can act as a flow collector. By enabling NetFlow settings on the FortiNAC-F service
interface (port2/eth1) and configuring your switches or routers to export flow data to the FortiNAC IP, the system can parse these
packets and record sessions.



Firewall Session Polling (B): For environments with FortiGate firewalls, FortiNAC-F can proactively poll the FortiGate via the
REST API to retrieve its current session table. This is particularly useful as it provides session visibility without requiring the
overhead of configuring NetFlow on every access layer switch.

NEW QUESTION # 60
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