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Fortinet NSE 5 - FortiNAC-F 7.6 Administrator Sample Questions (Q16-
Q21):
NEW QUESTION # 16 
Refer to the exhibits.

What would happen if the highlighted port with connected hosts was placed in both the Forced Registration and Forced
Remediation port groups?

A. Multiple enforcement groups could not contain the same port.
B. Only the higher ranked enforcement group would be applied.
C. Enforcement would be applied only to rogue hosts
D. Both types of enforcement would be applied

Answer: B

Explanation:
In FortiNAC-F, Port Groups are used to apply specific enforcement behaviors to switch ports. When a port is assigned to an
enforcement group, such as Forced Registration or Forced Remediation, FortiNAC-F overrides normal policy logic to force all
connected adapters into that specific state. The exhibit shows a port (IF#13) with "Multiple Hosts" connected, which is a common
scenario in environments using unmanaged switches or hubs downstream from a managed switch port.
According to the FortiNAC-F Administrator Guide, it is possible for a single port to be a member of multiple port groups. However,
when those groups have conflicting enforcement actions-such as one group forcing a registration state and another forcing a
remediation state-FortiNAC-F utilizes a ranking system to resolve the conflict. In the FortiNAC-F GUI under Network > Port
Management > Port Groups, each group is assigned a rank. The system evaluates these ranks, and only the higher ranked
enforcement group is applied to the port. If a port is in both a Forced Registration group and a Forced Remediation group, the
group with the numerical priority (rank) will dictate the VLAN and access level assigned to all hosts on that port.
This mechanism ensures consistent behavior across the fabric. If the ranking determines that "Forced Registration" is higher priority,
then even a known host that is failing a compliance scan (which would normally trigger Remediation) will be held in the Registration
VLAN because the port-level enforcement takes precedence based on its rank.
"A port can be a member of multiple groups. If more than one group has an enforcement assigned, the group with the highest rank
(lowest numerical value) is used to determine the enforcement for the port. When a port is placed in a group with an enforcement,



that enforcement is applied to all hosts connected to that port, regardless of the host's current state." - FortiNAC-F Administration
Guide: Port Group Enforcement and Ranking.

NEW QUESTION # 17 
An organization wants to add a FortiNAC-F Manager to simplify their large FortiNAC-F deployment.
Which two policy types can be managed globally? (Choose two.)

A. Network Access
B. Authentication
C. Supplicant EasyConnect
D. Endpoint Compliance

Answer: A,D

Explanation:
The FortiNAC-F Manager is designed to centralize the management of multiple Control and Application (CA) appliances, ensuring
consistent security posture across a distributed enterprise. To achieve this, the Manager allows administrators to define and distribute
specific types of policies globally rather than configuring them on each individual CA.
According to the FortiNAC Manager Guide, the two primary policy types that are managed globally are:
Network Access Policies (D): These policies define the "If-Then" logic for network entry. By managing these at the global level, an
administrator can ensure that a "Contractor" receives the same restricted access regardless of which branch office or campus they
connect to.
Endpoint Compliance Policies (B): Global management of compliance policies-which consist of scans and configurations-allows for a
unified security baseline. For example, a global policy can mandate that all Windows devices across the entire organization must
have a specific antivirus version installed and active before gaining access to the production network.
While the Manager provides visibility into authentication events and can synchronize directory data, the specific Authentication (A)
configurations (like local RADIUS secrets or specific LDAP server links) are often localized to the CA to account for site-specific
infrastructure. Supplicant EasyConnect (C) is a feature set for onboarding, but the structural "Global Policy" engine focuses primarily
on the Access and Compliance frameworks.
"The FortiNAC Manager enables Global Policy Management, allowing for the creation and distribution of policies across all
managed CA appliances. This includes Network Access Policies, which control VLAN and ACL assignment, and Endpoint
Compliance Policies, which define the security requirements for hosts. Centralizing these policies ensures that security standards are
enforced uniformly across the global network fabric." - FortiNAC Manager Administration Guide: Global Policy Management
Overview.

NEW QUESTION # 18 
An administrator wants to build a security rule that will quarantine contractors who attempt to access specific websites.
In addition to a user host profile, which Iwo components must the administrator configure to create the security rule? (Choose two.)

A. Endpoint compliance policy
B. Action
C. Trigger
D. Security String
E. Methods

Answer: B,C

Explanation:
In FortiNAC-F, the Security Incidents engine is used to automate responses to security threats reported by external devices. When
an administrator wants to enforce a policy, such as quarantining contractors who access restricted websites, they must create a
Security Rule. A Security Rule acts as the "if-then" logic that correlates incoming security data with the internal host database.
The documentation specifies that a Security Rule consists of three primary configurable components:
User/Host Profile: This identifies who or what the rule applies to (in this case, "Contractors").
Trigger: This is the event that initiates the rule evaluation. In this scenario, the Trigger would be configured to match specific syslog
messages or NetFlow data indicating access to prohibited websites. Triggers use filters to match vendor-specific data, such as a
"Web Filter" event from a FortiGate.
Action: This defines what happens when the Trigger and User/Host Profile are matched. For this scenario, the administrator would
select a "Quarantine" action, which instructs FortiNAC-F to move the endpoint to a restricted VLAN or apply a restrictive ACL.
While "Methods" (A) relate to authentication and "Security Strings" (E) are used for specific SNMP or CLI matching, they are not



the structural components of a Security Rule in the Security Incidents menu.
"Security Rules are used to perform a specific action based on certain criteria... To configure a Security Rule, navigate to Logs >
Security Incidents > Rules. Each rule requires a Trigger to define the event criteria, an Action to define the automated response (such
as Quarantine), and a User/Host Profile to limit the rule to specific groups." - FortiNAC-F Administration Guide: Security Rules and
Incident Management.

NEW QUESTION # 19 
While discovering network infrastructure devices, a switch appears in the inventory topology with a question mark (?) on the icon.
What would cause this?

A. The SNMP ObjectlD is not recognized by FortiNAC-F.
B. The wrong SNMP community string was entered during discovery.
C. A read-only SNMP community siring was used.
D. SNMP is not enabled on the switch.

Answer: A

Explanation:
In FortiNAC-F, the Inventory topology uses specific icons to represent the status and model of discovered network infrastructure.
When a switch or other network device is discovered via SNMP, FortiNAC-F retrieves its System ObjectID (sysObjectID) to
identify the specific make and model. This OID is then compared against the internal database of supported device mappings.
A question mark (?) icon appearing on a discovered switch indicates that while the discovery process successfully communicated
with the device (meaning SNMP credentials were correct), the SNMP ObjectID is not recognized or mapped in the current version
of FortiNAC-F. This essentially means the device is "unsupported" by the current software out-of-the-box. Because the OID is
unknown, FortiNAC-F does not know which CLI or SNMP command set to use for critical functions like L2 polling (host visibility)
or VLAN switching (enforcement). To resolve this, an administrator can manually "Set Device Mapping" to a similar existing model
or a "Generic SNMP Device" if only basic L3 visibility is required.
"Discovered devices displaying a '?' icon indicate the currently running version does not have a mapping for that device's System
OID (device is not supported). Device mappings are used to manage the device by performing functions such as L2/L3 Polling,
Reading, and Switching VLANs." - Fortinet Technical Tip: Options for devices unable to be modeled in Inventory.

NEW QUESTION # 20 
An administrator wants FortiNAC-F to return a group of user-defined RADIUS attributes in RADIUS responses.
Which condition must be true to achieve this?

A. Inbound RADIUS requests must contain the Calling-Station-ID attribute.
B. The requesting device must support RFC 5176.
C. The device models in the inventory view must be configured for proxy-based authentication.
D. RADIUS accounting must be enabled on the FortiNAC-F RADIUS server configuration.

Answer: A

Explanation:
In FortiNAC-F, the RADIUS Attribute Groups feature allows administrators to return customized RADIUS attributes (such as
specific VLAN IDs, filter IDs, or vendor-specific attributes) in an Access-Accept packet sent back to a network device. This is
particularly useful for supporting "Generic RADIUS" devices that are not natively supported but can be managed using standard
AVPairs.
According to the FortiNAC-F Generic RADIUS Wired Cookbook and the RADIUS Attribute Groups section of the
Administration Guide, there is one critical prerequisite for this feature to function: the inbound RADIUS request must contain the
Calling-Station-ID attribute. The Calling-Station-ID typically contains the MAC address of the connecting endpoint. Because
FortiNAC-F is a host-centric system, it uses the MAC address as the unique identifier to look up the host record, evaluate the
associated Network Access Policy, and determine which Logical Network (and thus which Attribute Group) should be applied. If
the incoming request lacks this attribute, FortiNAC-F cannot reliably identify the host and, as a safety mechanism, will not include
any user-defined RADIUS attributes in the response. This ensures that unauthorized or unidentifiable devices do not receive
privileged access through misapplied attributes.
"Configure a set of attributes that must be included in the RADIUS Access-Accept packet returned by FortiNAC... Requirement:
Inbound RADIUS request must contain Calling-Station-Id. Otherwise, FortiNAC will not include the RADIUS attributes. This
attribute is used to identify the host and its current state within the FortiNAC database." - FortiNAC-F 7.6.0 Generic RADIUS
Wired Cookbook: Configure RADIUS Attribute Groups.
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