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‘What happens if a provisioning key is deleted in ZPA?

A. The key is stored as a backup for reactivation

B. All App Connectors enrolled with the key are revoked
C. The client loses access to all applications permanently
D. The provisioning key automatically regenerates
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In Zscaler Private Access, a provisioning key is a unique text string generated for an App Connector (or Private Service Edge)
group and is used during enroliment to bind that connector to the correct group and PKI trust chain. The Zscaler Digital
Transformation training material emphasizes that the provisioning key acts as the "identity anchor" for connectors in that group: it's
what the ZPA cloud uses to authenticate the connector at enroliment and associate it to the right configuration and policy context.
When that key is deleted, ZPA effectively invalidates the trust relationship for any connectors that were enrolled with it. In practice,
these connectors are treated as revoked and must be removed and re-enrolled using a new provisioning key to restore a healthy,
supportable state. The key is not archived for later reuse, and it does not automatically regenerate. Deletion is intentionally
destructive so that, ifa key is lost or suspected to be compromised, an administrator can immediately ensure that all connectors tied
to that key are no longer trusted and must be re-provisioned, which aligns with zero trust and least-privilege principles.

HE #50
What is the primary fimction of ZIA Public Service Edges in the Cloud Firewall architecture?

A. Acting as key policy enforcement engines
B. Providing cloud storage services

C. Load balancing internet traffic

D. Managing endpoint security updates
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Within the ZIA Cloud Firewall and broader Zscaler Internet Access architecture, Public Service Edges (PSEs) are the core policy
enforcement points. User traffic is steered (via tunnels, PAC files, or agents) to the nearest PSE, where Zscaler performs security
inspection and policy evaluation. At this point, the Cloud Firewall, URL filtering, SSL. inspection, IPS, sandboxing, and other
security engines are applied according to the user's identity, group, location, and defined policies.

Although the PSEs naturally participate in traffic distribution across the global Zscaler cloud, their primary purpose is not generic
load balancing or network transit; rather, they host the full security stack and make real- time allow/deny/log decisions. They also
enforce bandwidth controls, application rules, and advanced threat protections before forwarding allowed traffic to the internet.
They are not responsible for managing endpoint security updates or providing general cloud storage. Instead, they serve as inline
security gateways that enforce Zero Trust access and granular firewall rules at scale.

Therefore, the correct description of their role in the Cloud Firewall architecture is that they act as key policy enforcement engines.

AE #51
How many minutes of data can the Log Streaming Service retransmit once the connection is restored between App Connectors and
Zscaler Private Access (ZPA)?

A. Last 15 minutes
B. Last 60 minutes
C. Last 20 minutes
D. Last 30 minutes
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Zscaler Private Access (ZPA) uses the Log Streaming Service (LSS) to deliver ZPA logs (such as user activity and
connector/authentication logs) to external SIEM and analytics platforms. LSS relies on a ZPA App Connector as the local relay
between the ZPA service and the downstream log receiver. If network connectivity between ZPA and the local App Connector is
mterrupted, log delivery may be temporarily disrupted.

According to Zscaler integration guidance, when connectivity between ZPA and the local App Connectors is restored, LSS can



retransmit up to 15 minutes of previously undelivered log data, although this retransmission is not guaranteed in all circumstances.
This limited replay window is designed to provide reasonable resilience for short outages without requiring large local storage on the
connector.

The 15-minute buffer applies specifically to ZPA log streaming scenarios and is distinct from longer-term log retention in Zscaler's
logging cluster or external SIEM. Options A, C, and D overstate the supported replay duration and do not match Zscaler's
documented behavior. To minimize log gaps beyond this 15-minute window, Zscaler recommends resilient network paths for App
Connectors and careful monitoring of connector health so that LSS can operate continuously.

EE #52
Which type of sensitive information can be protected using OCR (Optical Character Recognition) technology?

A. Software licenses

B. Personally Identifiable Information (PII)
C. Network configurations

D. Financial transactions
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Zscaler's Data Protection platform integrates Optical Character Recognition (OCR) into its inline Data Loss Prevention (DLP)
capabilities. OCR enables Zscaler to extract text embedded within images-such as screenshots, scanned documents, or photos of
forms-and subject that text to the same DLP inspection engines that normally analyze plain text content.

Once OCR has converted image content into text, Zscaler can apply predefined dictionaries, custom dictionaries, and advanced
classifiers to detect sensitive data types, including personally identifiable information (PII) such as national ID numbers, passport
numbers, addresses, or other regulated personal data. This is crucial because many data leaks occur via screenshots or scanned
documents that traditional, text- only DLP engines would miss.

While OCR could, in theory, detect patterns related to network configurations, software licenses, or financial transactions, Zscaler's
training and exam materials emphasize its use to protect sensitive data in images- especially user-related regulated data such as PII
and other compliance-relevant information. Network configurations and software licenses are better addressed through configuration
management and [P protection policies, and "financial transactions" describes activities rather than a specific information pattern.
Therefore, Personally Identifiable Information (PII) is the best and most exanraccurate answer for the type of sensitive information
protected using OCR.

HEE#53
Which statement is true about ZIA SD-WAN integrations using APIs?

A. You nust enter the "SD-WAN Partner Key" under Administration > Cloud Service API Key Management.
B. SD-WAN API integrations can support both GRE and IPsec tunnel types.

C. The SD-WAN partner must send an API key and credentials to the Zscaler administrator.

D. Locations created by the SD-WAN API integrations will not be editable in the Zscaler ZIA Admin interface.
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For SD-WAN API integrations with Zscaler Internet Access (ZIA), the control point for establishing trust and enabling autormation
is the Cloud Service API configuration within the ZIA admin portal. As documented in Zscaler's SD-WAN and Cloud Service API
workflow, the ZIA admnistrator navigates to the Cloud Service API (under Administration) and configures the SD-WAN
integration by generating and managing the SD- WAN Partner Key there. This key is then used by the SD-WAN orchestrator or
controller to authenticate against Zscaler's APIs and to automate the creation of locations and tunnels.

The key is not provided by the SD-WAN partner; rather, it is created and controlled by the customer's ZIA admin, which makes
option D incorrect. Locations and tunnels created via the integration remain visible and generally manageable within the ZIA admin
mterface, so option B is incorrect. While SD-WAN integrations can automate both GRE and [Psec tunnels in many deployments,
that behavior depends on the specific SD- WAN vendor and design, so the blanket statement in option A is not the definitive,
document-aligned fact being tested.
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