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e T Strategy: This section of the exam measures the skills of an IT Strategy Manager and covers the
development and alignment of IT strategy with business objectives. It emphasizes creating strategic plans to

bEY 71 support organizational goals, understanding emerging technologies, and ensuring that IT mvestments

contribute to conpetitive advantage and operational efficiency.
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Project Management: This domain is aimed at an IT Project Manager and encompasses planning,
executing, and controlling IT projects. It includes managing scope, time, cost, quality, and risks, applying
project methodologies, engaging stakeholders, and delivering projects that meet business requirements.
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Service Management: This domain targets a Service Delivery Manager and focuses on managing I'T
services to ensure consistent and efficient delivery. It includes establishing service level agreements (SLAs),
incident and problem management, continuous service improvement, and aligning IT services with business
demands.
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Risk Management: This domain evaluates the capabilities of an I'T Risk Manager and involves identifying,
assessing, and mitigating I'T-related risks. It addresses developing risk frameworks, compliance
management, and proactive measures to safeguard IT assets and operations.
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Information Security Management: This section targets an Information Security Manager and focuses on
protecting information assets from threats. It covers policy development, security controls inmplementation,
incident response, data protection, and compliance with legal and regulatory requirements to maintain
confidentiality, integrity, and availability.
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Vendor Selection

Management: This section measures the expertise of a Vendor Manager and covers the process of
selecting and managing third-party providers. It addresses evaluating vendor capabilities, negotiating
contracts, monitoring performance, and maintaining productive relationships to ensure service quality and
value.
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IT Organization: This domain targets an IT Operations Manager and focuses on the design and
management of I'T organizational structures. It includes defining roles and responsibilities, establishing
governance frameworks, managing resources effectively, and fostering collaboration to support IT service
delivery and business needs.
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Application Management: This section of the exam evaluates an Application Manager’s skills in overseeing
the lifecycle of IT applications. It covers application development support, maintenance, upgrades, user
support, and ensuring that applications meet functional and performance standards aligned with business
needs.
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(Q11-Q16):

HE#11
Your organization considers a job rotation program. What is the main objective?

A
B

A. Support the long-term continuity of the organization

B. Allow staffa diversity in their daily responsibilities

C. Increase staff job satisfaction

D. Train staff on a range of activities common in daily operations

: A
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The main objective of ajob rotation programin anl'T organizationis tosupport the long-term continuity of the organization(A). Job
rotation ensures that multiple staff members are trained across various roles and tasks, reducing dependency on specific individuals
and mitigating risks associated with staff turnover or absences. This approach enhances organizational resilience by creating a
flexible, cross-trained workforce capable of maintaining operations, aligning withl T organizationprinciples for workforce planning and
business continuity.

* Train staff on a range of activities (B):While training is a benefit, it is a means to achieve continuity, not the primary objective.

* Increase staff job satisfaction (C):Job satisfaction may be a secondary benefit, but it's not the main goal in an IT context.

* Allow staff'a diversity in responsibilities (D):Diversity in tasks is a byproduct, not the primary focus, which is organizational
continuity.

According tohuman resource managementframeworks, job rotation is a strategic tool for ensuring operational stability, particularly in
IT environments where specialized skills are critical.

Reference:EPI CITM study guide, under IT Organization, likely discusses workforce planning and job rotation for continuity. Check
sections on human resource management or organizational resilience.

H #12
Ore of the company's assets is valued at $200,000.00. Based on historical data, the exposure factor is 25%, and the Annual Loss
Expectancy (ALE) is calculated at $100,000.00. What is the Annualized Rate of Occurrence (ARO)?

e AO
e B 1
e C.04

Ef: A

L

Inrisk management, theAnnual Loss Expectancy (ALE)is calculated as:

ALE = Single Loss Expectancy (SLE) x Annualized Rate of Occurrence (ARO), whereSLE = Asset Value x Exposure Factor
(EF).

Given:

* Asset Value = $200,000

* Exposure Factor (EF) =25% = 0.25

* ALE = $100,000

Calculate SLE:

SLE = Asset Value x EF = $200,000 x 0.25 = $50,000

Calculate ARO:

ALE=SLE x ARO

$100,000 = $50,000 x ARO

ARO = $100,000 + $50,000 =2

Thus, theAnnualized Rate of Occurrence (ARO)is2(C), meaning the incident is expected to occur twice per year.

* 0.4 (A)Incorrect; implies a lower frequency (0.4 times per year).

* 1 (B)Incorrect; would yield an ALE of $50,000, not $100,000.

Reference:EPI CITM study guide, under Risk Management, likely covers quantitative risk analysis, including ALE, SLE, and ARO
calculations. Check sections on risk assessment or quantitative analysis.

R #13
Little to no budget is available for hiring new staff for the IT service desk. What is the ideal method of sourcing knowing that little
time is available?

A. Internal IT staff based ona SWOT analysis
B. Internet job board

C. Recruitment agency

D. Word of mouth

EM: B
L

Given the constraints oflittle to no budgetandlimited time, internet job boardsare the ideal sourcing method. They are cost-effective
(often free or low-cost), allow quick posting of job openings, and reach a wide pool of candidates, enabling rapid hiring,



Word of mouth (A) is informal and may not yield qualified candidates quickly. Internal IT staff based on SWOT analysis (B) is not a
standard recruitment method and takes time to analyze. Recruitment agencies (D) are expensive and slower due to their processes,
making them unsuitable for low-budget, urgent hiring.

Reference:EPI CITM study guide, under IT Organization, likely discusses recruitment strategies for IT staff, emphasizing cost-
effective methods like job boards. Check sections on human resource management or staffing,

HH #14
Being part of service management, business relationship management follows the principles of the service lifecycle. Which of the
below is not part of activities defined in service operation?

¢ A Define service strategy

¢ B. Commumicate scheduled outages
e C. Escalation

¢ D. Report service performance

EfE: A

R -

InITIL, theservice operationphase focuses on delivering and managing services, including activities like communicating scheduled
outages (A), reporting service performance (B), and handling escalations (C).

Defining service strategy(D) is part of theservice strategyphase, not service operation, as it involves planning and aligning services
with business goals.

Reference:EPI CITM study guide, under Service Management, likely references ITIL's service lifecycle, specifically distinguishing
service operation from service strategy. Check sections on ITIL service operation or business relationship management.

HE #15
During financial year closing, a processing error in a critical financial system occurs. Senior management demands a change to be
implemented in order to not further delay the business processes. Which sort of change is applied?

e A. Normal
e B. Exceptional
e C. Standard
e D. Emergency

IEf#: D

fi .-

InITIL(Information Technology Infrastructure Library), anemergency changeis implemented to address urgent issues that significantly
impact business operations, such as a processing error during financial year closing. Emergency changes are fast-tracked to restore
service or prevent further disruption, bypassing some standard change management processes while still requiring approval.

Normal changes (A) follow the full change management process, standard changes (B) are pre-approved and routine, and
exceptional (C) is not a standard ITIL term. Emergency change (D) fits the scenario of urgent action to avoid business delays.
Reference:EPI CITM study guide, under Service Management, likely references ITIL's change management processes, specifically
emergency changes. Refer to the section on ITIL change management or service operation.
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