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Microsoft Designing and Implementing Microsoft Azure Networking
Solutions Sample Questions (Q326-Q331):

NEW QUESTION # 326

You have an Azure virtual network that contains two subnets named Subnetl and Subnet2. Subnetl contains a virtual machine
named VM. Subnet? contains a virtual machine named VM2.

You have two network security groups (NSGs) named NSG1 and NSG2. NSG1 has 100 inbound security rules and is associated
to VM1. NSG2 has 200 inbound security rules and is associated to Subnet1.

VM2 cannot connect to VML

You suspect that an NSG rule blocks connectivity.

You need to identify which rule blocks the connection. The issue must be resolved as quickly as possible.

Which Azure Network Watcher feature should you use?

A. NSG flow logs

B. Connection troubleshoot
C. NSG diagnostic

D. Effective security rules

Answer: C

NEW QUESTION # 327

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
TeView screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

{
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"operationName”: “ApplicationGatewayFirewall™,
"category”: "ApplicationGatewayFirewalliog”,
“properties”™: {

“instanceld”: “appgw_8",

"clientIp™: “137.135.10.24%,

“clientPort™: "7,

"requestUri™: "/login”,

“ruleSetType™: TOWASP_CRS™,

"ruleSetVersion™: “3.8.87,
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~action”: "Matched”, | | ik
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pm AppleWebKit Androidi\\7 against ANAREQUEST HEADERS:User-Agenti\\" required. s

Ta
"hostneme”: "appl.contoso.com™,

~transactionTd™: ~d654511dehgqieal3s1ssha /428474067,
=policyTd=: “default”,

~policyScope”: "Glabal”,

“policyScopeName™: “Global”

Youneed to ensure that the URL is accessible through the application gateway.
Solution: You disable the WAF rule that has a ruleld of 920300.
Does this meet the goal?

e A No
e B. Yes

Answer: B

NEW QUESTION # 328
Your company, named Contoso, Ltd, has an Azure subscription that contains the resources show in the following table.



Name Type Location Description
Applus Azure App Service East US A website for the
United States office of
Contoso
Appiuk | Azure App Service UK West A website for the
United Kingdom office
of Contoso
Stlus Storage account East US Contains images for
the United States
website
Stluk Storagéaccount UK West Contains images for
the United Kingdom
. N rncnf+ website

| R'AN]

You plan to deploy Azure Front Door. The solution must meet the following requirement:

* Requests to a URL of https://contoso.azurefd.net/uk must be routed to Appluk.

* Requests to a URL of https://contoso.azurefd.net/us must be routed to Applus.

* Requests to a URL of https’/contoso.azurefd.net/images must be routed to the storage account closest to the user.

What is the minimum number of backend pools and routing rules you should create? To answer, the appropriate number to the
correct component. Each number may be used once, more than once, or not at all.
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NEW QUESTION # 329

You have the Azure environment shown in the following exhibit.



S Q&< o]

VNET1 VM1

Site-to site VPN
Datacenter VPN Gateway

Bi-directional VNet peering
with gateway transit
enabled

Microsof®>

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic. NOTE: Each correct selection is worth one point.
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NEW QUESTION # 330

You have an Azure subscription. The subscription contains multiple Azire SQL Database resources and a virtual network named
‘VNetl that has five subnets. All the subnets are associated with a network security group (NSG) named NSG1. NSG1 blocks all
outbound traffic, unless specifically allowed by a rule.

Each subnet contains 50 virtual machines. Multiple virtual machines host instances of SQL Server on Virtual Machines and will be
configured to replicate with the Azuire SQL Database resources.

You need to configure a new outbound rule in NSGI to allow the SQL Server on Virtual Machines instances to connect to the
Azure SQL Database resources. The solution must meet the following requirements:



* Minimize modifications to NSG1 when additional instances of SQL Server on Virtual Machines are deployed.

* Ensure that only SQL Server on Virtual Machines instances can connect to the Azure SQL Database resources.

How should you configure each setting for the new outbound rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
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NEW QUESTION # 331
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