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Cisco 100-160 Exam Syllabus Topics:

Topic Details

Topic 1
Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems

Topic 2

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systems.

Topic 3
Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

Topic 4
Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

Topic 5
Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPNs, and intrusion detection
prevention systems, providing insight into how threats are mitigated within network environments.
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Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q339-Q344):
NEW QUESTION # 339 
Which of the following password policies is considered a best practice?

A. Storing passwords in plain text format
B. Requiring passwords to be changed every 5 years
C. Enforcing a minimum password length and complexity requirements
D. Allowing users to set easily guessable passwords

Answer: C

Explanation:
Enforcing a minimum password length and complexity requirements is considered a best practice for password policies. This helps to
ensure that passwords are not easily guessable and increases the security of user accounts.

NEW QUESTION # 340 
Which security feature provides network segmentation by creating virtual networks?

A. VLANs
B. Intrusion Prevention System (IPS)
C. VLANs
D. Virtual Private Network (VPN)

Answer: A

Explanation:
Option 1: Correct, VLANs (Virtual Local Area Networks) provide network segmentation by creating virtual networks, allowing
different groups of devices to be logically separated on the same physical network.
Option 2: Incorrect, Firewalls are designed to monitor and filter network traffic based on predetermined security rules, but they do
not provide network segmentation by creating virtual networks.
Option 3: Incorrect, An Intrusion Prevention System (IPS) is a security appliance or software that monitors network traffic for
suspicious activity and takes action to prevent potential threats, but it does not provide network segmentation by creating virtual
networks.
Option 4: Incorrect, A Virtual Private Network (VPN) is a secure tunnel between two or more devices, typically used to connect
remote sites or allow remote users to access the private network. It does not provide network segmentation by creating virtual
networks.

NEW QUESTION # 341 
Which of the following is true about security policies and procedures?

A. They should be regularly reviewed and updated to reflect changing threats and technologies
B. They should only be accessible to the IT department.
C. They should be kept confidential and not shared with employees.
D. They should be documented once and never changed.

Answer: A

Explanation:
Option 1: Correct: Security policies and procedures should be regularly reviewed and updated to ensure they align with changing
threats and technologies. This helps to maintain the effectiveness of the policies and processes.
Option 2: Incorrect: Security policies and procedures should be accessible to relevant employees and stakeholders, not restricted
only to the IT department. It is important for everyone to understand and adhere to the policies and procedures.
Option 3: Incorrect: Security policies and procedures should be regularly updated as needed, not documented once and never
changed. The changing threat landscape and evolving technologies necessitate the periodic review and update of security policies
and procedures.
Option 4: Incorrect: Security policies and procedures should be communicated and shared with employees to ensure everyone
understands and follows them. Keeping them confidential and not sharing them would hinder their effectiveness.



NEW QUESTION # 342 
What type of encryption is used to secure data that is stored on a hard drive or other storage media?

A. Public Key Infrastructure (PKI)
B. File-based encryption
C. Hash encryption
D. Symmetric encryption

Answer: D

Explanation:
Symmetric encryption is a type of encryption where the same key is used for both the encryption and decryption processes. It is
commonly employed to secure data at rest, such as on a hard drive or other storage media. With symmetric encryption, the key must
be kept secret to ensure the confidentiality of the encrypted data.

NEW QUESTION # 343 
Which of the following best describes network security?

A. Securing physical access to network devices
B. Protecting data from unauthorized access or modifications
C. Ensuring high availability and performance of the network
D. Preventing network configuration errors

Answer: B

Explanation:
Network security is the practice of protecting data in a network from unauthorized access, modifications, or attacks. It involves
implementing various security measures such as access control, encryption, firewalls, and intrusion prevention systems.

NEW QUESTION # 344
......
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