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and managing complex security infrastructures using Fortinet solutions.
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NEW QUESTION # 79
An HA topology is using the following configuration:
Based on this configuration, how long will it take for a failover to be detected by the secondary cluster member?
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A. 600ns
B. 300ms
C. 200ms
D. 100ms

Answer: A

Explanation:
httpsz/docs.fortinet.com/document/fortigate/7.4.0/administration- guide/489324/failover-protection

NEW QUESTION # 80

Refer to the exhibits.

The exhibits show a diagram of a requested topology and the base [Psec configuration.

A customer asks you to configure ADVPN via two internet underlays. The requirement is that you use one interface with a single 1P
address on DC FortiGate.

In this scenario, which feature should be implemented to achieve this requirement?

A. Use network-overlay id
B. Change advpn2 to IKEv1
C. Use local-id

D. Use peer-id

Answer: A

Explanation:

A is correct because using network-overlay id allows you to configure multiple ADVPN tunnels on a single interface with a single IP
address on the DC FortiGate. This is explained in the FortiGate Administration Guide under ADVPN > Configuring ADVPN >
Configuring ADVPN on the hub. References: https:/docs. fortinet.com/document/fortigate/7.4.0/administration-guide/978793/advpn
https://docs.fortinet.convdocument/fortigate/7.4.0/administration- guide/978793/advpn/978 794/configuring-advpn

NEW QUESTION # 81
Refer to the exhibits.

The exhibit shows a FortiGate model device that will be used for zero touch provisioning and a CLI Template.

To facilitate a more efficient roll out of FortiGate devices, you are tasked with using meta fields with the CLI Template to configure
the DHCP server on the "office1" FortiGate.
Given this scenario, what would be the output of the config ip-range section on the CLI Template?

A
B.
C.
D.

Answer: A

NEW QUESTION # 82

SD-WAN is configured on a FortiGate. You notice that when one of the internet links has high latency the time to resolve names
using DNS from FortiGate is very high.

You nust ensure that the FortiGate DN resolution times are as low as possible with the least amount of work.

‘What should you configure?

e A. Configure two DNS servers and use DNS servers recommended by the two internet providers.

e B. Configure an SD-WAN rule to the DN server and use the FortiGate interface IPs in the source address.

e (. Configure local out traffic to use the outgoing interface based on SD-WAN rules with a manual defined IP associated to a
loopback interface and configure an SD-WAN rule from the loopback to the DNS server.

e D. Configure local out traffic to use the outgoing interface based on SD-WAN rules with the interface IP and configure an
SD-WAN rule to the DNS server.



Answer: D

Explanation:

SD-WAN is a feature that allows users to optimize network performance and reliability by using multiple WAN links and applying
rules based on various criteria, such as latency, jitter, packet loss, etc. One way to ensure that the FortiGate DNS resolution times
are as low as possible with the least amount of work is to configure local out traffic to use the outgoing interface based on SD-WAN
rules with the interface IP and configure an SD-WAN rule to the DNS server. This means that the FortiGate will use the best WAN
link available to send DNS queries to the DNS server according to the SD-WAN rule, and use its own interface IP as the source
address. This avoids NAT issues and ensures optimal DNS performance. Reference:
httpsz/docs.fortinet.conydocument/fortigate/7.0.0/sd-wan/19662/sd-wan

NEW QUESTION # 83
Refer to The exhibit showing a FortiEDR configuration.

Based on the exhibit, which statement is correct?

e A Ifamalicious file is executed and attempts to establish a connection it will generate duplicate events.

¢ B. The presence of a cryptolocker malware at rest on the filesystem will be detected by the Ransomware Prevention security
policy.

e C. Ifan unresolved file rule is triggered, by default the file is logged but not blocked.

¢ D. FortiEDR Collector will not collect OS Metadata.

Answer: C

NEW QUESTION # 84
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